
SHIELD GUARD
RETHINK DEVICE SECURITY 



SAFEGUARD YOUR  
CONNECTED ENVIRONMENT
RETHINK PROTECTION

Organizations tell us that one of their 

greatest challenges is protecting their data 

and their business against cybercrime and 

threats. It’s a challenge that keeps 

increasing as cybercriminals become more 

sophisticated and organized, develop 

broader skillsets, and deploy more 

aggressive and dangerous attack tools and 

techniques. 

Cyberthreats lurk around every corner. More than 

350,000*1 new malware programs are recorded daily, 

and every 11 seconds*2 a business becomes the victim 

of a ransomware attack. Cybercriminals are adept at 

exploiting new trends and changing circumstances to 

reach their goals: 28%*3 of organizations reported 

increased ransomware activities during 2020 

COVID-19 lockdowns. 

With the volume and variety of threats constantly on 

the rise, the ability to secure your connected 

environment and protect your business and your data 

against threats becomes more important than ever. 

Even the most everyday tasks - such as printing, 

copying or scanning documents - could leave 

confidential or sensitive data open to theft. As with 

any other IoT device, ensuring your MFPs and printers 

are correctly set up, with their configuration properly 

managed, is critical to your overall security. 

By choosing Konica Minolta - a pioneer and industry 

leader in the security field - you already benefit from a 

comprehensive range of security features built in to 

our bizhub devices. 

But once your devices are installed, how do you keep 

up with rapidly evolving cyberthreats? You can use 

our bizhub SECURE services to make sure your MFPs 

remain correctly and securely set up. And with our 

Shield Guard service, you have a handy cloud-based 

tool for remotely monitoring, managing and 

amending security and policies for all your devices.

*1 Source: https://www.infotech.co.uk/blog/6-signs-that-your-pc-laptop-is-infected-withmalware
*2 Source: https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021
*3 Source: https://www.trendmicro.com/vinfo/de/security/research-and-analysis/threat-reports/roundup/trend-micro-cloud-app-security-threat-report-2020



SIMPLIFY PRINT FLEET SECURITY
RETHINK MONITORING

Shield Guard makes it straightforward to keep an eye on print 

fl eet security. Shield Guard provides a cloud-based platform 

that collects information about the security status of all your 

devices, notifi es you in the event of an incident, and performs 

mitigation. 

IT admins will love the convenience of having the security 

status of the organization’s devices at the click of a button. 

Shield Guard makes it easy for them to monitor and manage 

print fl eet security - across the whole fl eet, in device groups or 

on a device-specifi c basis - and helps ensure device security 

remains state of the art.

With Shield Guard, business owners benefi t from the peace of 

mind that comes with a comprehensive - yet easy-to-

understand - overview of print fl eet security performance, and 

a solution that supports the organization’s compliance with 

information security regulations. 

KEY FEATURES 
At-a-glance visibility 
across the fl eet
– Easily manage all your 

MFPs at once from any 
remote location with the 
Fleet Status At A Glance 
chart on the dashboard.

Easy-to-use graphical 
security dashboard
– From your browser, view 

the security status of 
multiple devices with 
simple graphics and visual 
indicators.

Effi  cient password 
management
– Set password validity duration, 

password blocklist and password 
rules. Shield Guard also off ers a 
random password generator.

Flexible device and 
policy management
– Manage devices individually 

or in groups. Set policies for 
all devices, individual 
devices, or device groups.

Timely notifi cations
– Assessment fi ndings are included in the 

dashboard, logs, and reports on the portal. 

– Access security alert pop-ups and a list of 
escalated devices right from the dashboard.

– If a policy is compromised, automatically 
receive alerts via email or SMS. 

Automated remediation
– Shield Guard provides a 

structured approach to 
mitigating security threats, 
detecting failed security settings 
and automatically applying the 
correct policy settings.
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SHIELD GUARD WORKFLOW
EASY TO SET UP, EASY TO EXECUTE
The administrator can easily set policies for all devices, individual devices or groups of devices. 
The system performs a compliance assessment of MFPs according to the group's policy. 

TECHNICAL SPECIFICATIONS
- MarketPlace account required   - MarketPlace client version 5.3.4 or later

- Shield Guard agent installed via MarketPlace - Shield Guard licence 

Supported devices:

- Shield Guard supports all bizhub devices provided via MarketPlace.
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