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I 11
1 Security

1.1 Introduction

Thank you for purchasing our product.

This User's Guide contains the operating procedures and precautions to be used when using the security
functions offered by the bizhub 554e/454e/364e/284e/224e machine. To ensure the best possible perfor-
mance and effective use of the machine, read this manual thoroughly before using the security functions. The
administrator of the machine should keep this manual for ready reference. The manual should be of great
help in finding solutions to operating problems and questions.

This User's Guide (version 1.03) covers the following.

Model name bizhub 554e/bizhub 454e/bizhub 364e/bizhub 284e/bizhub 224e/ineo
554e/ineo 454e/ineo 364e/ineo 284e/ineo 224e
Version G00-09

For any query, request, or opinion concerning the machine, please contact your dealer from which you pur-
chased your machine or Service Representative.

Any notice concerning this machine will be given in writing by the dealer from which you purchased your ma-
chine or Service Representative.

Compliance with the 1ISO15408 Standard

When the Enhanced Security Mode on this machine is set to [ON], more enhanced security functions are
available.

This machine offers the security functions that comply with the ISO/IEC15408 (level: EAL3) and IEEE Std
2600.1-2009.

Operating Precautions

The machine gives an alarm message or an alarm sound (peep) when a wrong operation is performed or a

wrong entry is made during operation of the machine. (No "peep" alarm sound is issued if a specific sound
setting in Sound Setting of Accessibility Setting is set to [OFF].) If the alarm message or alarm sound is given,
perform the correct operation or make the correct entry according to the instructions given by the message
or other means.

The administrator of the machine should exit from the current mode to return to the basic screen whenever
the access to that mode is completed or if he or she leaves the machine with the mode screen left displayed.

The administrator of the machine should make sure that each individual general user exits from the current
mode to return to the basic screen whenever the access to that mode is completed or if the user leaves the
machine with the mode screen left displayed.

If an error message appears during operation of the machine, perform steps as instructed by the message.
For details of the error messages, refer to the User’s Guide furnished with the machine. If the error cannot be
remedied, contact your service representative.

The PageScope Web Connection functions can be used only if the setting is made to accept "Cookie."

bizhub 554e/454e/364e/284e/224e 1-2



1.1 Introduction

INSTALLATION CHECKLIST

This Installation Checklist contains items that are to be check by the Service Engineer installing this machine.
The Service Engineer should check the following items, then explain each checked item to the administrator
of the machine.

To Service Engineer

Make sure that each of these items is properly carried out by checking the box on the right of each item.

1.

Perform the following steps before installing this machine.

Check with the administrator to determine if the security functions of this machine should
be enhanced. If the functions should be enhanced, check the following.

If the security functions are not to be enhanced, quit the operation without checking the
following.

Before installing the machine, check with the administrator of the machine to determine if

the following is confirmed.

¢ Whether the Service Engineer has been informed that the unpacking procedure is to
be performed by the Service Engineer in the presence of the administrator of the ma-
chine.

¢ Whether the machine has been under the control of the administrator of the machine
with a check made to ensure that evidently the machine has not been unpacked or
used.

The Service Engineer should obtain the administrator's consent to the performance of this

item.

If the machine has been unpacked, check with the administrator that it was the adminis-

trator who unpacked the machine and nobody but the administrator has gain access to the
machine after the unpacking. Then, obtain the administrator's consent to the performance
of the installation procedure for the unpacked machine before attempting to start the pro-
cedure. If the administrator's consent cannot be obtained, call the dealer.

| swear that | would never disclose information as it relates to the settings of this machine
to anybody, or perform malicious or intentional act during setup and service procedures
for the machine.

When giving a copy of the User's Guide, explain the following to the administrator:

e Adigital signature is assigned to the data certified by ISO15408. To ensure integrity of
the file, have the administrator of the machine confirm the digital signature using the
property of the provided data file in the user's PC environment.

e Two versions are available, the HTML version and User's Guide Security Operations
(this User's Guide).

e This User's Guide must first be read and the conditions described in this User's Guide
take precedence over the HTML version.

¢ If the security functions of the machine are to be enhanced, the machine and its sur-
rounding environment should be set up and operated according to this User's Guide.

Refer to the Service Manual and perform the required installation and setup steps.
During the installation and setup procedure, make sure that no unnecessary parts are
mounted on the machine and have the administrator of the machine confirm that no un-
necessary parts are mounted on the machine.

]

After this machine is installed, refer to the Service Manual and perform the following steps.

Check that the SSD mounted on the machine is the type for the exclusive use for this ma-
chine.

Check that the Fax Kit has been mounted and set up properly, if fax functions are to be
used.

After the installation, conduct transmission and reception tests to make sure that the Fax
Kit has been mounted and set up properly.

Let the machine read the Custom Function Pattern Selection setting file
XXX_v1.0_1SO15408.cpd.

Get the administrator of the machine to confirm that [ISO15408] is selected for [Send/Save]
of [Custom Function Pattern Selection] in the Administrator Settings and obtain his or her
consent not to change the setting.

J0 0L
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1.1 Introduction

Check that the model name and the Firmware version (card version, BOOT) checked with
the Service Manual agree with the value shown on the Firmware version display screen.
Check also that the MFP model name and the part numbers of the MFP board and the SSD

have been specified.

board agree with those described in the Service Manual. 1

If there is a mismatch in the Firmware version number, explain to the administrator of the

machine that upgrading of the Firmware is necessary and perform upgrading of the Firm-

ware.

Set CE Authentication to [ON] and set the CE Password. C 1

Make the service settings necessary for the Enhanced Security Mode. ]
3. After this machine is installed, refer to this User’s Guide and perform the following steps.

Check that the Administrator Password has been set by the administrator of the machine. | [ ]

Check that the Encryption Key has been set by the administrator of the machine. ]

Check that the Overwrite HDD Data has been set by the administrator of the machine. 1]

Check that User Authentication has been set to [ON (MFP)] or [External Server Authentica-

tion] (Active Directory only) by the administrator of the machine. ]

Check that the self-signed certificate for SSL communications has been registered by the

administrator of the machine. L]

Check that the Job Log Settings (Audit Log) has been set by the administrator of the ma-

chine. L]

Check that the date and time have been correctly set in the machine by the administrator

of the machine. L]

Check that the ID & Print has been set by the administrator of the machine. 1]

Check that the Memory RX has been set by the administrator of the machine. ]

Check that the S/MIME Communication has been set by the administrator of the machine. | [ ]

Check that IPsec has been set by the administrator of the machine for communications

between the machine and the DNS server. L]

Check that IPsec has been set by the administrator of the machine for communications

between the machine and the SMTP server. L]

Check that the various functions to be disabled manually have been properly disabled by

the administrator of the machine. L]

Let the administrator of the machine set Enhanced Security Mode to [ON]. ]

The languages, in which the contents of the User’s Guide Security Operations have been

evaluated, are Japanese and English.

The following lists the manuals compatible with bizhub 554e/bizhub 454e/bizhub 364e/bi-

zhub 284e/bizhub 224e/ineo 554¢e/ineo 454e/ineo 364e/ineo 284e/ineo 224e (Version:

G00-09). L]

e bizhub 554e/454¢e/364e/284e/224e User’s Guide v1.00 A61D-9595BA-00

e bizhub 554e/454e/364e/284e/224e User’s Guide Security Operations 2014. 11 Ver.

1.03
Explain to the administrator that the settings for the security functions for this machine —

When the above steps have been properly carried out, the Service Engineer should make a copy of this page
and give the original of this page to the administrator of the machine. The copy should be kept at the corre-

sponding Service Representative for filing.

Please direct your any queries about using the machine to the Service Representative shown below.

Contact

Product Name Company Name User Division Name, | Person in charge

Customer (administrator of machine)

Service Representative

bizhub 554e/454e/364e/284e/224e
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1.2

Security Functions

Setting the Enhanced Security Mode to [ON] will validate the security function of this machine. For details of
the settings of different security functions to be changed by turning [ON] the Enhanced Security Mode, see
page 2-8.

The following the major security functions when the Enhanced Security Mode is set to [ON].

Function Description
Identification and au- Access control is then provided through password authentication for any ac-
thentication function cess to the Administrator Settings, User Authentication mode, User Box, a

User Box data file, a Secure Print document, SNMP authentication, and
WebDAV server. Access is thereby granted only to the authenticated user. A
password that can be set must meet the Password Rules. The machine does
not accept setting of an easily decipherable password. For details of the
Password Rules, see page 1-11.

If a wrong password is entered, during password authentication, a predeter-
mined number of times (once to three times. twice, four times, or six times
for the WebDAV Server Password) or more set by the administrator of the
machine, the machine determines that it is unauthorized access through Pro-
hibited Functions When Authentication Error, prohibiting any further entry of
the password. By prohibiting the password entry operation, the machine pre-
vents unauthorized use or removal of data. The administrator of the machine
is responsible for resetting the prohibition of the password entry operation.
For details, see page 2-18.

User limiting function Specific functions to be used by each user/account may be limited. For de-
tails, see page 2-30.

HDD encryption function | By setting the Encryption Key, the data stored in the HDD is encrypted, there-
by protecting the data in the HDD. For details, see page 2-58.

Auditing function Information including operations performed on the machine and a job history
can be stored in the HDD. Setting the Job Log (Audit Log) allows an illegal
act or inadequate operation performed on the machine to be traced. The ob-
tained Job Log can be downloaded and viewed from the PageScope Web
Connection. For details, see page 2-68.

Residual information de- | When the machine is to be discarded or use of a leased machine is terminat-
leting function ed at the end of the leasing contract, setting of the Overwrite HDD Data func-
tion while the machine was in use allows residual unnecessary data to be
deleted, because the machine overwrites a specific overwrite value over the
unnecessary data. This prevents data leakage. (Passwords, addresses, and
other data set while the machine was in use should, however, be deleted
manually.) For details, see page 2-64.

To delete data including the passwords, addresses, and other data all at
once, the Overwrite All Data function overwrites and erases all data stored in
all spaces of the HDD. The function also resets all passwords saved in the
memory area on the MFP board and the SSD board to factory settings, pre-
venting data from leaking. For details, see page 2-66. For details of items to
be cleared by Overwrite All Data function, see page 1-14.

Network communication | Communication data transmitted to or from the machine and client PC can
protecting function be encrypted using the SSL/TLS, which prevents information leakage
through sniffing over the network. For details, see page 2-84.

Check Count Clear Conditions

The following are the conditions for clearing or resetting the check count of the number of wrong entries at
the time of authentication by the Enhanced Security Mode.

<Administrator Settings>

° Authentication of Administrator Settings is successful.

<User Authentication Mode>
° User Authentication mode is successful.
° Release of Prohibited Functions When Authentication Error is executed.

<Account Track Mode>
° Account Track mode is successful.
° Release of Prohibited Functions When Authentication Error is executed.
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<Secure Print>
° Authentication of Secure Print is successful.
° Release of Prohibited Functions When Authentication Error is executed.

<Box>

. Authentication of User Box is successful.

° Authentication for execution of change of User Box Name and User Box Password is successful.
° Release of Prohibited Functions When Authentication Error is executed.

<SNMP Password (auth-Password, priv-Password)>
° Authentication of SNMP is successful.
° Release of Prohibited Functions When Authentication Error is executed.

<WebDAV server password>
° Authentication of WebDAYV server is successful.
. Release of Prohibited Functions When Authentication Error is executed.
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1.3

Precautions for Operation Control

This machine and the data handled by this machine should be used in an office environment that meets the
following conditions. The machine must be controlled for its operation under the following conditions to pro-
tect the data that should be protected.

Roles of the Owner of the Machine

The owner (an individual or an organization) of the machine should take full responsibility for controlling the

machine, thereby ensuring that no improper operations are performed.

. The owner of the machine should have the administrator of the machine recognize the organizational
security policy and procedure, educate him or her to comply with the guidance and documents pre-
pared by the manufacturer, and allow time for him or her to acquire required ability. The owner of the
machine should also operate and manage the machine so that the administrator of the machine can
configure and operate the machine appropriately according to the policy and procedure.

° The owner of the machine should have users of the machine recognize the organizational security policy
and procedure, educate them to follow the policy and procedure, and operate and manage the machine
so that the users acquire the required ability.

° The owner of the machine should vest the user with authority to use the machine according to the or-
ganizational security policy and procedure.

° The owner of the machine should operate and manage the machine so that the administrator of the ma-
chine checks the Job Log (Audit Log) data at appropriate timing to thereby determine whether a security
compromise or a faulty condition has occurred during an operating period.

° If the Job Log (Audit Log) data is to be exported to another product, the owner of the machine should
ensure that only the administrator of the machine performs the task. The owner of the machine should
also operate and manage the machine so that the Job Log (Audit Log) data is not illegally accessed,
deleted, or altered.

Roles and Requirements of the Administrator of the machine

The administrator of the machine should take full responsibility for controlling the machine, thereby ensuring
that no improper operations are performed.

° A person who is capable of taking full responsibility for controlling the machine should be appointed as
the administrator of the machine to make sure that no improper operations are performed.

° When using an SMTP server (mail server) or an DNS server, each server should be appropriately man-
aged by the administrator and should be periodically checked to confirm that settings have not been
changed without permission.

Password Usage Requirements

The administrator must control the Administrator Password, Encryption Key, auth-password, priv-Password,
and WebDAV Server Password appropriately so that they may not be leaked. These passwords should not
be ones that can be easily guessed. The user, on the other hand, should control the User Box Password,
Secure Print Password, and User Password appropriately so that they may not be leaked. Again, these pass-
words should not be ones that can be easily guessed. For the Public User Box shared among a number of
users, the User Box Password should be appropriately controlled so that it may not be leaked to anyone who
is not the user of the Public User Box.

<To Achieve Effective Security>

° Make absolutely sure that only the administrator knows the Administrator Password, Encryption Key,
auth-password, priv-Password, and WebDAV Server Password.

° The administrator must change the Administrator Password, Encryption Key, auth-password, priv-
Password, and WebDAYV Server Password at regular intervals.

° The administrator should make sure that any number that can easily be guessed from birthdays, em-
ployee identification numbers, and the like is not set for the Administrator Password, Account Pass-
word, Encryption Key, auth-password, priv-Password, and WebDAV Server Password.

° If a User Password or User Box Password has been changed, the administrator should have the corre-
sponding user change the password as soon as possible.

° The administrator should change the Account Password set for each account at regular intervals and,
should one be changed, he or she should immediately inform users who implement Account Track of
the new Account Password.

° If the Administrator Password has been changed by the Service Engineer, the administrator should
change the Administrator Password as soon as possible.
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The administrator should have users ensure that the passwords set for the User Authentication, Secure
Print, and User Box are known only by the user concerned.

The administrator should have users who implement Account Authentication ensure that the Account
Password set for the account is known by the users implementing Account Authentication only.

The administrator should make sure that only the users who share a Public User Box and Group User
Box know the password set for it.

The administrator should have users change the passwords set for the User Authentication and User
Box at regular intervals.

The administrator should make sure that any user does not set any number that can easily be guessed
from birthdays, employee identification numbers, and the like for the passwords set for the User Au-
thentication, Secure Print, and User Box.

User information control server control requirements

For the user information control server connected to the LAN within the office, in which this machine is in-
stalled, the server administrator is required to apply patches and register only users who are authorized to
use the machine.

Security function operation setting operating requirements

The administrator of the machine should observe the following operating conditions.

The administrator of the machine should make sure that the machine is operated with the settings de-
scribed in the installation checklist made properly in advance.

The administrator of the machine should make sure of correct operation control so that the machine is
used with the Enhanced Security Mode set to [ON].

When the Enhanced Security Mode is turned [OFF], the administrator of the machine is to make various
settings according to the installation checklist and then set the Enhanced Security Mode to [ON] again.
For details of settings made by the service engineer, contact your service representative.

When the machine is to be discarded or use of a leased machine is terminated at the end of the leasing
contract, the administrator of the machine should use the Overwrite HDD Data function and the Over-
write All Data function to thereby prevent data to be protected from leaking.

Operation and control of the machine

The administrator of the machine should perform the following operation control.

The administrator of the machine should log off from the Administrator Settings whenever the operation
in the Administrator Settings is completed. The administrator of the machine should also make sure that
each individual user logs off from the User Authentication mode after the operation in the User Authen-
tication mode is completed, including operation of the Secure Print document, User Box, and User Box
file.

During user registration and box registration, the administrator of the machine should make sure that
the correct settings are made for the correct users, including functional restrictions and box attributes.
The administrator of the machine should set the Encryption Key according to the environment, in which
this machine is used.

The administrator of the machine should appropriately control the device certificate (SSL certificate)
registered in the machine.

The administrator of the machine should ensure that no illegal connection or access is attempted when
the machine is to be connected to an external interface.

The administrator of the machine should appropriately control the file of Job Log (Audit Log) data down-
loaded to, for example, a PC and ensure that none other than the administrator handles it.

The administrator of the machine should check the Job Log (Audit Log) data at appropriate timing,
thereby determining whether a security compromise or a faulty condition has occurred during an oper-
ating period.

When generating or deleting Job Log (Audit Log) and Job Log (Audit Log) data, the administrator of the
machine should check conditions of using this machine by the user.

The administrator of the machine should make sure that each individual user updates the OS of the us-
er's terminal and applications installed in it to eliminate any vulnerabilities.

This machine allows the print function and the file box saving function to be used from the USB mem-
ory. The administrator of the machine should make sure that each individual user does not leave the
machine with the USB memory inserted in it.
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1.3 Precautions for Operation Control 1

The administrator of the machine disables the following functions and operates and manages the machine
under a condition in which those functions are disabled.

Function Name

Setting Procedure

IP Address Fax Function *

Using [Administrator Settings] »» [Network Settings] »» [Network Fax
Settings] »» [Network Fax Function Settings], set [IP Address Fax
Function] to [OFF].

Internet Fax Function *

Using [Administrator Settings] »» [Network Settings] »» [Network Fax
Settings] »» [Network Fax Function Settings], set [Internet Fax Func-
tion] to [OFF].

Relay User Box

Using [Administrator Settings] »» [Fax Settings] »» [Function Settings]
»» [Function ON/OFF Settings], set [Relay RX] to [OFF].

File Re-TX Box

Using [Administrator Settings] »» [Fax Settings] »» [Function Set-
tings], set [Incomplete TX Hold] to [No].

PC-Fax Permission

Using [Administrator Settings] »» [Fax Settings] »» [Function Set-
tings], set [PC-Fax Permission Setting] to [Restrict].

Bulletin Board User Box

e Do not create [Bulletin Board User Box] using [Utility] »» [One-
Touch/User Box Registration] »» [Create User Box].

¢ Do not create [Bulletin Board User Box] using [Administrator Set-
tings] »» [One-Touch/User Box Registration] »» [Create User Box].

Polling TX

Do not use [Polling TX] using [Menu] »» [Scan/Fax] »» [Application].

Delete Other User Jobs

Using [Administrator Settings] »» [System Settings] »» [Restrict User
Access] »» [Restrict Access to Job Settings], set [Delete Other User
Jobs] to [Restrict].

RAW Port Number

Using [Administrator Settings] »» [Network Settings] »» [TCP/IP Set-
tings] »» [RAW Port Number], set [Port 1 to Port 6] to [OFF].

NetWare Settings

e Using [Administrator Settings] »» [Network Settings] »» [NetWare
Settings], set [IPX Settings] to [OFF].

e Using [Administrator Settings] »» [Network Settings] »» [NetWare
Settings], set [NetWare Print Settings] to [OFF].

FTP TX Settings

Using [Administrator Settings] »» [Network Settings] »» [FTP Set-
tings], set [FTP TX Settings] to [OFF].

SMB Settings

e Using [Administrator Settings] »» [Network Settings] »» [SMB Set-
tings], set [Client Settings] to [OFF].

e Using [Administrator Settings] »» [Network Settings] »» [SMB Set-
tings], set [SMB Server Settings] to [OFF].

e Using [Administrator Settings] »» [Network Settings] »» [SMB Set-
tings], set [WINS/NetBIOS Settings] to [OFF].

E-Mail RX (POP)

Using [Administrator Settings] »» [Network Settings] »» [E-Mail Set-
tings], set [E-Mail RX (POP)] to [OFF].

SNMP Settings Using [Administrator Settings] »» [Network Settings], set [SNMP Set-
tings] to [OFF].
TCP Socket Settings e Using [Administrator Settings] »» [Network Settings] »» [Forward

(2/3)] »» [TCP Socket Settings], set [TCP Socket] to [OFF].

e Using [Administrator Settings] »» [Network Settings] »» [Forward
(2/3)] »» [TCP Socket Settings], set [TCP Socket (ASCIl Mode)] to
[OFF].

SSL/TLS Version Setting

Start the PageScope Web Connection and, using [Security] »» [PKI
Settings] »» [SSL Setting] of the administrator mode, cancel the se-
lection of [SSLv3] of [SSL/TLS Version Setting].

Flash Display Setting

Start the PageScope Web Connection and, using [System Settings]
»» [Flash Display Setting] of the administrator mode, set [Flash Dis-
play] to [Restrict].

WebDAV Settings

e Using [Administrator Settings] »» [Network Settings] »» [WebDAV
Settings], set [WebDAV Client Settings] to [OFF].

e Using [Administrator Settings] »» [Network Settings] »» [WebDAV
Settings], set [WebDAV Server Settings] to [OFF].
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Function Name

Setting Procedure

DPWS Settings (Printer Set-

e Using [Administrator Settings] »» [Network Settings] »» [DPWS

tings/Scanner Settings) Settings], set [Printer Settings] to [OFF].
e Using [Administrator Settings] »» [Network Settings] »» [DPWS
Settings], set [Scanner Settings] to [OFF].
LPD Setting Using [Administrator Settings] »» [Network Settings] »» [Detail Set-

tings], set [LPD Setting] to [Disable].

Bluetooth Setting *

Using [Administrator Settings] »» [Network Settings], set [Bluetooth
Setting] to [Invalid].

Manual destination entry prohi-
bition

The administrator of the machine registers only fax destinations and
E-mail addresses with S/MIME certificates.

External Memory Function Set-
tings (Save Document)

Using [Administrator Settings] »» [System Settings] »» [User Box Set-
tings] »» [External Memory Function Settings], set [Save Document] to
[OFF].

*: It will not be displayed in case of service mode where the setting is not configured.

Machine Maintenance Control

The administrator of the machine should perform the following maintenance control activities.

° Provide adequate control over the machine to ensure that only the Service Engineer is able to perform
physical service operations on the machine.

° Provide adequate control over the machine to ensure that any physical service operations performed
on the machine by the Service Engineer are overseen by the administrator of the machine.

° Some options require that Enhanced Security Mode be turned [OFF] before they can be used on the
machine. If you are not sure whether a particular option to be additionally purchased is fully operational
with the Enhanced Security Mode turned [ON], contact your Service Representative.

° Install the machine at a safe site that can be monitored and operate and manage the machine while
ensuring that the machine is protected from unauthorized physical access.
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1.4

Miscellaneous

Password Rules

Study the following table for details of the number and types of characters that can be used for each pass-
word. For details of the settings of the Password Rules, see page 2-11.

Types of Number of Types of characters Conditions for set-
passwords characters ting/changes
Administrator 8to64 * Numeric characters: 0to 9 e Apassword only consist-
Password characters e Alpha characters: upper and ing of identical charac-
lower case letters ters cannot be registered
User Password e Symbols: !, #,$, %, &, ', (,), or changed.
Account Password el < =>,7,@,], e The current password
- NILASSLOLL -~ + must be entered before a
Public User Box e Special characters (68 char- change can be made in
Password acters) the setting.
Selectable fromamongatotalof | ¢ A new password to be
\évacestélavﬁ\r/dServer 161 characters set should not be the
same as the current one.
Annotation User
Box Password
Secure Print 8to64 e Numeric characters: 0 to 9 e Apassword only consist-
Password characters ¢ Alpha characters: upper and ing of identical charac-
lower case letters ters cannot be
e Symbols: |, #,$, %, & ', (,), registered.
el < =>,7,@, ],
\s ]1 As — ‘1 {s |’ }1 ~, +
Selectable from among a total of
93 characters
SNMP Password 8to32 ® Numeric characters: 0 to 9 e Apassword only consist-
e auth-password characters e Alpha characters: upper and ing of identical charac-
e priv-password lower case letters ters cannot be registered
e Symbols: !, $, %, &, (,),* . - or changed.
vl < =>,7,@, ], N, e The current password
S50L Y~ + must be entered before a
Selectable from among a total of change can be made in
90 characters the setting.
¢ A new password to be
set should not be the
same as the current one.
Encryption Key 20 e Numeric characters: 0 to 9 ¢ An Encryption Key only
characters e Alpha characters: upper and consisting of identical

lower case letters
Symbols: |, #,$, %, &, ', *, +,
. h=7e,8 )~

Selectable from among a total of
83 characters

characters cannot be
registered or changed.

e The current Encryption
Key must be entered be-
fore a change can be
made in the setting.

e A new Encryption Key to
be set should not be the
same as the current one.

Confidential RX
password

8 characters

Numeric characters: 0 to 9
Symbols: *, #

e Apassword only consist-
ing of identical charac-
ters cannot be registered
or changed.

Memory RX User
Box Password

1t0 8
characters

Numeric characters: 0 to 9

® The password rules are
not applicable.

Encrypted PDF
Password

e The password rules are
not applicable.

e Password that is set
when PDF document is
created.

": The minimum number of characters set in [Set Minimum Password Length] must be set for the password.

The default value is 12.
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Precautions for Use of Umlaut

° Setting or entering an umlaut from the control panel may be disabled depending on the setting made
in this machine, but not on the client PC side including PageScope Web Connection. If an umlaut is set
in a password on the PC side, therefore, the umlaut cannot be entered from the control panel, which
means that this particular password is not usable.

Precautions for Use of Various Types of Applications

Comply with the following requirements when using the PageScope Web Connection or an application of var-
ious other types.
The administrator of the machine should make sure that the user observes the following requirements.

° The password control function of each application stores the password that has been entered in the PC
being used. Disable the password management function of each application and perform an operation
without storing a password.

Use a web browser or an application of various other types that shows
tered.

° Once the password has been entered, do not leave your PC idle without logging on.
Set the web browser so that cache files are not saved.

Do not access any other site once you have logged onto the machine with the PageScope Web Con-
nection. Accessing any other site or a link included in e-mail, in particular, can lead to execution of an
unintended type of operation. Whenever access to any other site is necessary, be sure first to log off
from the machine through the PageScope Web Connection.

° Using the same password a number of times increases the risk of spoofing.

If a web browser such as Internet Explorer is used on the client PC side, "TLS v1" should be used for
the SSL setting.

. Expanded functions, which can be used in association with applications by registering the optional
License Kit, are available, including collecting and controlling user and account information by means
of the WebDAV function. Use of these expanded functions is not covered by certification of ISO15408.

. Optional applications not described in this User’s Guide are not covered by certification of ISO15408.

nxn

or "e" for the password en-

Encrypting communications

The following are the cryptographic algorithms of key exchange and communications encryption systems
supported in generation of encryption keys.

. TLS_RSA_WITH_3DES_EDE_CBC_SHA

° TLS_RSA_WITH_AES_128_CBC_SHA

° TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
° TLS_DHE_RSA_WITH_AES_256_CBC_SHA

NOTICE

The administrator of the machine should make sure that SSL encryption communication is not performed
with the SSL set in SSL v3.

Do not use an SSL certificate that is electronically signed by MD5, as an increased risk results of data to be
protected being tampered with or leaked.

To eliminate the risk of the data to be protected being tampered with or leaked, refer to the recommended
clphers list disclosed by, for example, NIST and CRYPTREC and use the appropriate cryptographic tech-
nique.

Use the following browsers to ensure SSL encryption communication with appropriate strength. Use of any
of the following browsers achieves SSL encryption communication that ensures confidentiality of the image
data transmitted and received.

Microsoft Internet Explorer

o 6/7/8/9/10 (desktop version)

Mozilla Firefox
° 3.5 or later
° ESR 10.0 or later

Microsoft Internet Explorer 8 is used for the ISO15408 evaluation for this machine.
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Print functions

Only the following procedures are guaranteed for the print functions performed from the client PC.
° Use IPPS printing for the print functions performed using the printer driver.

° Use direct printing from the PageScope Web Connection for the print functions not performed via the
printer driver.

IPP printing

IPP (Internet Printing Protocol) is a function that allows Secure Print documents and image data stored in
boxes to be printed via the Internet by using the HTTP (HyperText Transfer Protocol) of the TCP/IP Protocol.
IPPS (IPP over SSL/TLS) is the type of IPP that performs the SSL encryption communication.

<Installing printer driver>

To perform IPP printing, the printer driver must be installed. From "Add Printer Wizard", type the IP address
of this machine in the following format in the "URL" field.

To set IPP printing:
° Type "http://<IP address of the machine>/ipp"

To set IPPS printing:

<In Windows XP/Server 2003>
° Type "https://<IP address of the machine>/ipp"

<In Windows Vista/7/Server 2008/Server 2008 R2/Server 2012>
° Type "https://[host name].[domain name)/ipp"

For [Host Name] and [Domain Name], specify the names set with the DNS server.

<Registering the certificate in Windows Vista or later>

Windows Vista or later, which offers enhanced security functions, gives a certificate error message if the SSL
certificate is one that is not issued by a certification body. In such cases, it becomes necessary to register
the certificate of this machine as that issued by a reliable party for the computer account.

First, register Host Name and IP address of this machine in the DNS server in advance. Then, in TCP/IP Set-
tings of PageScope Web Connection, set the DNS Host Name and DNS Default Domain Name registered
with the DNS server.

It should also be noted that, for the certificate to be imported, a certificate for SSL encryption communication
should be registered in PageScope Web Connection and exported in advance as the certificate including the
public key.

From "Continue to this website," call the PageScope Web Connection window to the screen.

Click "Certificate Error" to display the certificate. Then, click "Install Certificate" to install the certificate.

Display the physical stores. Then, deploy the certificate, which has earlier been exported, in "Local
Computer" of "Trusted Root Certification Authorities" to thereby import the certificate.
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Items of Data Cleared by Overwrite All Data Function

The Overwrite All Data function clears the following items of data.

Items of Data Cleared

Description

Password Rules

Sets [Invalid] and disables [Set Minimum Password Length]

User registration data

Deletes all user-related data that has been registered

Account track registration data

Deletes all account track-related data that has been registered

Box registration data/file

Deletes all User Box-related information and files saved in User Box

Secure Print ID/Password/
document

Deletes all Secure Print document-related information and files saved

ID & Print document

Deletes all ID & Print documents saved in ID & Print User Box

Image files

¢ Image files other than Secure Print documents, ID & Print docu-
ments, and User Box files

e Data files left in the HDD data space, used as image files and not
deleted through the general deletion operation

e Temporary data files generated during print image file processing

Destination recipient data files

Deletes all destination recipient data including e-mail addresses and
telephone numbers

Encryption Key

Clears the currently set Encryption Key

Administrator Password

Clears the currently set password, resetting it to the factory setting
(1234567812345678)

SNMP Password

Clears the currently set password, resetting it to the factory setting
(MAC address)

WebDAV Server Password

Clears the currently set password, resetting it to the factory setting
(sysadm)

S/MIME certificate

Deletes the currently set S/MIME certificate

Device certificate
(SSL certificate)

Deletes the currently set Device certificate (SSL certificate)

SSL encryption strength

Deletes the SSL certificate to thereby clear the SSL encryption
strength

SSL-compliant protocol

Makes the protocol not complying with SSL

Network Setting

Clears the currently set network settings (DNS Server setting, IP Ad-
dress setting, SMTP Server setting, and AppleTalk Printer Name set-
ting), resetting it to the factory setting

Daylight Saving Time

Set to [No]

Time Adjustment Setting (NTP)

Set to [OFF]

Time/date data

Varies corrected data, if the time-of-day data is corrected due to, for
example, the daylight saving time

Fax functions

An optional Fax Kit is required for using fax functions. Contact your Service Representative.

USB keyboard

The USB keyboard is not used for the ISO15408 evaluation for this machine.

Do not use the USB keyboard.
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Different types of boxes

A box may be a user box or a system box. The user can store documents in the User Box. Also, the user can
print a file from the User Box or send a file to another user. The System Box is used by the system to tem-
porarily store files when the user uses the facsimile or print function together with the file storage function of

the box.

Type Description

Public User Box This is the public box in which all users can store documents and use
them. Note that a password is set for the box and the set password
needs to be entered before access can be gained to the box.

Personal User Box This is a personal box. Only users who have logged in to the system
can store and use documents in the Personal User Box.

Group User Box This is a group box. Only users belonging to the same department (or
group) can store and use documents in the Group User Box.

Secure Print Box When you print a document from the PC or when you select the Se-
cure Print function using the printer driver, this data file is stored in the
Secure Print User Box.

Memory RX Box When a facsimile is received by the Memory RX function, it is stored
in the Memory RX User Box.

ID & Print Box When you print a document from the PC, the files transferred with the
ID & Print function are stored in the ID & Print User Box.

Annotation User Box When a stored file is printed out or sent to another user, its date, time
and any annotations are added to this box automatically.

Password Encrypted PDF Box When a password protected PDF file is printed out or stored in the
User Box, the file is stored in the Password Encrypted PDF User Box.

Hardware and software used in the machine

The following lists the types of hardware and software and their versions used for the ISO15408 evaluation
for this machine.

The user should appropriately manage the hardware and software used with the machine on his or her own
responsibility.

Hardware/software Version, etc.
FAX Kit FK-511
Printer Driver KONICA MINOLTA 554e Series

e PCL Ver. 1.1.3.0 or later
e PSVer. 1.1.2.0 or later
e XPS Ver. 1.1.2.0 or later

PageScope Data Administrator Ver. 4.1.24000.05091 or later

External authentication server Active directory mounted on Windows Server 2008 R2 Standard Ser-
vice Pack 1
DNS server Windows Server 2003 R2 Standard Edition Service Pack 2

Firmware integrity verification function

When the main power switch is turned ON with the Enhanced Security Mode set to [ON], the machine checks
the encryption key and the hash value to thereby determine that its firmware is fully operational.

If a fault occurs in the firmware, a malfunction screen appears when the machine is started, warning that a
fault has occurred. To reset the fault condition, turn [OFF] the Enhanced Security Mode and restart the ma-
chine, or update the firmware. For more details, consult your Service Representative.
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IPsec setting

This machine offers a choice of two authentication methods of [Pre-Shared Key] and [Digital Signature] for
authenticating the remote machine with which to communicate.

When [Pre-Shared Key] is to be used, control the pre-shared key appropriately to ensure that it is not leaked
to any third party other than the remote machine with which to communicate.

[Digital Signature] has a higher security strength than [Pre-Shared Key].

CS Remote Care function

CS Remote Care is a system that manages the machine through transmission and reception of various types
of data for managing the machine between the machine and the CS Remote Care center computer via a tele-
phone/fax line, a network, or E-mail.

When the Enhanced Security Mode is set to [ON], the following functions are no longer usable: instructing to
rewrite the firmware, sending and receiving account counter information, rewriting settings of the machine,
and the Counter Remote Control function.

Terminating a Session and Logging out

The machine allows the operator to automatically log out from or terminate a session, if it is unable to detect
an operation on the control panel or a communication packet on the network.

The following shows the setting range and the default setting of each function. Set the time according to the
environment in which the machine is used.

The administrator of the machine should explain to the user that the following settings are made. The admin-
istrator of the machine should also explain to the user immediately as soon as the setting has been changed.

Function name/software, etc Description

System Auto Reset Setting range

e [1] to [9] minutes, Default setting: [1] minute

Setting procedure

e [Utility] »» [Administrator Settings] »» [System Settings] »» [Reset
Settings] »» [System Auto Reset]

Auto Logout Setting range

(PageScope Web Connection) e [Admin. Mode Logout Time]: [1] to [60] minutes
Default setting: [10] minutes

e [User Mode Logout Time]: [1] to [60] minutes
Default setting: [60] minutes

Setting procedure

e Start the PageScope Web Connection and, in the Administrator
Mode, select [Security] »» [Auto Logout].

PageScope Data Administrator Default setting: [60] minutes (No change can be made in the setting)
The time setting represents consideration for the time-consuming
task, such as downloading the registered information. Be careful
about leaving your seat, because the time setting is rather long.

Authentication error during external server authentication

If a user is unable to log in successfully during user authentication using the external server authentication,
possible causes include the status of connection to the external server, the condition of the external server
(the server is down), and the status of user registration with the external server such as the number of users
to be controlled by the machine reaching its limit and the user password quality on the external server.

The administrator of the machine should check these points and make the appropriate settings.
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Accessing the Administrator Settings

2

2.1

2.1.1

Administrator Operations

Accessing the Administrator Settings

In Administrator Settings, the settings for the machine system and network can be registered or changed.

This machine implements authentication of the user of the Administrator Settings function through the Ad-
ministrator Password that verifies the identity as the administrator of the person who accesses the function.
During the authentication procedure, the Administrator Password entered for the authentication purpose ap-

pears as "*" or "e" on the display.

When the Enhanced Security Mode is set to [ON], the number of times in which authentication fails is count-
ed.

NOTICE
Make sure that none of the general users of the machine will know the Administrator Password.

Ifthe Administrator Password is forgotten, it must be set again by the Service Engineer. Contact your Service
Representative.

Accessing the Administrator Settings

The machine does not accept access to the Administrator Settings under any of the following conditions.
Wait for some while before attempting to gain access to the Administrator Settings again.

The Administrator Settings has been logged on to through access made from the PC.
A remote operation is being performed from an application on the PC.

There is a job being executed by the machine.

There is a reserved job (timer TX, fax redial waiting, etc.) in the machine.

Immediately after the main power switch has been turned ON.

A malfunction code is displayed on the machine.

<From the Control Panel>

v When accessing the Administrator Settings from the control panel, if you have already logged on to the
Administrator Settings using PageScope Web Connection, the machine displays a message that tells
not to turn off the power because of the remote operation being performed and rejects any operation
on the control panel. Wait until the message disappears before attempting to access the Administrator
Settings once again.

v When accessing the Administrator Settings from the control panel, if [Export to the device] operation is
being executed using the PageScope Data Administrator, the machine displays a message that tells
not to turn off the power because of the remote operation being performed and rejects any operation
on the control panel. Wait until the message disappears before attempting to access the Administrator
Settings once again.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Touch [Menu] »» [Utility].

Touch [Administrator Settings].

Use the menu buttons or keypad o make a selection.
Booknark
Utility

Display Keypad

1 One-Touch User Box
Utility Registration
2 User Settings y

3 Adninisiraior Settings | @ Device Infornation |

4 Check Consumable Life |

12/11/2012  08:41 Close )
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3 Enter the Administrator Password from the keyboard.

Use the keyboard 10 enter the Administrator Password.
Press the IC1 key to clear your entry.

| J
] 2] %)
i iz sl Y Y ol Yl el
sl el il s sl st sl el sl il sl
il Y sl Yl Y il Y il il el
Space J shift |
02/05/2014  23:00 SBAER' ) cancel ) oK )

= Touch [C] to clear all characters.

- Touch [Delete] to delete the last character entered.
- Touch [Shift] to show the upper case/symbol screen.
=> Touch [Cancel] to go back to the previous screen.

4 Touch [OK].

= If awrong Administrator Password is entered, a message that tells that the Administrator Password
does not match appears. Enter the correct Administrator Password.

= [f the Enhanced Security Mode is set to [ON], entry of a wrong password is counted as unauthorized
access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the administrator of the machine, a message appears saying that the
machine accepts no more Administrator Passwords because of unauthorized access for any sub-
sequent entry of the Administrator Password. The machine is then set into an access lock state.
To cancel the access lock state, settings must be made by the Service Engineer; or, turn off, and
then turn on, the main power switch of the machine. If the main power switch is turned off and on,
the access lock state is canceled after the lapse of time set for [Release Time Settings]. When the
main power switch is turned off, then on again, wait at least 10 seconds to turn it on after turning it

off. If there is no wait period between turning the main power switch off, then on again, the machine
may not function properly.

5  Pressthe [Reset] key to log off from the Administrator Settings.
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21.2 Accessing the User Mode

You can log on to the User Mode as an administrator. In the User Mode, you can check or delete a job, which
is disabled in Administrator Settings.

Reference

° The authority relating to box settings is the same as that of Administrator Settings.

<From the Control Panel>

v The administrator must first make User Authentication settings before he or she can access User Mode.
For details of the User Authentication, see page 2-20.

v Do not leave the machine with the User Mode setting screen left shown on the display. If it is absolutely
necessary to leave the machine, be sure first to log off from the User Mode.

1 Touch the keyboard icon in the [User Name] field.

2 Enter "admin" in [User Name]. Enter the password set for this machine in [Password)].

‘® Documents stored in the ID & Print User Box can be

printed upon successful authentication. Enter user name
and password and then touch [Login] or press the [Access] key.

ID & Print
I0 & print,
WP Adcess
Acsess Basic Screen
User Name =
Password =
—]

Cancely 0K

= Touch [C] to clear all characters.

= Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

3 Touch [OK].
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4

5

Touch [Access] or [Login].

>

>

If a wrong Administrator Password is entered, a message that tells that the authentication has failed
appears. Enter the correct Administrator Password.

If the Enhanced Security Mode is set to [ON], entry of a wrong password is counted as unauthorized
access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the administrator of the machine, a message appears saying that the
machine accepts no more Administrator Passwords because of unauthorized access for any sub-
sequent entry of the Administrator Password. The machine is then set into an access lock state.
To cancel the access lock state, settings must be made by the Service Engineer; or, turn off, and
then turn on, the main power switch of the machine. If the main power switch is turned off and on,
the access lock state is canceled after the lapse of time set for [Release Time Settings]. When the
main power switch is turned off, then on again, wait at least 10 seconds to turn it on after turning it
off. If there is no wait period between turning the main power switch off, then on again, the machine
may not function properly.

Touch [Access] or [Close] to log off from the User Mode.
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<From PageScope Web Connection>

v

v

While you are logging onto the Admin Mode using PageScope Web Connection, any operations from
the machine's control panel are disabled.

If you have already logged on to the Admin Mode from the control panel or using PageScope Web Con-
nection, the machine displays a message that tells that another administrator has previously logged on
and rejects any attempt to log on to the Admin Mode using the PageScope Web Connection. Click [OK]
and wait for some while before attempting to access the Admin Mode once again.

If [Export to the device] operation is being executed using the PageScope Data Administrator, the ma-
chine displays a message that tells you cannot log on to the mode because of the remote operation
being performed and rejects any attempts to the Admin Mode via the PageScope Web Connection.
Click [OK] and wait for some while before attempting to access the Admin Mode once again.

If an attempt is made to log on to the Admin Mode while a job is being executed, the machine gives a
message that tells that it is now impossible to log on to the Admin Mode. Click [OK] and try logging on
to the Admin Mode after the execution of the job is completed.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

If you have logged on to the Admin Mode using the PageScope Web Connection and if you close the
web browser without clicking [Logout], the control panel remains locked for 70 sec.

Different initial screens appear after you have logged on to the Admin Mode depending on the Custom-
ize setting. The descriptions herein given are concerned with the display screen set in [Meter Counter]
of Maintenance.

Start the Web browser.
Enter the IP address of the machine in the address bar.
Press the [Enter] key to start PageScope Web Connection.

Click the Administrator radio button and [Login].

Login ~ Registered User

User Name
Password
© Administrator
View Mode  Flash ® HTML

Flash Player is necessary to see in Flash form. gg\;‘gﬂ‘m

Display Speed ~ Quick Mode * Standard Mode
To speed up the display speed using the cache in quick mode.

User Assist I~ Display dialog box in case of warning.

Language English (English) -

Select "Administrator (Admin Mode)" or "Administrator (User Mode)" and enter the Administrator Pass-
word in the "Password" box.

Select Login
@« Administrator (Admin Mode)
¢ Administrator (User Mode)

Password

Help Display Setting
Help Display is a network-only function.
On Mouse OFF |v.
On Focus OFF |v.

Ok || cancel
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7
8

>

>

If "Administrator (Admin Mode)" is selected, the settings for the machine system and network can
be registered or changed.
If "Administrator (User Mode)" is selected, you can log on to the User Mode as an Administrator. In

the User Mode, you can check or delete a job, which is disabled in Administrator Settings. Note,

however, that the authority relating to box settings is the same as that of Administrator Settings.

= When accessing the Admin Mode using the PageScope Web Connection, enter the same Adminis-

trator Password as that for the machine.

Click [OK].

>

>

If a wrong Administrator Password is entered, a message that tells that the authentication has failed
appears. Enter the correct Administrator Password.

If the Enhanced Security Mode is set to [ON], entry of a wrong password is counted as unauthorized
access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the administrator of the machine, a message appears saying that the
machine accepts no more Administrator Passwords because of unauthorized access for any sub-
sequent entry of the Administrator Password. The machine is then set into an access lock state.
To cancel the access lock state, settings must be made by the Service Engineer; or, turn off, and
then turn on, the main power switch of the machine. If the main power switch is turned off and on,
the access lock state is canceled after the lapse of time set for [Release Time Settings]. When the
main power switch is turned off, then on again, wait at least 10 seconds to turn it on after turning it
off. If there is no wait period between turning the main power switch off, then on again, the machine
may not function properly.

Click [Logout].

Click [OK].
This allows you to log off from the Admin Mode.
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2.2

Enhancing the Security Function

When access to the machine by the administrator of the machine through the Administrator Settings from the
control panel is authenticated, the machine enables setting of the Enhanced Security Mode that allows set-
tings for enhancing each of different security functions to be converted all at once.

In the Enhanced Security Mode, the machine allows selection of whether to use the Enhanced Security Mode
or not. If the Enhanced Security Mode is set to [ON], a count is taken of the number of unauthorized accesses
to the Administrator Settings, User Authentication, Account Track, SNMP authentication, WebDAV authenti-
cation, all Secure Print, and all User Boxes. A function is also set that determines whether each password

meets predetermined requirements. The security function is thus enhanced in the Enhanced Security Mode.

The following settings must first be made before the Enhanced Security Mode is set to [ON].

NOTICE

First, set the Encryption Key. To set the Encryption Key, HDD Format must first be executed. Execution of
the HDD Format clears various setting values. For details of items that are cleared by HDD Format, see
page 2-10.

If initialization is executed by the Service Engineer, the Password Rules are set to [Invalid] and the Adminis-
trator Password is reset to the factory setting (1234567812345678). To set the Administrator Password and
turn [ON] the Enhanced Security Mode again.

Settings to be Made in Advance Description

Administrator Password Meet the Password Rules.
The factory setting is "1234567812345678."
User Authentication Check that [Authenticate] (the server type is Active Directory only
for External Server Authentication) is set.
Encryption Key Set the Encryption Key.
Certificate for SSL Register the self-signed certificate for SSL communications.
Service settings Calls for setting made by the Service Engineer. For details, contact

your Service Representative.

Setting the Enhanced Security Mode to [ON] changes the setting values of the following functions.

NOTICE

If an attempt is made to change a setting that has been changed as a result of setting the Enhanced Security
Mode to [ON], a screen may appear indicating that the Enhanced Security Mode is to be canceled. Note that
executing this screen will cancel the Enhanced Security Mode.

The description "not to be changed" given in parentheses in the table below indicates that the specific setting
cannot be changed with the Enhanced Security Mode set to [ON].

Function Name Factory Setting | When Enhanced Security Mode is set to [ON]

Password Rules Invalid Enable (not to be changed)

If [Enable] is set for Password Rules, the types and
number of characters to be used for each password are
limited.

For details of the Password Rules, see page 1-11.

Prohibited Functions Mode 1 Mode 2 (not to be changed): Three times is set.

When Authentication Er- * The number of times can be changed to once, twice,

ror or three times (twice, four times, or six times for the
WebDAV Server Password).

Release Time settings 5 min. The setting value should be 5 min. or more (no value less
than 5 can be set)

Confidential Document Mode 1 Mode 2 (not to be changed)

Access Method * In association with Prohibit Functions When Authenti-

cation Error, the method is changed from authentication
using Secure Print ID and password (Mode 1) to that us-
ing the password with the Secure Print document first
narrowed down by Secure Print ID (Mode 2).

Secure Print User Box Thumbnail View, | Only Detail View is enabled before password authenti-
Preview Detail View, and | cation (Mode 2)

Document De-
tails are enabled
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Function Name Factory Setting | When Enhanced Security Mode is set to [ON]
Public User Access Restrict Restrict (not to be changed)
User Name List OFF OFF (not to be changed)
Print Without Authentica- | Restrict Restrict (not to be changed)
tion
User Box Administrator Restrict Restrict (not to be changed)
Setting
Mode using SSL/TLS None Admin. Mode and User Mode (not to be changed)
SSL Encryption Strength AES-256, AES/3DES (not to be changed to one containing
3DES-168, strength lower than AES/3DES)
RC4-128,
DES-56,
RC4-40
Automatically Obtain No No (not to be changed)
Certificates of S/MIME
S/MIME Encryption 3DES 3DES (not to be changed to DES or RC-2)
Method
FTP Server ON OFF (not to be changed)
SNMPv1/v2c Settings Read setting: Read setting: Enable, Write setting: Invalid
Enable (not to be changed)
Write setting:
Enable
SNMP v3 Settings Secu- auth-password/ | The security level can be selected from among [auth-

rity Level and auth-pass-
word/priv-password

priv-password

password] and [auth-password/priv-password].
Auth-password and priv-password can both be set.

Print Data Capture Allow Restrict (not to be changed)
Network Setting Clear Enabled Restrict

(Pagescope Web Con-

nection)

Registering and Chang- Allow Restrict (not to be changed)
ing Address by the user

(Address Book and Pro-

gram)

Initialize (Network Set- Enabled Restrict (not to be changed)
tings)

Image Log Transfer Set- OFF OFF (not to be changed)
tings

CS Remote Care Usable Remote device setting disabled
Counter Remote Control Restrict Restrict (not to be changed)
Remote Panel Settings OFF OFF (not to be changed)
(Server Settings/Client

Settings)

Print Simple Auth. Restrict Restrict (not to be changed)
(Authentication Setting)

External Application Yes No (not to be changed)
Connection

E-mail RX Print OFF OFF (not to be changed)
Machine Update Settings | No No (not to be changed)

IWS Settings OFF OFF (not to be changed)
HDD backup data Set- Restrict Restrict (not to be changed)

tings
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2.21

Items cleared by HDD Format

Following are the items that are cleared by HDD Format.

Whenever HDD Format is executed, be sure to set the Enhanced Security Mode to [ON] again.

Items of Data Cleared

Description

Enhanced Security Mode

Set to [OFF]

Device certificate
(SSL certificate)

Deletes the device certificate (SSL certificate) registered in the machine

SSL encryption strength

Deletes the SSL certificate to thereby clear the SSL encryption strength

SSL-compliant protocol

Makes the protocol not complying with SSL

User Authentication

Set to [OFF]

Account Track Authentica-
tion

Set to [OFF]

User Box Administrator

Set to [Restrict]

Public User Access

Set to [Restrict]

User Name List

Set to [OFF]

Print Simple Auth. Set to [Restrict]
Print Without Authentica- Set to [Restrict]
tion

User registration data

Deletes all user-related data that has been registered

Account Track registration
data

Deletes all account track-related data that has been registered

Box registration data/file

Deletes all User Box-related information and files saved in User Box

Secure Print ID/Pass-
word/document

Deletes all Secure Print document-related information and files saved

Destination recipient data
files

Deletes all destination recipient data including e-mail addresses and tele-
phone numbers

S/MIME certificate

Deletes the currently set S/MIME certificate
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2.2.2

Setting the Password Rules

v For the procedure to call the Administrator Settings on the display, see page 2-2.

v/ Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

NOTICE

Before enabling the Password Rules, change the currently set password so as to meet the Password Rules.
For details of the Password Rules, see page 7-71.

Call the Administrator Settings

Touch [Security Settings].

Bookmark

Display Keypad

Utility
L 2

Adninistrator
Settings

Touch [Security Details].

Bookmark
Display Keypad

Adninistrator
tings
Security
settings

Utility
¥
Set!
+

Touch [Password Rules].

Booknark
Display Keypad

Utility

Adninistrator
Settings

Security
Settings

Security Details

i

on the display from the control panel.

Use the menu buttons or keypad to make a selection.

Adninistrator Settings
172 | % 44Back Wara M w

1 Systen Settings J s Copier Settings .
2 aERng 58t Res g - Printer Settings "
3 REgilevsbeer o ) e Fax Settings .
4 Loz attenicorit Sl Systen Connection "

5 Network Settings J o Security Settings |

EOET, -

Use the menu buttons or keypad to make a selection.

Adninistrator Settings> Security Settings
172 x “Back uara M|
1 ndninistrator Password | 6 HDD Settings "
2 YgpriBgx aministrator | g Function Managenent Settings,)
3 pminiscuazcrcscuicy  Jil o stanp Settings "
4 Security Details P
5 Enhanced Security ode | o Briver.iaRctetdine
m

Administrator Settings> Security Settings> Security Details

Password Rules

Prohibited Functions
When Authentication Error

Manual Destination Input
Print Data Capture

»~ 175 ¥
04/22/2013  01:59 Ok
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5  select [Enable] and set [Set Minimum Password Length] (8 to 64 characters).

Bookmark

Display Keypad

Utility
Adninistrator
etlings

security
Settings

Security Details

ik

Password Rules

Select whether or not to enable Password Rules.

If Password Rules are enabled, use the keypad
to set the minimum number of password characters.

Administrator Settings> Security Details > Password Rules

Enable | Invalid |

R

= The following screen appears if the previously required settings are yet to be made by the Service
Engineer. Contact your Service Representative.

6  Touch [OK].

Booknark

Display Keypad

Utility

Adninistrator
Settings

Security
Settings

Security Details

Password Rules

i

There is area that does not meet the rules.

Contact your service representative.

Adninistrator Settings> Security Details > Password Rules

Enable | Invalid |

Set_Mininun
Bassuard Length

CEEC—
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2.2.3

Setting the Enhanced Security Mode

v
4

For the procedure to call the Administrator Settings on the display, see page 2-2.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.
The Enhanced Security Mode is factory-set to [OFF]. Be sure to turn [ON] the Enhanced Security Mode
so as to enable the security function of the machine.

Call the Administrator Settings on the display from the control panel.

Touch [Security Settings].

Use the menu buttons or keypad o make a selection.

Booknark
Administrator Settings

Display Keypad

Utility
+

Adninistrator
Settings

CEEC—

Touch [Enhanced Security Mode].

172 | % #Back Wra M)

Sysien Seftings | 6 Copier Settings |
AdMATASSERRRS A ) 7 Printer Seitings |
Rmleedeer e ) s Fax Settings o
s RutppgBicenion, | 9 Systen Connection |
Network Settings | 0 Securily Settings

Use the menu buttons or keypad to make a selection.

Bookmark
Administrator Settings> Security Settinds

Display Keypad

Utility

4

Adninistrator
Settings

+

Security
Settings

AT

Adninistrator Password ‘J

172 | % 44Back Wara M w

6 HDD Settings .

User Box Administrator
Setoing 4

7 Function Hanagenent Settings,|

pMiniStrator Security
e 4

8 stanp Settings .

Security Details 4

Enhanced Security Mode |

priver password.
0 PRaVEhe TR R ing

Select [ON] to enable the Enhanced Security Mode and touch [OK].

Select whether or not to enable Enhanced Security Mode.

Bookmark
Adninistrator Settings > Security Settings > Enhanced Security Mode

Display Keypad
Utility
+
Adninistrator
Settings
+
Security
settings
+
Enhanced
Security Hode

EEEC—

OFF |
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=> The following screen appears if the previously required settings are yet to be made by the adminis-
trator of the machine. Make the necessary settings according to the corresponding set procedure.

The following settings must be made to enable Enhanced Security Mode

Bookmark
Display Keypad

Utility

L

Adninistrator Settings > Security Settings > Enhanced Security Mode

Adninistrator Password

HDD Encryption
Adninistrator

ettings

User Authentication
Security
settings

Enhanced
Security Hode

bt

R

- The following screen appears if the previously required settings are yet to be made by the Service
Engineer. Contact your Service Representative.

Contact your Service Representative to enable Enhanced Security Mode

Booknark

Administrator Settings > Security Settings > Enhanced Security Hode

Display Keypad
Utility

Adninistrator
Setiings

Security
Settings

Enhanced
Security Mode

byt

02/14/2013  15:30 close )

Any external applications registered using OpenAPI will be deleted when the Enhanced Security Mode
is set to [ON]. A confirmation message appears. Select [Yes] and touch [OK].

fAre you sure you want to clear all registered applications?
Bookmark &

Utility

Adninistrator
Settings

security
Settings

Enl
Security Hode

A0l

0K )

Make sure that a message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.

Enhanced Securily Mode Parameter has been changed.
& Turn main switch OFF and ON.
Booknark

i

Display Keypad

Utility
+
Adninistrator
Settings
+
Security
Settings
+
Enhanced
Security Mode

12/10/2012  17:28
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2

= When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.

= If the Enhanced Security Mode is properly set to [ON], a key icon appears at the portion on the
screen enclosed by a red frame, indicating that the machine is in the Enhanced Security Mode.

‘® Documents stored in the ID & Print User Box can be
printed upon successful authentication. Enter user name

and password and then touch [Login] or press the [Access] key.

ID & Print
I0 & print,
WP Adcess
Acsess Basic Screen
User Name =
Password =
—]
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2.3

Preventing Unauthorized Access

When access to the machine by the administrator of the machine through the Administrator Settings from the
control panel is authenticated, the machine enables setting of the operation of Prohibited Functions When
Authentication Error. The machine then takes a count of the number of unsuccessful accesses to the Admin-
istrator Settings, User Authentication, Account Track, SNMP authentication, WebDAV authentication, Secure
Print authentication, and User Box authentication to prohibit the authentication operation.

Either [Mode 1] or [Mode 2] can be selected for Prohibited Functions When Authentication Error. The factory
setting is [Mode 1]. If the Enhanced Security Mode is set to [ON], the setting is changed to [Mode 2] (check
count: three times). It is nonetheless possible to change the check count to select from among once, twice,
or three times (twice, four times, or six times for the WebDAV authentication).

If [Mode 2] is selected, the Release Time Settings function is enabled. When the Administrator Settings is set
into the access lock state, the main power switch is turned off and on and, after the lapse of a predetermined
period of time after the machine is turned on again, the access lock state of the Administrator Settings is can-
celed. The Release Time Settings function allows the period of time, after the lapse of which the access lock
state of the Administrator Settings is canceled, to be set in the range between 1 and 60 min. The factory set-
ting is 5 min. For details of each mode, see the table below.

Mode Description

Mode 1 If authentication fails, the authentication operation (entry of the
password) is prohibited for 5 sec.

Mode 2 If authentication fails, the authentication operation (entry of the
password) is prohibited for 5 sec. The number of times, in which
authentication fails, is also counted and, when the failure count
reaches a predetermined value, the authentication operation is
prohibited and the machine is set into an access lock state.

NOTICE
If the access lock state of the Administrator Settings s canceled by the Service Engineer, the setting of the
Release Time Settings function is not applied.

Making any of the following settings when the Enhanced Security Mode is set to [ON] will cancel the En-
hanced Security Mode.

° Changing [Prohibited Functions When Authentication Error] to [Mode 1]
° Changing the check count for [Prohibited Functions When Authentication Error] to four times or more
° Setting [Release Time Settings] to 1 to 4 min.

Setting Prohibited Functions When Authentication Error

v’ For the procedure to call the Security Settings screen on the display, see steps 1 and 2 of page 2-13.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Security Settings screen on the display from the control panel.

Touch [Security Details].

Use the menu buttons or keypad to make a selection.

Bookmark
Administrator Settings> Security Settinds

Displavgkesbad 172 x 4dBack Eoes) [
Utility 1 ndninistrator Password | 6 HDD Settings J
L 2

2 $ERE,RGx Aaministrater J 7 Function Management Settingsj

Adninistrator
Settings

3 3 lezy-oemecacomm | I Stanp Settings J

Security
SHIBILS 4 Security Details

5 Enhanced Security Hode J 0 BhaVShei8R%R Eing J

AT
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Touch [Prohibited Functions When Authentication Error].

Bookmark

Administrator Settings> Security Settings> Security Details

Display Keypad

Password Rules
Adninistrator confidential Document
aninist
Manual Destination Input

Utility

i

security
Settings
Print Data Capture
Security Details
P s

Touch [Mode 2].

This mode allows you to prohibit functions when authentication fails.

Booknark
nistrator Settings > Security > Prohibit Functions Whem Auth. Error
Display Keypad
Bheh:RaEnTHRRRIES No. of Tries
Utility
+

acninistrator o Meder | I
ettings
i Mode 2 _ +

Security
Settings

d

Security Details

i

Release ‘J folesos fizg ‘J

ohibit

LCOICE R g R 12/11/2012  11:28 L)

)
5
S
i3t
i
o)
Ft
@

= Select [Mode 2] when the Enhanced Security Mode is set to [ON]. Selecting [Mode 1] will cancel the
Enhanced Security Mode.

= Set three times or less when the Enhanced Security Mode is set to [ON]. Setting four times or more
will cancel the Enhanced Security Mode.

- To change the check count, touch [+] to increase the count or [-] to decrease it.
Touch [Release Time Settings].

Touch [C] and, from the keypad, enter the time, after the lapse of which the access lock state of the
Administrator Settings is canceled.

Specify the time when prohibited functions are released.

Booknark

nistrator Settings > Proh Functions > Release Time Settings.
Display Keypad

Utility
+
Adninistrator
s BT
5 min
¥ 1 - 60
Security Details
+
BLAnERaE,
BhERARER. Error
L 2
Release Tine
S

= Touch [Display Keypad] to display the keypad.

-> Release Time can be set to any value between 1 min. and 60 min. in 1-min. increments. An input
data error message appears when any value falling outside the range of 1 to 60 min. is set. Enter
the correct Release Time.

= Set 5 min. or more when the Enhanced Security Mode is set to [ON]. Setting 1 to 4 min. will cancel
the Enhanced Security Mode.

i

Touch [OK].
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2.4 Canceling the Operation Prohibited State

When access to the machine by the administrator of the machine through the Administrator Settings from the
control panel is authenticated, the machine enables the operation of Release Setting performed for canceling
the state of Prohibited Functions When Authentication Error (access lock state) as a result of unauthorized
access.

Release Setting clears the unauthorized access check count for all User Authentication, Account Track,
SNMP authentication, WebDAV authentication, all Secure Print authentication, and all User Box authentica-
tion, resetting it to zero and canceling the operation prohibited state. Perform the following procedure to can-
cel the operation prohibited state.

Operation Prohibited State Canceling procedure

Administrator Settings * The Service Engineer touches [Administrator unlocking] to can-
cel the operation prohibited state.

¢ The operation prohibited state is canceled after the main power
switch is turned off and on and the period of time set in [Re-
lease Time Settings] elapses.

User/Account authentication The Administrator touches [Release] to cancel the operation pro-
hibited state.

Secure Print authentication

User Box authentication
SNMP authentication
WebDAV authentication

Performing Release Setting

v/ Forthe procedure to call the Prohibited Functions When Authentication Error screen on the display, see
steps 1 through 3 of page 2-16.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

v When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.

Call the Prohibited Functions When Authentication Error screen on the display from the control panel.

Touch [Release].

This mode allows you to prohibit functions when authentication fails.

Bookmark
Adninistrator Settings > Security > Prohibit Functions When Auth. Error
Display Keypad
Prohibit Functions

when' Alth. Error No. of Tries
Utility

acninistrator a0 |

Settings 1 -5

Hode 2 = +
Security
settings

Security Details

(il

Release 4 Eeieieerrcii

12/11/2012 11:28 0K )

Prohibit
Functions
GRER"AGER. Error
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3 Select the function, for which Prohibit Function as a result of unauthorized access is to be released.

Choose iten to release Prohibit Function and press [OKI.

Bookmark
Display Keypad

Utility
¥
T Users & Accounts | Secure Print | User Box |
Settings
¥
Security Details SHMP J Wet0M server | Remote Panel |
¥

prohinit
FURct ions
BRER "AULR. Error

+

- The Remote Panel function cannot be used when the Enhanced Security Mode is set to [ON].

Administrator Settings > Prohibit Functions > Release Settinds

4 Touch [OK].

This clears the unauthorized access check count of the specific function selected in step 4 and cancels
the operation prohibited state.
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2.5 Setting the Authentication Method

When access to the machine by the administrator of the machine through the Administrator Settings from the
control panel is authenticated, the machine enables setting of the authentication method for User Authenti-

cation and for Account Track.

The following three types of authentication methods available for User Authentication.

Mode

Description

[ON (MFP)]

The authentication function of this machine is used for user authenti-

cation.

[External Server Authentication]

Interacts with the authentication server used for user authentication in

the operating environment.

[Main + External Server]

The authentication function of the machine may also be used, in con-
sideration of a possible problem occurring in the external authentica-

tion server.

The Account Track authentication method may be set to [ON] or [OFF]. If [ON] is selected, be sure to set
[Synchronize] in [Synchronize User Authentication & Account Track].

NOTICE

Changing the Account Track setting erases all user and account information data that has previously been
registered. At this time, Personal User Boxes owned by the users who are deleted and Group User Boxes

owned by the accounts that are deleted may be deleted or changed to Public User Boxes.

Ifthe boxes are changed to Public User Boxes and if the password set for a particular box before this change
does not meet the Password Rules, no access can be made to the Public User Box, to which that specific

box was changed. In this case, the administrator must first newly set a password that meets the Password
Rules. For details of the Password Rules, see page 71-11.

If [External Server Authentication] is selected for the authentication method, be sure to select [Active Direc-

tory] in the External Server Settings.

2.5.1 Setting the Authentication Method

v For the procedure to call the Administrator Settings on the display, see page 2-2.

v/ Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Administrator Settings on the display from the control panel.

Touch [User Authentication/Account Track].

Use the menu buttons or keypad o make a selection.
Booknark
Administrator Settings

Display Keypad

Utility
+

Adninistrator
Settings

1 Sysien Settings |

1/2

6

% #Back Wra M)

Copier Settings

AJ

2 Administrator .
HaBRInS 68t inge 4

7

Printer Setlings

3 one-Touch User Box
Registration 4

8

Fax Settings

cccccccc

9

System Connection

5 Network Settings

0

Security Settings

CEEC—
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25 Setting the Authentication Method

3 Touch [General Settings].

Bookmark
Display Keypad

Utility
Adninistrator
etlings
y

iser
AUthent ication,
ACCAUNt Track

4 Touch [User Authentication].

Booknark

Display Keypad
Utility
Adninistrator

etlings
yser
AEhenication.

ACCaGnt * Frac)

General Settings

i

il

Use the menu buttons or keypad to make a selection

ndninistrator Settings > User Authemtication/Account Track
172 x 4Back i ]
1 General Seitings | 6 _ External Server Settings |

z [ eassieraemRE )
! %285 "
3 Account Track Settings

4 Print uithout
AUGRENE1CABI0N 4

0 Scan to Home Settings |

EEE—

nistrator Settings > User futh/Account > Gel Settings
4

User Authentication
Public User Access

Prohibited Function
Login 5étting

Account Track

ENRAES

5  select [Authenticate] and then select the authentication method.

Booknark

!

Utility
+
Adninistrator
Setiings
+
HBEhentication,
ASCont Track

+

General Settings
+
User
Authentication

You can specify the User Authentication method.
For Main + External Server, vou can use the default authentication method.

Administrator Settings > Authentication Method > User Name

futhenticate | OFF |

Authentication Method Overyrite User Info
ON (MFP) AUEREREIC3ETER" nllow
E8far server ] Restrict

Default Authentication Method

xternal server External
AUEhentication Server No.

ON CHFP) Fxsernal server

=> To use the External Server, the External Server must be registered in advance. For how to make the
External Server Settings, see page 2-23.

6 Touch [OK].
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7 select [Account Track] and touch [ON].

Bookmark

Display Keypad

Utility

Adninistrator
etlings

i

user
Abthent ication,
ACCALNE Track

General Settings

t.

Touch the button for the desired setting.

Adninistrator Settings > User Auth/Account Track > General Settings
Job Setting
User Authentication
OFF

Public User Access
Phghanadged,fynesion Do Hot Request ON

Account Track

a

coount Track Account Name &
PRRUT Hethad B3SSuOrd

RSRZARY

CEE—

= If the Account Track is not to be used, go to step 10.

8  Touch [l

9  select [Synchronize User Authentication & Account Track] and touch [Synchronize].

Bookmark

Display Keypad

Utility
Adninistrator
ttings

user
Abthent ication,
ACCAGNE Track

General Settings

Hhchchl

Touch the button for the desired setting.

adninistrator Settings > User Auth/Account Track > General Settings
Job Setting
Synchronize
wnen & or dobs
Nunber of Counters Assigned | 25ntR¥anize

Tickeg Hold

TiRe"EetRin,
2 r sunchronize by
Haer

P22 &
02/05/2014  23:01 0K )

= When [Do Not Synchronize] is selected, both User Authentication and Account Track are checked
each time the machine is used.

= If [Synchronize by User] is selected, [User Settings] shows [Synchronize User Auth. and Account

Track], allowing the user to

10 Touch [OK].

set whether to synchronize.

11 A message appears that prompts you to clear the use control data. Now, select [Yes] and touch [OK].
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2.5.2 Setting the External Server
v If [External Server Authentication] is selected for the authentication method, the External Server must
be registered in the machine in advance.

v Forthe procedure to call the User Authentication/Account Track screen on the display, see steps 1 and
2 of page 2-20.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.
NOTICE
Set BDES or higher for the encryption level and SHA-1 or higher for the hashing function with the Kerberos
protocol of the Active Directory.
1 Call the User Authentication/Account Track screen on the display from the control panel.
Touch [External Sever Settings].

2
3 Touchthe specific Sever Registration key, in which no sever has been registered.
4

Touch [New].

To register a new server, touch [Newl. To edit an existing
setver, select server name and then touch [Editl.

Booknark
Administrator Settings > User Auth. /Account Track > External Server Settings
Display Keypad —
No. | Server Hame Set as Defaull 173
Utility o1 external_server_1 Default T
4J‘ Jo2hot Registered _J
03 HNot Registered
Adninistrator N LJ
Settings 04 Not Registered
e 05 HNot Registered

06  Not Registered
07  Not Registered

user

Y
cccccccc

+

External Server Set as Default

Settings

New ) mit ) ( belete )

CEAC—

= To change or delete a previously registered server, touch [Edit] or [Delete].

5  Touch [Server Type].

Booknark
Administrator Settings > External Server Settings > New

Display Keypad
Utility
Adninistrator
Settings
¥

user
Abthentication.
st & Frack

+

External Server
Settings

4
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6  Touch [Active Directory].

Bookmark

Display Keypad
Utility
Adninistrator

etlings

External Server
Settings

Server Type

{  Touch [Default Domain Name].

Booknark

Utility

tidichd 1.

Select the authentication server type.

Administrator Settings > New > Server Type

active Directory ) Nt ) MM )

H0S over 1PX ) HDS over TCP/IP ) LDAP )

Specify Active Directory Server.

Tineout

+
Adninistrator
Settings

¥
Hew
+
Server Type
¥
fActive Directory

Default Donain Nare
5 - 800

Cancel )

8  Fromthe keyboard, enter the Domain Name and touch [OK].

b

Administrator Settings > Server Type > Defaull Domain Name

Use the kevboard to enter the default domain name.
Press the IC1 key to clear your entry conpletely.

02/05/2014  23:02 Py

= Touch [C] or touch [Undo] to clear the value entered last.
= Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.

9 Touch [OK].

Bookmark

Specify Active Directory Server.

Administrator Settings > Server Type > Active Directory

Tineout
Utility ] PEEMUEUNEL external_server_2 60 sec
5 - 300

Adninistrator
ttings
ey
Server Type

fActive Directory

CEECE—
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10 Touch [OK].

Select the authentication server type.

Bookmark
Administrator Settings > New > Server Type
Display Keypad

Utility

3

Adninistrator Active Directory | nmw ) MM )

Setiings

4

External Server

o NDS over IPX | HDS over Tch/IP ) LDAP J
3
Hew
4

Server Type oKk )

11 Make the necessary settings.

= If the Sever Name is yet to be entered, [OK] cannot be touched. Be sure to enter the Sever Name.
- A Sever Name that already exists cannot be redundantly registered.

12 Touch [OK].

13 Touch [Close].

= If two or more External Servers have been registered, select any desired server and touch [Set as
Default].
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2.6

ID & Print Setting Function

When access to the machine by the administrator of the machine through the Administrator Settings from the
control panel is authenticated, the machine enables setting of the operation of the ID & Print Setting function.

ID & Print is a function to authenticate a user using a user name and password, then automatically print the

print jobs saved in the ID & Print User Box of this machine, when user authentication is enabled.

NOTICE

The administrator must first make User Authentication settings before setting the ID & Print. For details of the
User Authentication, see page 2-20.

Setting ID & Print

v
4

For the procedure to call the Administrator Settings on the display, see page 2-2.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Administrator Settings on the display from the control panel.

Touch [User Authentication/Account Track].

Bookmark

Display Keypad

Utility
L 2

Adninistrator
Settings

Use the menu buttons or keypad to make a selection.

1

AT

1/2

Administrator Settings

% 4Back Wra M)

Systen Settings J s Copier Settings .
aERng 58t Res g - Printer Settings "
T e I Fax Settings .
Loz attenicorit Sl Systen Connection "
Hetwork Settings. J o Security Settings |

Touch [User Authentication Settings].

Booknark

Display Keypad

Utility
+

Adninistrator
Settings

4

user
cccccccc

Use the menu buttons or keypad o make a selection.

EEEC—

General Settings

AJ

Adninistrator Settings > User Authentications/Account Track

1/2

6

% #Back Wra M)

External Server Settings |

User authenticabion
E8EE1ngs

J

7

Limiting Access
Ea"p83tInaETERS 4

fccount. Track Settings

Print uithout
RGLRent1EEE 6N

J

9

User/Account Common Setling‘J

Print Counter List

AJ

1}

Scan to Hone Settings |
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Touch [Administrative Settings].

Bookmark

Display Keypad
Utility

Adninistrator
etlings

adl:

user
Abthent ication,
ACCALNE Track

User Auth.
Settings

t.

Touch [ID & Print Settings].

Select [ON].

Touch [OK].

Booknark

Display Keypad
Utility
Adninistrator

etlings

user
Abthentication.
ACEOGNE THaEK

User Auth.
Settings

Adninistrative
Settings

L],

Booknark

Display Keypad

Utility

Adninistrator
Setiings

User Auth.
Settings

Adninistrative
Settings

ID & Print
Settings

Lidid

Use the menu buttons or keypad to make a selection.

Adninistrator Settings > User Auth. /Account Track > User Auth. Settings

1 Adninistravive
SoELTNgs 4

2 User Registration
3 User Counter y

Administrator Settings > User Auth. Settings > Administrative Settings

User Name List
Default Function Permission,
I & Print Settings

Default Operation Selection BGa%8 &cPEERS®

EEC—

Specify ID & Print settings.

Administrator Settings > Administrative Settings > ID & Print Settings

ID & Print Public User

ON Print Immediately

OFF Save

0K )

= [f [ON] is set, the document is stored as ID & Print document even if [Print] is selected on the printer

driver side.

= Even if [OFF] is set, the document is stored as ID & Print document if [ID & Print] is selected on the
printer driver side.
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2.7

System Auto Reset Function

When access to the machine by the administrator of the machine through the Administrator Settings from the
control panel is authenticated, the machine enables setting of the operation of the System Auto Reset func-
tion.

If no operations are performed for a predetermined period of time during access to the Administrator Settings
or user mode (during setting of User Authentication) from the control panel, the System Auto Reset function
automatically causes the user to log off from the mode.

The predetermined period of time, after which the System Auto Reset function is activated, can be selected
from among nine values between 1 min. and 9 min. System Auto Reset can also be set to [OFF]. If no oper-
ations are performed for 1 min. even with System Auto Reset set to [OFF], the function causes the user to log
off from the mode automatically.

Reference

° Processing of a specific job, however, takes precedence over the System Auto Reset function. That is,
even if a predetermined period of time elapses during which no operations are performed, once the pro-
cessing of the specific job has been started, the System Auto Reset function does not cause the user
to log off from the mode. The user logs off from the mode after the lapse of a predetermined period of
time after the processing of the specific job is completed.

Setting the System Auto Reset function

v’ For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Administrator Settings on the display from the control panel.

Touch [System Settings].

Use the menu buttons or keypad to make a selection.

Bookmark
fdninistrator Settings
Display Keypad 172 x 4Back wara M | #
Utility 1 Systen Setiings J s Copier Setiings "
3 Administrator s i i
2 Haching "GetRings ‘J 7 Printer Settings ‘J
Adninistrator
Settings
3 REsilgvsbqdrer Bex ) 8 Fax setiings "
4 REREURECTRIEACom 1o ‘J 9 Systen Connection ‘J
5 Network Settings | o Security Seitings |
CEEC—
Touch [Reset Settings].
Use the menu buttons or keypad 10 make a selection.
Booknark
Administrator Settings > System Settings
Display Keypad 173 % #Back Wlra W |4
Utility 1 posereteel st © Restrict User Access |
+ . :
2 Output Settings g - Expert Adjustnent |
Adninistrator
Settings
3 3 Date/Tine Settings | 8 List/Counter "
Systen Settings
4 Daylight Saving Time | 9 Reset Settings .
5 Heekly Tiner Settings | o User Box Settings |

Close )
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Touch [System Auto Reset].

Bookmark
Display Keypad

Utility
Adninistrator
etlings
Systen Settings

Reset Settings

Ltk

Use the menu buttons or keypad to make a selection.

Administrator Settings> System Settings> Resel Settlings

1 System Auto Reset
2 futo Reset 4
3 Job Reset y

AT

Touch [C] and enter the period of time (1 min. to 9 min.) after which System Auto Reset is activated from

the keypad.

Specify the length of time until the machine automatically resets

and the priority mode.

Booknark
Adninistrator Settings> Reset Settings> System Auto Reset
Display Keypad
Priority Mode Systen Auto Reset Tine
1 -9
¥
Adninistrator Copy OFF
Settings
¥
ScanFax
Systen Settings
3 User Box
Reset Settings
Web Browser
¥

Systen
Auto Reset

CEa—

= Touch [Display Keypad] to display the keypad.
= The time for System Auto Reset can be set to a value between 1 min. and 9 min., variable in 1-min.
increments. An input data error message appears when any value falling outside the range of 1t0 9
min. is set. Enter the correct System Auto Reset Time.

=> If no operations are performed for 1 min. even with System Auto Reset set to [OFF], the function is

activated to cause the user

to log off from the mode automatically.

= Touch [C] to clear all characters.

Touch [OK].
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2.8

User Setting Function

When access to the machine by the administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables registration of the users who can use the machine. It also enables opera-
tions for deleting a user and changing a User Password. In PageScope Web Connection, import/export of
the user registration information is enabled, allowing the backup data of the user registration information to
be saved or the saved backup data to be restored.

User Registration allows the User Name, User Password, and other user information to be registered for en-
abling access to, or operation of, the machine. Up to 1,000 different users can be registered. User Registra-
tion allows identification and authentication of each individual user, thereby preventing unauthorized use of
the machine. The User Password is controlled based on passwords that meets the Password Rules and the
password entered is displayed as "*" or "e."

Reference

° If [External Server Authentication] (Active Directory) is set for the authentication method, it is not possi-
ble to make user registration or change a User Password from the control panel. To register or change
a user, make the settings on the server side. If PageScope Data Administrator is used for registering
user information, however, the user name must match that registered in the External Server. Further, a
User Password can be set, but is not to be used for authentication.

. If [External Server Authentication] (Active Directory) is set for the authentication method and if a user
not registered with this machine is authenticated through user authentication, that particular user name
is automatically registered in the machine.

° If [External Server Authentication] (Active Directory) is set for the authentication method and if a user
registered with this machine is authenticated through user authentication, that particular user name,
along with the External Server name, is automatically registered in the machine. No two User Names
registered in an External Server may be alike.

° If the user authentication method is changed between [ON (MFP)] and [External Server Authentication],
the user information registered under the previous authentication method cannot be used under the
new authentication method.

° If the user authentication method is to be changed, be sure first to delete all user information used under
the old authentication method and then change the user authentication method as necessary. When a
registered user is deleted, the Personal User Box owned by the user who has been deleted can be de-
leted or changed to a Public User Box.

If the boxes are changed to Public User Boxes and if the password set for a particular box before this
change does not meet the Password Rules, no access can be made to the Public User Box, to which
that specific box was changed. In this case, the administrator must first newly set a password that
meets the Password Rules. For details of the Password Rules, see page 1-11.

. If [ON (MFP)] is set for the authentication method, a specific registered user may be temporarily sus-
pended from using the machine or a suspended user may be allowed to use the machine again. While
a user is suspended from using the machine, he or she cannot log onto the machine.

° [Pause] setting for the user is disabled if [External Server Authentication] (Active Directory) is set for the
authentication method.

Making user setting
<From the Control Panel>

v’ For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

v If synchronization with Account Track has been set, the account should be registered in advance. For
how to make the Account Track Registration, see page 2-36.

Call the Administrator Settings on the display from the control panel.
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Touch [User Authentication/Account Track].

Bookmark

Display Keypad

Utility
L 2

Adninistrator
Settings

Touch [User Authentication Se

Booknark
Display Keypad

Utility
Adninistrator
ettings

user
Abthentication,
ACCOGNE - TFatk

Touch [User Registration].

Booknark

Display Keypad
Utility

Adninistrator
Setiings

user
Bithent ication.
AGCOUNG  TF oGk

User Auth.
Settings

Bookmark

Display Keypad
Utility

Adninistrator
Settings

user
SbEhent ication,
ACCAGNE Track

User Auth.
Settings

User
Registration

i

il

Ddihdd

Use the menu buttons or keypad to make a selection.

rator Settings
172 | % 44Back Lara "
1 Systen Settings ] Copier Settings J
2 RaBATAE 525 s J 7 Printer Settings J
3 REgilevsbeer o ) e Fax Settings J
4 HEBGURECTPOEACa 10N J 2 Systen Connection J
5 Network Settings J] o Security Settings J

ttings).

Use the menu buttons or keypad o make a selection.

1/2 % 4Back W8Fa "
1 General Settings J & _ External Server Settings |
2 g pggrensication | g BT G )
3 fccount Track Settings
4 ROERE-LIEERYSn J 9 _User/Account Conmon Setting |
5 Print Coutter List | o Scan to Hone Settings |

Use the menu buttons or keypad to make a selection.

itor Settings > Ust

1 SIRATAEE e
2 User Registration
3 User Counter

Select a specific User Registration key, in which no user has been registered, and touch [Edit].

After selecting the user, touch [Editl.

Auth. 7Account Track > User Auth. Settings

on Settings > User Registration

001 002 003 004 00s
useri 125
— |

006 007 oos o009 o010
b

o1l 012 013 014 o015

ol6 o017 o018 o019 020

Edit Delete

= To change settings for a registered user, select the registered user in question and touch [Edit].
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2

= To delete a registered user, select the registered user in question and touch [Delete]. The following
screen appears if the user to be deleted owns a Personal User Box. Select whether to delete the
Personal User Box or change it to the Public User Box.

Process the User. The

This_user owns a personal Box.
pledse Select how Yol yould like to
i BOX OF G367
Yol SRt €6 delete.

Booknark
Display Keypad

[ Ho. 001

Utility User HName user1

+
Adninistrator
Settings
¥

user

Abthentication.

ACEOGNE THaEK

+

user Auth.
Settings Shared Box + ] Delete Box +

+ Delete User Delete User J cancel Delete User ]

User
Registration 0K )

=> If the boxes are changed to Public User Boxes and if the password set for a particular box before
this change does not meet the Password Rules, no access can be made to the Public User Box, to
which that specific box was changed. In this case, the administrator must first newly set a password

that meets the Password Rules. For details of the Password Rules, see page 1-11.

6 Touch [Password].

i

Select the item to be registered/changed.

Booknark
Display Keypad

Utility

!

Admin. Settings > Uset Registration > Edit

Password y

Administrator E-Mail Address
ettings

User Auth.
Settings

Max. Allowance SEL‘

Function Permission ‘] Pause ‘] FURESTon oo ‘]

User
Registration

it

7 From the keyboard, enter a new User Password.

To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Use the keyboard to enter the password.

For confirmation, the password must be entered twice.
Press the IC1 key to clear your entry.

Administrator Settings > Edit > Password

el il sl i sl Y s sl sl sl s sl sl
o) o) a) 1) ) n) s) ) s
il s sl Y s Y sl il il
Space | shift |
02/05/2014  23:02 SBAER' ) cancel ) oK )

->
->
->
>

Touch [C] to clear all characters.

Touch [Delete] to delete the last character entered.
Touch [Shift] to show the upper case/symbol screen.
Touch [Cancel] to go back to the previous screen.

Touch [OK].

=> If the entered User Password does not meet the Password Rules, a message that tells that the en-
tered User Password cannot be used appears. Enter the correct User Password. For details of the

Password Rules, see page 1-11.

bizhub 554e/454e/364e/284e/224e

2-32



2.8 User Setting Function 2

>

If the entered User Password does not match, a message that tells that the User Password does
not match appears. Enter the correct User Password.

9  Touch [Account Name].

->

Select the item to be registered/changed.

Booknark
Admin. Settings > Uset Registration > Edit
Display Keypad

Utility

Administrator E-Mail Address
Settings

4

User Auth.
Settings

il

i Max. Allowance SEL‘
: J

Registration

custom pattern

Funct ion Pernission | Pause J CHaronin J

s 02/14/2013  15:36 Cancel ) OK )

i

If Account Name is not registered, Account Track becomes necessary even with [Synchronize] set
for [Synchronize User Authentication & Account Track]. Account Track is, however, necessary only
for the first time. Once any account is authenticated, that particular account is registered for Ac-
count Name. The machine can thereafter be used only through User Authentication.

It should be noted that this function is valid only through operation from the control panel of the ma-
chine. In operation from PageScope Web Connection or application software, if Account Name is
not registered, you cannot log onto the mode.

[Account Name] does not appear, if Account Track has not been set for the authentication method
or any option other than [Synchronize] has been selected for [Synchronize User Authentication &
Account Track].

1 0 Select the desired account.

Select the account that the user belongs to.

Booknark
Administrator Settings > Edit > Account Name
Display Keypad
001
e 1“1
Utility

Adninistrator
Settings

4

i

User
Registration
+
Edit

[

Account Name

[id

02/14/2013  15:36 0K

L

11 Touch [OK].

12 Make the necessary settings.

->
->
->

If the User Name is yet to be entered, [OK] cannot be touched. Be sure to enter the User Name.
A User Name that already exists cannot be redundantly registered.

To suspend temporarily a registered user from using the machine, touch [Pause] and select [Stop
Job]. If the account to which the user belongs is temporarily suspended from using the machine,
however, selecting [Continue Job] does not allow the user to use the machine.

To restrict the functions the user can use, use [Function Permission] and set Allow or Restrict for
each function. Setting [All Users] applies the same [Function Permission] to all users.

13 Touch [OK].
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<From PageScope Web Connection>

For the procedure to access the Admin Mode, see page 2-2.

v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.
Click the [User Auth/Account Track] tab.

Click [User Authentication Setting] »» [User Registration] from the menu.

H WO DN =

Click the [New Registration].

& Administrator Logout EJ
P Ready to Scan
0] Ready to Print g
S User
Maintenance Y=t Security Auth/Account Network Box
Settings
Track
Print Setting Store Address Fax Settings Wizard Customize
* General Settings User Registration
Setting
Search by number.
* User Registration
No. User Name Edit  |Delete
1 userl ‘ Delete |

* Account Track

- Click [Edit] to change settings for a previously registered user.

- To delete a registered user, select the registered user in question and click [Delete]. The following
screen appears if the user to be deleted owns a Personal User Box. Select whether to delete the
Personal User Box or change it to the Public User Box.

& Administrator Logout ﬂ
&8 Readyto Scan
ﬂl Ready to Print g
S User
Maintenance vsr Security Auth/Account Network Box
Settings
Track
Print Setting Store Address  Fax Setrings Wizard Customize
* General Settings Delete User
¥ User Authentication |N0- || |
Setting |user Name [usert |
» _ _
UscTiReoiSUatIon Please select what should occur to the Personal User Box when the User
Authentication conditions change (user is deleted, account is deleted, etc.).
Box Operation Change To Public Box ¥

Documents stored in the ID & Print User Box owned by the user will also be
deleted.

* Account Track Settings

Are you sure you want to delete this user?
* Prohibited Function
Login Setting

* Print wit_lluut

= If the boxes are changed to Public User Boxes and if the password set for a particular box before
this change does not meet the Password Rules, no access can be made to the Public User Box, to
which that specific box was changed. In this case, the administrator must first newly set a password
that meets the Password Rules. For details of the Password Rules, see page 1-11.
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5  Make the necessary settings.

¥

->

>

S8 Administrator [ tegouwr |12
&8 Readyto Scan
ﬂl Ready to Print g
S User
Maintenance vsr Security Auth/Account Network Box
Settings
Track
Print Setting Store Address Fax Settings Wizard Customize
» General Settings User Registration

¥ User Authentication No.
Setting

& Use opening number
P User Registration " Input directly

|

(1-500)
User Name

E-mail Address

User Password [ssseeees ]
Retype User Password [sovesese ]
* Prohibited Function

. . Account Name
Login Setting

Search from List
* Print without

Authentication

|

* Account Track Settings

Registered Account Name
® Simple Print
Authentication Setting

|

* External Server Settings

Temporarily stop use Continue Job ¥
P Puhlic liser Boy Setrinn

A number that already exists cannot be redundantly registered.

A User Name that already exists cannot be redundantly registered.

[Account Name] does not appear, if Account Track has not been set for the authentication method
or any option other than [Synchronize] has been selected for [Synchronize User Authentication &
Account Track].

To suspend temporarily a registered user from using the machine, select [Stop Job] from the pull-
down menu of [Temporarily stop use]. If the account to which the user belongs is temporarily sus-
pended from using the machine, however, selecting [Continue Job] does not allow the user to use
the machine.

To restrict the functions the user can use, use [Function Permission] and set Allow or Restrict for
each function.

Click [Cancel] to go back to the previous screen.

6 Click [OK].

>

>

If the entered User Password does not meet the Password Rules, a message that tells that the en-
tered User Password cannot be used appears. Enter the correct User Password. For details of the
Password Rules, see page 1-11.

If the entered User Password does not match, a message that tells that the User Password does
not match appears. Enter the correct User Password.

7 Check the message that tells that the setting has been completed.
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2.9

Account Track Setting Function

When access to the machine by the administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables registration of accounts, for which use of the machine is restricted. It also
enables operations for deleting an account and changing an Account Password. In PageScope Web Con-
nection, import/export of the account registration information is enabled, allowing the backup data of the ac-
count registration information to be saved or the saved backup data to be restored.

Account Track Registration allows the Account Name, Account Password, and other account information to
be registered for enabling access to, or operation of, the machine. Up to 1,000 different users or accounts
can be registered. The Account Password is controlled based on passwords that meets the Password Rules
and the password entered is displayed as "*" or "e."

Reference

° A specific registered account may be temporarily suspended from using the machine or a suspended
account may be allowed to use the machine again. While an account is suspended from using the ma-
chine, it cannot log onto the machine. If a registered account to which a particular user belongs is sus-
pended from using the machine, that particular user is also unable to log onto the machine.

° [Pause] setting of the account is enabled even if [External Server Authentication] (Active Directory) is set
for the authentication method.

Making account setting
<From the Control Panel>

v For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Administrator Settings on the display from the control panel.

Touch [User Authentication/Account Track].

Use the menu buttons or keypad to make a selection.

Booknark
ndninistrator Settings
Dlsplavghespad 172 x 4Back Sera »)w
Utility 1 Systen Setiings J s Copier Settings .
L 2
2 aERng 58t Res g - Printer Settings "
fdninistrator
Settings
3 REgilevsbeer o ) e Fax Settings .
4 Loz attenicorit Sl Systen Connection "
5 Network Settings | 0 Security Settings |
m

Touch [Account Track Settings].

Use the menu buttons or keypad o make a selection.

Booknark
Adninistrator Settings > User Authentications/Account Track
Display Keypad 172 x #Back 2
Utility 1 General Settings J External Server Settings |
‘ user Authentication LimiGing f
2 HBEE pygronvicatl " KB E4"E4R9-2855R8 .
Adninistrator
Settings
s 3 fccount. Track Settings
user
B ,
4 RLEREnE1ERRYEn ] 9 _User/account Common Setting |
5 Print Coutter List | o Scan to Hone Settings |

EEEC—
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2.9 Account Track Setting Function 2

Touch [Account Track Registration].

Use the menu buttons or keypad to make a selection.

Bookmark

Adninistrator Settings> Uset Auth./Account Track > Account Track Setting
Display Keypad

Utility 1 account Track Registration |
2 Account Track Counter |

Adninistrator
etlings

adl,

user
Abthent ication,
ACCALNE Track

i

Account Track
Setting

Select a specific Account Registration key, in which no account has been registered, and touch [Edit].

After selecting account, touch [Editl.

Booknark

Adninistrator Settings> fccount Track Settings> Account Track Registration

001 002 003 004 005
ool

Utility Y

Adninistrator
ettings

Display Keypad

user
Abthentication.
ACEOGNE THaEK

Account Track
Setting

Edit J C pelete )
Account Track

= To change settings for a registered account, select the registered account in question and touch
[Edit].

- To delete a registered account, select the registered account in question and touch [Delete]. The
following screen appears if the account to be deleted owns a Group User Box. Select whether to
delete the Group User Box or change it to the Public User Box.

Lich hibd

Pprocess the User Bex of the aAccount
Soti & FEue”

This_account owns a Group BOX.
please Select how ot yolud 1ike to
aht to do

Bookmark

Display Keypad

i

| — Ho. 001

Utility Account Name 001
Adninistrator
Settings

user
Abthent ication,
ACCALNE Track

4

ficcount Track
gty Shared Box + ] Delete Box + J cancel ]

¥ Delete Account Delete Account Delete Account

Account Track
Registration 0K )

= If the boxes are changed to Public User Boxes and if the password set for a particular box before
this change does not meet the Password Rules, no access can be made to the Public User Box, to
which that specific box was changed. In this case, the administrator must first newly set a password
that meets the Password Rules. For details of the Password Rules, see page 1-11.
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6  Touch [Password].

Select the item to be registeredschanged.

Bookmark
Administrator Settings> Account Track Registration > Edit
Display Keypad

Utility

L2
Adninistrator
Settings

¥
Account Track
Setting

L2

Max. Allowance Set|

Account Track
Registration

3 Function Permission ‘] Pause ‘] EHRERToRT 0o ‘]

Edit cancel ) oK )

7 From the keyboard, enter a new Account Password.
To prevent entry of a wrong password, enter the password again in [Password Confirmation].

Use the keyboard 1o enter the password.

For confirmation, the password must be entered twice.
Press the IC1 key to clear your entry.

Adninistrator Settings > Edit > Password

02/05/2014  23:03 SBn BRreree Cancel ) 0K

= Touch [C] to clear all characters.

= Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

8  Touch [OK].

= If the entered Account Password does not meet the Password Rules, a message that tells that the
entered Account Password cannot be used appears. Enter the correct Account Password. For de-
tails of the Password Rules, see page 1-11.

= If the entered Account Password does not match, a message that tells that the Account Password
does not match appears. Enter the correct Account Password.

9  Make the necessary settings.

= If the Account Name is yet to be entered, [OK] cannot be touched. Be sure to enter the Account
Name.

= An Account Name that already exists cannot be redundantly registered.

= To suspend temporarily a registered account from using the machine, touch [Pause] and select
[Stop Job]. If [Stop Job] is selected, a user who belongs to that particular account is also temporarily
suspended from using the machine.

= To restrict the functions the account can use, use [Function Permission] and set Allow or Restrict
for each function. Setting [All Accounts] applies the same [Function Permission] to all accounts.

10 Touch [OK].
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<From PageScope Web Connection>

v For the procedure to access the Admin Mode, see page 2-2.
v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.
Click the [User Auth/Account Track] tab.

Click [Account Track Settings] from the menu.

A WODN =

Click [New Registration].

[%‘} Administrator Logout _?J
&2 Ready 1o Scan
ﬁl Ready to Print g
S User
Maintenance YSt Security Auth/Account Network Box
Settings
Track
Print Setting Store Address Fax Settings Wizard Customize
* General Settings Account Track Registration
 User Authentication
Setting
Search by number. 1-50 v
» Account Track Settings
» Prohibited Function No. Account Name Edit Delete
Login Setting 1 1 ‘ Delete |
* Print without
Authentication

- Click [Edit] to change settings for a previously registered account.

- To delete a registered account, select the registered account in question and click [Delete]. The fol-
lowing screen appears if the account to be deleted owns a Group User Box. Select whether to de-
lete the Group User Box or change it to the Public User Box.

[%‘} Administrator Logout _?J
&2 Ready 1o Scan
ﬁl Ready to Print g
S User
Maintenance YSt Security Auth/Account Network Box
Settings <
Print Setting Store Address Fax Settings Wizard Customize
¥ General settings Delete Account
® User Authentication |N0- ‘1 |
Setting |Account Name h |
» .
LTI Wil SHT e Please select what should occur to the Group User Box when User
» Prohibited Function Authentication conditions change (user is deleted, account is deleted, etc.)
Login Setting Box Operation Change To Public Box v
P Print without Are you sure you want to deleta?
Authentication
¥ Simple Print
Authentication Setting

- If the boxes are changed to Public User Boxes and if the password set for a particular box before
this change does not meet the Password Rules, no access can be made to the Public User Box, to
which that specific box was changed. In this case, the administrator must first newly set a password
that meets the Password Rules. For details of the Password Rules, see page 1-11.
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5  Make the necessary settings.

& Administrator Logout ﬂ
¥ Reagy to Scan
ﬁ] Ready to Print g
S User
Maintenance v Security Auth/Account Network Box
Settings Track
Print Setting Store Address Fax Settings Wizard Customize
* General Settings Account Track Registration
F: User Authentication No.
Setting ' Use opening number
» Account Track Settings € Input directly I:l (1-500)
* Prohibited Function Account Name I:l
Login Settims
< = Use alphanumeric characters or symbols. The " (double quotation
* Print without symbol) cannot be used.
" simple Print Retype Password
Authentication Setting
® External Server Settings ) .
Temporarily stop use Continue Job ¥
B Okl tteae aw

vy oy

A number that already exists cannot be redundantly registered.
An Account Name that already exists cannot be redundantly registered.
To suspend temporarily a registered account from using the machine, select [Stop Job] from the

pull-down menu of [Temporarily stop use]. If [Stop Job] is selected, a user who belongs to that par-
ticular account is also temporarily suspended from using the machine.

= To restrict the functions the account can use, use [Function Permission] and set Allow or Restrict

for each function.

- Click [Cancel] to go back to the previous screen.

6 Click [OK].

= If the entered Account Password does not meet the Password Rules, a message that tells that the
entered Account Password cannot be used appears. Enter the correct Account Password. For de-
tails of the Password Rules, see page 1-11.
= If the entered Account Password does not match, a message that tells that the Account Password
does not match appears. Enter the correct Account Password.

7 Check the message that tells that

the setting has been completed.
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2.10

2.10.1

User Box Function

When access to the machine by the administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables the User Box. It also allows the User Box Password and user and account
attributes to be changed.

User Box prepares a User Box in the HDD as a space for saving image files. Up to 1,000 Personal, Public and
Group User Boxes can be registered. The Public User Box Password is controlled based on passwords that
meets the Password Rules and the password entered is displayed as "*" or "e."

The term "user attributes" is a generic name used to refer to Owner Change and User Box Type.
The term "account attributes" is a generic name used to refer to Owner Change and Account Box Type.

NOTICE

Setting the Memory RX function allows a received fax to be stored in the box without its being printed. Be-
cause the received faxes are forcibly stored in this box, this will prevent important faxes from being stolen or
lost and therefore enhance security. For details, see page 2-52.

Reference

° If [External Server Authentication] (Active Directory) is set for the authentication method, the same Per-
sonal User Box name as that registered with the machine can be created and registered along with the
External Server name. No two Personal User Box names registered in an External Server may be alike.

° If a document is saved in the Copy mode, Fax/Scan mode, or User Box mode selected from the control
panel, or from an external memory, by specifying a User Box number that has not been registered, a
Personal User Box owned by the user who logged on through User Authentication or a Group User Box
owned by the account to which the user who logged on through User Authentication belongs is auto-
matically created. No Public User Boxes are automatically created.

° When a document is saved in a box with a box number yet to be registered specified from the PC, the
Personal User Box owned by the user who logged on through User Authentication is automatically reg-
istered.

° To use the external memory function, settings must be made by the administrator of the machine. For
details, refer to the User’s Guide furnished with the machine.

Setting the User Box
<From the Control Panel>

v’ For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

v For the procedure to change the user attributes, account attributes, and User Box Password, see
page 2-47.

Call the Administrator Settings on the display from the control panel.

Touch [One-Touch/User Box Registration).

Use the menu buttons or keypad to make a selection.
Booknark
Adninistrator Settings

Displavgkesbad 172 % 4Back 8Fa M )n
Utility 1 Systen Setiings J s Copier Settings .

¥
2 Administrator 2 ‘J 7 Printer Settings ‘J

Hathine Settings
Adninistrator
Settings

3 REgilevsbeer o ) e Fax Settings .

4 Loz attenicorit Sl Systen Connection "

5 Network Settings J o Security Settings |

AT
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Touch [Create User Box].

Use the menu buttons or keypad to make a selection.

Bookmark
Display Keypad

rator Settings > One-Touch/User Box Regi

One-Touch/

sl (008 4 Maxinun Number of User Boxes)

0 greave_one-Touch
Utility BESRERa038, 4
L2
2 Create User Box 4
Adninistrator
Settings
9 gng-Touchatcor Box
¥ ROg3ERrSR{BRCL.8Y 4

0271472013 15:38

Touch [Public/Personal User Box].

Use the menu buttons or keypad o make a selection.

Booknark

tor Settings > One-Touch/User Box Regi on > Create User Box
Display Keypad

T 1 PublicsPersonal User Box |

2 Bulletin Board User Box
3 Relay User Box 4

One-Touch/

L R b 4 annotation User Box |

Create User Box

Adninistrator
ettings

il

02/14/2013  15:38

Touch [New].

To register a new User Box, touch [Newl.

To edit an existing User Box, select desired User Box and touch [Editl.

0BC | DEF | GHr | gk | who | pars| muv | mve| etc |

Booknark

Display Keypad

Utility

Adninistrator
Setiings

One-Touchs
User Box Reg.

Create User Box

New BELPUE.RPBES )
Public/Personal

User Box 02/16/2013  15:39

F

=> To delete a User Box, select the desired user box key and touch [Delete]. A confirmation message
appears. Select [Yes] and touch [OK] to delete the specified User Box.

Select the User Box Type.

specify the settings.

Enter User Box number using the keypad.

ndninistrator Set > Public/Personal > New

Booknark

Display Keypad

i

iy [ o vocvne
& _raoor
Adninistrator
S o mee R
g
L2

Type Public ] Personal ] Group ]
Create User Box

LibPea 02/14/2013  15:39
+
Public/Personal
User Box
¥

e 02/14/2013  15:39 Cancel )
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2

= When [Personal] is selected, [Change Owner] is displayed. Then, select the desired owner name.

Select the owner of the User Box.

Bookmark
Administrator Settings > Hew Pul Personal User Bor > Change

ner
Utility

Adninistrator men Vo
ettings

Display Keypad

adl:

Public/Personal
User Box

¥

Ney

+

Change Owner

:

0271472013 15:39 0K )

= When [Group] is selected, [Change Account Name] is displayed. Then, select the desired account

name.

7 Touch [Password].

Select the account that owns the User Box.

Booknark — = =

Adninistrator Settings > New Public/Personal User Box > Change Owner

Display Keypad

Utility

Adninistrator 001 v o1
Settings

Public/Personal
User Box

ey

Change Owner

ik,

02/14/2013  15:39

Specify the settings.
Enter User Box number using the keypar

Bookmark
Adi itor Set > Public/Persona ey

v PR -
e o one
e —
gd't"{ nistrator
) ngs

S T e r——
¥

Tvpe public | Personal |  crow |
Create User Box
Li8Pea 02/14/2013  15:39
¥
Public/Personal
User Box
+

b 02/14/2013  15:39 cancel )

Display Keypad

|

Utility

8 Enter the new User Box Password from the keyboard.

To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Please use the keyboard to enter a new password.
For confirmation the password must be entered twice.
Press the IC1 key to clear your entry.

_ record [N
Pee )
) s el el et el el i) il il

=t
Llellp

e

P | ) | | | ) | e | o
) o8] n) i) k] i
v b n] o) ]

ke i
-l

Lkl

e

Ll

space ) shift |
02/05/2014  23:03 S BRreres cancel ) 0K

= Touch [C] to clear all characters.
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= Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

9 Touch [OK].

= Ifthe User Box Type is set to [Public], set a User Box Password that meets the Password Rules. For
details of the Password Rules, see page 1-11.
= Ifthe entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

10 Make the necessary settings.

Bookmark

Display Keypad

Utility ]

Specify the settings.
Enter User Box number using the keypad.

ndninistrator Set > Public/Personal > New ER

User Box Ho. 1 - 999999999
wser pox ane )

Adninistrator
etlings
Create User Box
Public/Personal
User Box

New

M

Tvpe public | Personal |  crow |

Li8Pea 02/14/2013  15:40

0271472013 15:40 Cancel )

= A User Box No. that already exists cannot be redundantly registered.
= If no User Box Name has been registered, [OK] cannot be touched. Be sure to register the User Box

Name.

11 Touch [OK].
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<From PageScope Web Connection>

v For the procedure to access the Admin Mode, see page 2-2.
v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-

lutely necessary to leave the machine, be sure first to log off from the Admin Mode.
v For the procedure to change the user attributes, account attributes and User Box Password, see

page 2-47.

Start PageScope Web Connection and access the Admin Mode.
Click the [Box] tab.

Click [Create User Box] from the menu.

& Administrator

&2 Ready 1o Scan
ﬂl Ready to Print

Logout _?J

f+)

» Open User Box

* Create User Box
* Open System User Box

¥ Create System User Box

User
Maintenance Svs_[em Security Auth/Account Network
Settings
Track
Print Setting Store Address Fax Settings Wizard Customize

Open User Box(Public/Group/Personal)

Box is the function to save documents in the machine.
Documents in the Box can be used for printing, sending etc.

User Box Number

User Box List

Search from Index ALL v

Page Display(50/page)

[ lt-9999e90s9)

:Is::'r“::l:( User Box Name Type Time Stored

1 Bipublic Public 2011/10/17 16:10
2 Bpersonal Personal 2011/10/17 16:10
3 Bcroup Group 2011/10/17 1611

4 Make the necessary settings.

& Administrator

&8 Readyto Scan
ﬂl Ready to Print

S User
Maintenance vsr Security Auth/Account
Settings
Track
Print Setting Store Address Fax Settings Wizard

Logout ﬂ

e

Customize

=l

ﬁ

* Open User Box

* Open System User Box

* Create System User Box

Create User Box(Public/Group/Personal)

* Create User Box Box is the function to save documents in the machine.

Documents in the Box can be used for printing, sending etc.

User Box Number

' Use opening number

" Input directly

User Box Name

¥ Assign User Box Password
User Box Password
Retype User Box Password

Index

Specify a keyword for Box search and display by Name

Type

Auto Delete Document
" Do Not Delete
& Specify days
" specify Time

User Box Expansion Function

[ Ja-s9assassa)

ublic

(4

®
II

Public v

<

1 day

min.(5-720)

]

Display

Cancel

= Be sure to enter the User Box Number, User Box Name, User Box Password, and Retype User Box

Password.
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- A User Box Number that already exists cannot be redundantly registered.

= [f[Personal] is selected from the User Box Type pull-down menu, click [User List] and select the user
from the registered user list. Or, directly enter in the "Owner Name" box the previously registered
User Name.

= If [Group] is selected from the User Box Type pull-down menu, click [Account List] and select the
account from the registered account list. Or, directly enter in the "Account Name" box the previously
registered Account Name.

5  Click [OK].

= Ifthe User Box Type is set to [Public], set a User Box Password that meets the Password Rules. For
details of the Password Rules, see page 1-11.

= Ifthe entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

= If no Owner Name is entered, a message appears that tells that no Owner Names have been en-
tered. Enter the correct Owner Name.

= [f a user name not registered with the machine is entered in the "Owner Name" box, a message ap-
pears that tells that the Owner Name entered in the box is illegal. Enter the correct Owner Name.

= If no Account Name is entered, a message appears that tells that no Account Names have been en-
tered. Enter the correct Account Name.

= [f an account name not registered with the machine is entered in the "Account Name" box, a mes-
sage appears that tells that the Account Name entered in the box is illegal. Enter the correct Account
Name.
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2.10.2

Changing the user/account attributes and box password

The administrator of the machine can change the box type of the box previously registered. For the Personal
User Box, the owner user can be changed, and for the Group User Box, the owner account can be changed.

<From the Control Panel>

v

v

For the procedure to call the User Box setting screen on the display, see steps 1 through 4 of

page 2-41.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Changing the box type to [Public] nullifies the setting of the owner user or owner account.
Call the User Box setting screen on the display from the control panel.

Select the desired User Box key and touch [Edit].

To register a new User Box, touch [Newl.
To edit an eristing User Box, select desired User Box and touch [Editl.

Booknark

Adninistrator Settings > Create User Box > Public/Personal User Box
Display Keypad
ABC DEF GHI JKL MNO | PORS| TUV | WKYZ| etc
utility T
I Rombor. ane Vpe Feate Date/TIne v

¥ 1 Box1 Public  12/11/2012 07:51
Adninistrator [2 Box2 BSrar  02/16/2013 15:35
Settings

T 3 Box3 Group  02/14/2013 15:37 |
One-Touch/
User Box Reg.

¥
Create User Box

o New | Edit ]  Delete ) BiPR.EvEEy )
PubLic/Personal
User Box 02/16/2M3  15:40 Close )

= To change the User Box Type, perform steps 3 through 6.
= To change the owner user or owner account, perform steps 4 through 6.
= To change the User Box Password, go to step 7.

Select the User Box Type.

Select iten and enter setting.

Adninistrator Settings > User Box > Edit 172 HBack L »

Booknark

i

Display Keypad
User Box No. 1 - 999999999

User Box Hame | Box2

Adninistrator
.
¥

Tvpe Public | Personal |  crow |
Create User Box
Lilfea 02/14/2013  15:35
+
Public/Personal
User Box Change
o Owner Nate usert owner
Edit cancel ) 0K )

= [Change Owner] appears if the Box Type is changed to [Personal]. Select the desired owner name.

= [Change Account Name] appears if the Box Type is changed to [Group]. Select the desired account
name.

= If the User Box Type is changed to [Public], set a User Box Password that meets the Password
Rules. For details of the Password Rules, see page 1-11.

Utility
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2

4 Touch [Change Owner] if the Box Type is [Personal] and touch [Change Account Name] if the Box Type

is [Group].

Bookmark

L

Display Keypad

Select item and enter setting.

Adninistrator Settings > User Box > Edit
User Box Ho. 1 - 999999999

LElity ] User Box Nane |7
Adninistrator
Al
+
Type Public ] Personal ] Group ]
Create User Box
I LiBea 02/14/2013 15:35

+
Public/Personal
User Box Change

> Owner Name user1 umer

Edit

EoCa—

5  For [Change Ownerl], select the desired owner name.

Booknark

Display Keypad
Utility

Adninistrator

Settings
Public/Personal
User Box

Edit

Change Owner

i,

Select the owner of the User Box.

Adninistrator Settings > Edit Public/Personal User Bok > Change Owner

fuer Nane _

1
user’ Vo

= For [Change Account Name], select the desired account name.

6 Touch [OK].

7 Touch [Password].

Bookmark

Display Keypad
Utility

Adninistrator

Settings
Public/Personal
User Box

Edit

Change Owner

idichd 1

Select the account that owns the User Box.

Adninistrator Settings > Edit Public/Personal User Bor > Chande Owner

Aecount. Nae _

001

0K )
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8 Enter the new User Box Password from the keyboard.
To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Please use the keyboard to enter a new password.

For confirmation the password must be entered twice.
Press the IC1 key to clear your entry.

fAdninistrator Settings > Edit Public/Personal User Box > User Box Password

02/05/2014  23:04 S8 BRraree Cancel ) oK )

=> Touch [C] to clear all characters.

- Touch [Delete] to delete the last character entered.
- Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

9 Touch [OK].

= If the User Box Type is changed to [Public], set a User Box Password that meets the Password
Rules. For details of the Password Rules, see page 1-11.

= If the entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

10 Touch [OK].
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<From PageScope Web Connection>

v For the procedure to access the Admin Mode, see page 2-2.

v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start PageScope Web Connection and access the Admin Mode.

2 Click the [Box] tab.

3 Enterthe target box number and click [OK], or select the target box from the box list.

& Administrator

&2 Ready 1o Scan
ﬂl Ready to Print &

Logout _?J

User
Maintenance Svs_[em Security Auth/Account Network
Settings
Track
Print Setting Store Address Fax Settings Wizard

cmomee

» Open User Box

* Create User Box
* Open System User Box

¥ Create System User Box

Open User Box(Public/Group/Personal)

Box is the function to save documents in the machine.
Documents in the Box can be used for printing, sending etc.

(1-993999999)

User Box Number

User Box List
search from Index
Page Display(50/page)

:Is::'r“::l:( User Box Name Type Time Stored

1 Bipublic Public 2011/10/17 16:10
2 Bpersonal Personal 2011/10/17 16:10
3 Bcroup Group 2011/10/17 1611

4 Click [User Box Setting].

& Administrator

P Ready to Scan
0] Ready to Print e

User
Maintenance SvsFem Security Auth/Account Network
Settings Track

Logout :ﬂ

Print Setting Store Address  Fax Settings Wizard Customize
* Open User Box
ﬁ User Box Number 2 :5;_;:“ Personal
P Create User Box
Type Personal Owner Name userl

* Open System User Box

Box Operation User Box Setting ” Delete User Box |

¥ Create System User Box

Cancel

- Go to step 6 to change the User Box Password.

- Todelete a User Box, click [Delete User Box]. A confirmation message appears. Click [OK] to delete
the specified User Box.
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2.10 User Box Function

5 Click the "User Box Owner is changed." check box and change the user attributes of the box.

->

& Administrator Logout ﬂ
P Ready to Scan
ﬁ] Ready to Print g

User
Maintenance SvsFem Security Auth/Account Network
Settings Track

Print Setting Store Address Fax Settings Wizard Customize
* Open User Box User Box Attribute Change

» Create User Box User Box Number 2

* Open System User Box User Box Name

Index etc ¥

* Create System User Box

™ User Box Expansion Function is changed.

Confidential RX

New Communication Password I:l
Retype New Communication I:l
Password

™ user Box Password is changed.

New Password 1

Retype New Password I
I User Box Owner is changed.

Type Personal v

Cancel

The following screen appears if the account attributes are to be changed.

I User Box Owner is changed.

Type Group ¥

If [Personal] is selected from the User Box Type pull-down menu, click [User List] and select the user
from the registered user list. Or, directly enter in the "Owner Name" box the previously registered
User Name.

If [Group] is selected from the User Box Type pull-down menu, click [Account List] and select the
account from the registered account list. Or, directly enter in the "Account Name" box the previously
registered Account Name.

If the "User Box Owner is changed." check box is not clicked, the changes made will not be validat-
ed. If the changes need to be made, make sure that the "User Box Owner is changed." check box
has been clicked.

To change the User Box Type, click the Type pull-down menu and select the desired box type.

6 Click the "User Box Password is changed." check box and enter the User Box Password.

7 Click [OK].

->

->

->

If the User Box Type is changed to [Public], set a User Box Password that meets the Password
Rules. For details of the Password Rules, see page 1-11.

If the entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

If no Owner Name is entered, a message appears that tells that no Owner Names have been en-
tered. Enter the correct Owner Name.

If a user name not registered with the machine is entered in the "Owner Name" box, a message ap-
pears that tells that the Owner Name entered in the box is illegal. Enter the correct Owner Name.
If no Account Name is entered, a message appears that tells that no Account Names have been en-
tered. Enter the correct Account Name.

If an account name not registered with the machine is entered in the "Account Name" box, a mes-

sage appears that tells that the Account Name entered in the box is illegal. Enter the correct Account
Name.
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2.10.3 Setting Memory RX

<From the Control Panel>

v For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Administrator Settings on the display from the control panel.

Touch [Fax Settings].

Display Keypad

Bookmark

Utility
L 2

Adninistrator
Settings

Touch [Function Settings].

|

Bookmark
Display Keypad

Utility

Adninistrator
Settings

Fax Settings

t.

Touch [Memory RX Setting].

Booknark
Display Keypad

Utility

Adninistrator
Settings

Fax Settings

Function
Settings

il

Use the menu buttons or keypad to make a selection.

Administrator Settings

172 x 4Back Wra M)

1 Systen Settings J s Copier Settings .

2 FaghIng 58t  Ras " B Printer Settings "

3 REgilevsbeer o ) e Fax Settings .

4 Loz attenicorit Sl Systen Connection "

5 Network Settings | 0 Security Settings |
CEEC—

Use the menu buttons or keypad to make a selection.

Adninistrator Settings > Fax Settings
172 x 4Back vara #
1 Y838 Rac 10n ] e BEg.SRgnecuaen J
2 BggdgraRooter i - Report Settings J
3 Line Paraneter Setting | 8 98, Secrinas J
a TH/RK Settings ] o Bk inki® J
5 Function Settings J o Network Fax Settings |
05/16/2013  02:51

Use the menu buttons or keypad to make a selection.

Administrator Settings > Fax Settings > Fumction Settings
1/2 | % #Back W8Fa L]
1 SeREEAgn onvorm

7 L
3 Memory RX Seiting | @  PC-Fax Permission Seiting |
3 Closed Network RX | 9 PC-Fax RX Setting |
5 Forward TX Setting J o Setoing O J

05/16/2013  02:51 Close )
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2.10  User Box Function 2

5  Touch [Memory RX Setting]. Then, select [Yes] and enter the Memory RX User Box Password consisting
of eight characters from the ten-key pad.

Use the keypad to enter the password.
Bookmark
Adninistrator Settings > Function Settings > Memory RX Settings

Display Keypad

User BOx

Memory R¥ Setting Passyord
i
¥ 0o -9
Adninistrator
Settings

Yes
+
+

Fax Settings
Function
Settings

+

L0y 1 05/16/2013  02:52 k)

= Touch [Display Keypad] to display the keypad.
= Make sure that the Memory RX User Box Password consists of eight characters.

6 Touch [OK].
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<From PageScope Web Connection>

For the procedure to access the Admin Mode, see page 2-2.

v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

A WODN =

Click the [Fax Settings] tab.

Select [Memory RX Setting] and click [OK].

5

6

Start PageScope Web Connection and access the Admin Mode.

Click [Function Setting] »» [RX Data Operation Settings] from the menu.

&. Administrator

&8 Ready to Scan
u] Ready to Print
User
Maintenance  System Settings Security Auth/Account
Track

Print Setting Store Address Wizard

Network Box

Logout | |2]

e

cumome

» Header/Footer Position RX Data Operation Settings
¥ Line Parameter Setting @ Memory RX Setting

» TXIRX Settings © Forward TX Setting

(0 PC-Fax RX Setting

O TSI User Box Settings

© None

¥ Function Setting

» RX Data Operation
Settings

» PBX Connection Setting

ok

Select the check box under [Password is changed] and set the Memory RX User Box Password that
should consist of eight characters.

&. Administrator

Network Box

Lagout m

+]

come

&P Ready o Scan
e] Ready to Print
User
Maintenance ~ System Settings Security Auth/Account
Track
Print Setting Store Address Fax Settings Wizard
¥ Header/Footer Position Memory RX Setting
¥ Line Parameter Setting [¥IPassword is changed.
» TX/RX Settings Memory RX User Box Password

¥ Function Setting

» RX Data Operation
Settings

> PBX C ion Setting

ﬁl Cancel

- Make sure that the Memory RX User Box Password consists of eight characters.
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2.11 Changing the Administrator Password 2

2.11 Changing the Administrator Password

When access to the machine by the administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables the operation of changing the Administrator Password required for access-
ing the Administrator Settings.

The Administrator Password entered for the authentication purpose appears as "*" on the display.

Changing the Administrator Password
<From the Control Panel>

v For the procedure to call the Security Settings screen on the display, see steps 1 and 2 of page 2-13.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Security Settings screen on the display from the control panel.

Touch [Administrator Password)].

Use the menu buttons or keypad o make a selection.

Booknark
Administrator Settings> Security Settings

—JDISPI‘“ fezead 172 x #Back Gera M u
Utility 1 ndwinisirator Password | 6 HDD Settings "
‘ user Box Administrator § i
2 Y286.Rg ] 7 Function Managenent Settings,|
Adninistrator
Settings
3 3 prminiemrorcsnri oIl & Stamp Settings "

Settings 4 Security Details P

5 Enhanced Security Hode | o et D

CEEC—

Enter the currently set Administrator Password from the keyboard.

Use the keyboard to enter the current password.
Press the IC1 key to erase the entered password.

M -
] 2] %)
sl el il s sl st sl el sl il sl
il Y sl Yl Y il Y il il el
Space J shift |
02/05/2014  23:06 SBAER' ) cancel ) oK )

= Touch [C] to clear all characters.

= Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

= Touch [Cancel] to go back to the Security Settings screen.

Touch [OK].

= If a wrong Administrator Password is entered, a message that tells that the Administrator Password
does not match appears. Enter the correct Administrator Password.

= Ifthe Enhanced Security Mode is set to [ON], entry of a wrong password is counted as unauthorized
access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the administrator of the machine, the Utility screen appears and the ma-
chine is set into an access lock state.
To cancel the access lock state, settings must be made by the Service Engineer; or, turn off, and
then turn on, the main power switch of the machine. If the main power switch is turned off and on,
the access lock state is canceled after the lapse of time set for [Release Time Settings]. When the
main power switch is turned off, then on again, wait at least 10 seconds to turn it on after turning it
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off. If there is no wait period between turning the main power switch off, then on again, the machine
may not function properly.

5 Enter the new Administrator Password from the keyboard.
To prevent entry of a wrong password, enter the password again in [Password Confirmation].

Please use the keyboard to enter a new password.

For confirmation the password must be entered twice.
Press the IC1 key o clear your entry.

Administrator Settings> Security Settings> Administrator Password Setting

02/05/2014  23:07 Py

- Touch [C] to clear all characters.

-> Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.

= Touch [Cancel] to go back to the Security Settings screen.

6 Touch [OK].

= If the entered Administrator Password does not meet the Password Rules, a message that tells that
the entered Administrator Password cannot be used appears. Enter the correct Administrator Pass-
word. For details of the Password Rules, see page 1-11.

= If the entered Administrator Password does not match, a message that tells that the Administrator
Password does not match appears. Enter the correct Administrator Password.
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Changing the Administrator Password

<From PageScope Web Connection>

v For the procedure to access the Admin Mode, see page 2-2.
v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-

lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start PageScope Web Connection and access the Admin Mode.

2 Click the [Security] tab.

3 Click [Administrator Password Setting] from the menu.

4 Select the "Password is changed" check box. Enter the currently registered Administrator Password
and a new Administrator Password. Then, to make sure that you have entered the correct new pass-
word, enter the new Administrator Password once again.

[%‘} Administrator Logout _?J
@ Ready to Scan
ﬁl Ready to Print g
U:
Maintenance Sse‘ﬁi[:'gns Autl}lfr.zc:%(nunt Network Box
Print Setting Store Address Fax Settings Wizard Customize
¥ PKI Settings Administrator Password Setting
» Certificate Verification W Password is changed.
Settings Current Administrator Password
" 233::;5 Reference New Administrator Password
» Restrict User Accass Re-type New Administrator Password
* Copy Security
* Auto Logout
* Administrator Password
* TX Operation Log Setting
5  Click [OK].

6

= If a wrong Administrator Password is entered in the "Current Administrator Password" box, a mes-

sage that tells that the Administrator Password does not match appears. Enter the correct Admin-
istrator Password.

If the Enhanced Security Mode is set to [ON], entry of a wrong password is counted as unauthorized
access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the administrator of the machine, the Utility screen appears and the ma-
chine is set into an access lock state.

To cancel the access lock state, settings must be made by the Service Engineer; or, turn off, and
then turn on, the main power switch of the machine. If the main power switch is turned off and on,
the access lock state is canceled after the lapse of time set for [Release Time Settings]. When the
main power switch is turned off, then on again, wait at least 10 seconds to turn it on after turning it
off. If there is no wait period between turning the main power switch off, then on again, the machine
may not function properly.

If the entered Administrator Password in the "New Administrator Password" box does not meet the
Password Rules, a message that tells that the entered Administrator Password cannot be used ap-
pears. Enter the correct Administrator Password. For details of the Password Rules, see page 1-11.
If the entered Administrator Password in the "New Administrator Password" box and "Re-type New
Administrator Password" box does not match, a message that tells that the Administrator Password
does not match appears. Enter the correct Administrator Password.

Click [OK].
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2.12

2.12.1

Protecting Data in the HDD

When access to the machine by the administrator of the machine through the Administrator Settings from the
control panel is authenticated, the machine enables the operation for setting and changing the Encryption
Key. The machine also enables the Overwrite HDD Data function.

By setting the Encryption Key, the data stored in the HDD is encrypted, thereby protecting the data in the
HDD. The Encryption Key entered is displayed as "*."

NOTICE
If the HDD develops a fault, call your Service Representative.

Reference

° When an Encryption Key (encryption word) is set using HDD Encryption Setting, an Encryption Key with
a key length of 256 bits is generated. The generated encryption key is used to encrypt or decrypt data
through AES encryption algorithm.

Setting the Encryption Key (encryption word)

v For the procedure to call the Security Settings screen on the display, see steps 1 and 2 of page 2-13.
v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

v Toprevent data from leaking as a result of reinstallation of the HDD on another machine, a unique value
that varies from one machine to another must be set for the encryption key.

v/ Do not set any number that can easily be guessed from birthdays, employee identification numbers,
and the like for the Encryption Key. Try to change the Encryption Key at regular intervals.

v Make sure that nobody but the administrator of the machine comes to know the Encryption Key.

v If only the Encryption Key is to be set while the machine is being used without setting the Encryption
Key, the Service Engineer must perform some setting procedures in advance. For details, contact your
Service Representative.

v To edit/release the Encryption Key, see page 2-62. Do not release the Encryption Key when the En-
hanced Security Mode is set to [ON]. Releasing the Encryption Key will cancel the Enhanced Security
Mode.

v Executing HDD Format erases data in the HDD. It is recommended that important data should be saved
in a backup medium in advance. Execution of HDD Format will also reset the setting values of different
functions to the default values. Set the Enhanced Security Mode to [ON] again. For the functions whose
settings are reset to the default values, see page 2-10.

Call the Security Settings screen on the display from the control panel.

Touch [HDD Settings].

Use the menu buttons or keypad to make a selection.

Booknark
Adninistrator Settings> Security Settings
DleblIke pad 172 | % 44Back Wara M w

Utility 1 ndninistrator Password | 6 HDD Settings .

4

Adninistrator
Settings

3 3 lezy-oemecacomm | I stanp Settings .

2 Yger,Bgx Aaministrator | 5 Function Managenent Settings,)

Security
SN 4 Security Details |

5 Enhanced Security Mode | o BrivSreR8Rstting )

AT
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3 Touch [HDD Encryption Setting].

Use the menu buttons or keypad to make a selection.
Booknark
Adninistrator Settings> Security Settings> HDD Settings
Display Keypad

Utility 1 Check HOD Capacity | & HOD Encrypiion Setting |

2 Overwrite HOD Data |
Ouetwrite All Data 4

Security
SelLines 4 HDD Lock Password
HDD Settings 5 Format HDD y

Adninistrator
etlings

a

Close )

4 A confirmation message appears. Select [Yes] and touch [OK].

The HDD will need to be formatted after HDD encryptioh is set.
& Are you sure you want to continue?

Booknark
Display Keypad

Utility
Adninistrator
ettings

Security
Settings

il

HDD Settings

Yes ] No J

0K )

5 Enter the new 20 characters Encryption Key from the keyboard.
To prevent entry of a wrong Encryption Key, enter the Encryption Key again in [Encryption Passphrase
Confirmation].

Use the keubpard Lo enter the
For confirmation the encrypti
BresS the' LC1 key o Clear the ehcraption

BOSLRRrASE

Phrage “daneirnation
&) 2]

il Nzl Nl

wtel el e

2] s 4

szl sl sl

02/05/2014  23:07 SBAER' ) cancel ) oK )

= Touch [C] to clear all characters.

= Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the HDD Settings screen.

6 Touch [OK].

=> If the entered Encryption Key does not meet the Password Rules, a message that tells that the en-
tered Encryption Key cannot be used appears. Enter the correct Encryption Key. For details of the
Password Rules, see page 1-11.

=> [fthe entered Encryption Key does not match, a message that tells that the Encryption Key does not
match appears. Enter the correct Encryption Key.
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7 Make sure that a message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.

The encryption passphrase was set, changed or canceled.
& Turn the main switch OFF and ON.

Bookmark
Display Keypad

Utility
Adninistrator
ettings

Security

Settings

HDD Settings

HDD Encryption
Setting

e

= When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.

8 The following screen appears after the machine has been restarted.

s Resetthe encryption passphrase or
* formatthe HDD.

9  call the Administrator Settings on the display from the control panel.

- For the procedure to call the Administrator Settings on the display, see page 2-2.

10 Touch [HDD Format].

Select [HDD Formatl or [Resel Emcryption Passphrasel 1o release the error.
Bookmark
Adninistrator Settings > HDD Encryption Setting
Display Keypad

Utility

+

Adninistrator
Settings
HOD Format o

+

HDD Encryption
Setting

Reset Encryption Passphrase‘J

12/10/2012  17:36 Close )
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11 A confirmation message appears. Select [Yes] and touch [OK].

Bookmark
Display Keypad

Utility
Adninistrator
etlings

HDD Encryption
Setting

Format HDD

Hickcid

tj Do you want to format the HDD?

Yes ] Ho

0K )

12 Make sure that a message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.

Booknark
Display Keypad

Utility

Adninistrator
Settings

HDD Encryption
Setting

Format. HDD

Lk

HDD was formatted.
& Please turn the main switch OFF and ON.

12/10/2012  17:37

= When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.
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2.12.2 Changing the Encryption Key

v For the procedure to call the Encryption Key entry screen on the display, see steps 1 through 4 of
page 2-58.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

1 Call the Encryption Key entry screen on the display from the control panel.

2 Enterthe currently registered 20 characters Encryption Key from the keyboard.

The Encryption Passphrase can be chanaed or cancelled.
Use_the EEdboard Lol enter the CUPrent Encreption Passphrase.
BPEss"Ene” I8 "key to Clear Gour ohtry.

Edit | Release |
c
&l 2] e
el eZal wle etel wbe) wtel el el wlel wle) el whel il
il el i Y il il il
) sl e el el et i) k) el el
ezl el sl el et e sl ] sl
Shift
02/05/2014  23:07 SBAERIe%e ) cancel ) 0K )

= Touch [C] to clear all characters.

= Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the HDD Settings screen.

3 Select [Edit] and touch [OK].
=> If a wrong Encryption Key is entered, a message that tells that the Encryption Key does not match
appears. Enter the correct Encryption Key.
= Releasing the Encryption Key by selecting [Release] will cancel the Enhanced Security Mode.

4 Enter the new 20 characters Encryption Key from the keyboard.

To prevent entry of a wrong Encryption Key, enter the Encryption Key again in [Encryption Passphrase
Confirmation].

euboard £o_enter.
rmation the encru
ke, v Elear

Encruption Pass- .
phrase Confirmation

02/05/2016  23:07 SBAER' ) cancel ) 0K

= Touch [C] to clear all characters.

= Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the HDD Settings screen.

5  Touch [OK].

= If the entered Encryption Key does not meet the Password Rules, a message that tells that the en-
tered Encryption Key cannot be used appears. Enter the correct Encryption Key. For details of the
Password Rules, see page 1-11.

= Ifthe entered Encryption Key does not match, a message that tells that the Encryption Key does not
match appears. Enter the correct Encryption Key.
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6  Makesurethata message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.

The encryption passphrase was set, changed or canceled.
& Turn the main switch OFF and ON.
Bookmark
Display Keypad

Utility
+
Adninistrator
Settings
+
Security
settings
+
HDD Settings
+
HDD Encryption
Setting 12/10/2012  17:34

= When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.
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2.12.3 Setting the Overwrite HDD Data

Setting the Overwrite HDD Data function allows data stored in the HDD to be deleted at such timing as the
end of the print cycle by writing specific data over the data that is no longer required. By deleting residual
data that is no longer necessary, data leakage can be prevented from occurring.

The following types of data are subject to the Overwrite HDD Data function:

Copy, scan, print, or fax job data that is no longer necessary
PC print job data (direct print, PS print) that is no longer necessary
Data that is no longer necessary as a result of the data being specified to be deleted

Data stored in the HDD is to be deleted at the following timing:

At the end (including an end as a result of cancellation) of a copy, scan, print, or fax job performed by
a user who has been authenticated by User Authentication

A job is deleted by the administrator or a user (who has been authenticated by User Authentication)

A document in a Box is deleted by the administrator or a user (who has been authenticated by User
Authentication)

A document is deleted in a Box through Delete User Box

A document is automatically deleted after the lapse of a predetermined period of time set in the ma-
chine

": The machine offers the following types of automatic box document deleting functions based on a prede-
termined period of time set in it.

<Administrator>

° To be set through [Utility] »» [Administrator Settings] »» [System Settings] »» [User Box Settings] »»
[Document Delete Time Setting].

° To be set through [Utility] »» [Administrator Settings] »» [System Settings] »» [User Box Settings] »»
[Auto Delete Secure Document].

° To be set through [Utility] »» [Administrator Settings] »» [System Settings] »» [User Box Settings] »» [ID
& Print Delete Time].

<User>

° To be set through [Utility] »» [One-Touch/User Box Registration] »» [Create User Box] »» [Public/Per-
sonal User Box] »» [New] »» [Forward] »» [Auto Document Delete Time].

Time to delete documents automatically cannot be set by the user, if [Yes] is set in [Utility] »» [Admin-
istrator Settings] »» [System Settings] »» [User Box Settings] »» [Document Delete Time Setting].

Reference

° If a job being processed is abnormally terminated, the residual data is deleted through Overwrite HDD
Data.

° If the machine is turned off during an Overwrite HDD Data sequence, the Overwrite HDD Data sequence
is resumed automatically after the machine is turned on again.

° If an Overwrite HDD Data sequence being performed is interrupted by, for example, a fault, a response
is detected at 30-sec. intervals and the Overwrite HDD Data sequence, if found interrupted, is resumed
automatically.

v For the procedure to call the HDD Settings screen on the display, see steps 1 and 2 of page 2-58.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

v’ Executing HDD Format erases data in the HDD. It is recommended that important data should be saved

in a backup medium in advance. Execution of HDD Format will also reset the setting values of different
functions to the default values. Set the Enhanced Security Mode to [ON] again. For the functions whose
settings are reset to the default values, see page 2-10.

Call the HDD Settings screen on the display from the control panel.
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Touch [Overwrite HDD Data].

Bookmark

Display Keypad

Utility
Adninistrator
etlings

security
Settings

HDD Settings

i

Booknark

Display Keypad
Utility
+
Adninistrator
Settings
¥
Security
Settings
+
HDD Settings
¥

Select [Yes] and then select [Mode 1] or [Mode 2].

Overwrite

Use the menu buttons or keypad to make a selection.

Adninistrator Settings> Security Settings> HDD Settings

1 Check HOD Capacity | & HOD Encrypiion Setting |

2 Overwrite HOD Data |
3 Overwrite All Data |
4 HDD Lock Password
5 Fornat HDD "

Adninistrator Settings > HDD Settings > Overwrite Temporary Data Setting

ves | Ho |

Overwrite Method

Hode 1 J Encryption Priority ]

Hode 2 | Overwrite Priority |

Item Description

[Mode 1] Overwritten with "0x00"

[Mode 2] Overwritten with "0x00" »» Overwritten with "Oxff" »» Overwritten with letter
"a" (0x61) »» Verified

= [No] is the default setting.

Touch [OK].
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2.13 Overwrite All Data Function

When access to the machine by the administrator of the machine through the Administrator Settings from the
control panel is authenticated, the machine enables setting of the operation of the Overwrite All Data function.

When the machine is to be discarded, or use of a leased machine is terminated at the end of the leasing con-
tract, the Overwrite All Data function overwrites and erases all data stored in all spaces of the HDD. The func-
tion also resets all passwords saved in the memory area on the MFP board and the SSD board to factory
settings, preventing data from leaking. For details of items that are cleared by the Overwrite All Data function,
see page 1-14.

The HDD Overwrite Method offers the choice of eight different modes, [Mode 1] through [Mode 8]. Overwrite
All Data takes about less than one hour in [Mode 1] at the minimum and about 9 hours in [Mode 8] at the

maximum.

Mode Description

Mode 1 Overwrites once with "0x00."

Mode 2 Overwrites with "random numbers" »» "random numbers" »» "0x00."

Mode 3 Overwrites with "0x00" »» "Oxff" »» "random numbers" »» verifies.

Mode 4 Overwrites with "random numbers" »» "0x00" »» "Oxff."

Mode 5 Overwrites with "0x00" »» "Oxff" »» "0x00" »» "Oxff."

Mode 6 Overwrites with "0x00" »» "Oxff" »» "0x00" »» "Oxff" »» "0x00" »» "0xff" »» "random
numbers."

Mode 7 Overwrites with "0x00" »» "Oxff" »» "0x00" »» "Oxff" »» "0x00" »» "Oxff" »» "Oxaa."

Mode 8 Overwrites with "0x00" »» "Oxff" »» "0x00" »» "Oxff" »» "0x00" »» "Oxff" »» "Oxaa"
»» verifies.

Setting the Overwrite All Data function

v For the procedure to call the HDD Settings screen on the display, see steps 1 and 2 of page 2-58.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the HDD Settings screen on the display from the control panel.

Touch [Overwrite All Data].

Use the menu buttons or keypad o make a selection.

Booknark
Administrator Settings> Security Settings> HDD Settings
Display Keypad

T 1 Check HOD Capacity | & HOD Encryption Setting |

2 Overwrite HOD Data |
Overwrite All Data y

Security
Bl 4 HDD Lock Password
HDD Settings 5 Format HDD 4

CEECE—

Adninistrator
ettings

i
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Select the desired mode and touch [Delete].

Bookmark

Display Keypad
Utility
Adninistrator

etlings

security
Settings

L2
HDD Settings

+

overyrite
All Data

i

S

Select the deleting method, and then touch [Deletel.

Adninistrator Settings > HDD Setiings> Overwrite ALl Data
HOD Overwrite Method
Mode 1 ] Hode 2 ) Hode 3 J
Hode & J Hode 5 | Hode 6 J
Hode 7 J Hode 8 |
Delete

CEET—

A confirmation message appears. Select [Yes] and touch [OK].

Booknark

Display Keypad
Utility
Adninistrator

etlings

Security
Settings

HDD Settings

Qveryrite
All Data

e

Are you sure you want 1o overwrite
& all data in the hard disk and system memory?

Yes ] No J
BRI

Make sure that a message appears prompting you to turn OFF and then ON the main power switch.
Now, turn OFF and then turn ON the main power switch.

Bookmark

Display Keypad

Utility

Adninistrator
Settings

security
Settings

HDD Settings

overyrite
ita

BT

Adninistrator Settings > HDD Settings> Over: All Data

All data has been overwritten and
Adeleled. Turn the main switch OFF and ON.

12/11/2012  08:00

= Check that all data has been overwritten and erased properly. Data is not erased properly if an error

>

occurs during the procedure. For details, contact your Service Representative.

When the main power switch is turned off, then on again, wait at least 10 seconds to turn it on after
turning it off. if there is no wait period between turning the main power switch off, then on again, the
machine may not function properly.
After the main power switch has been turned on, quickly turn it off and give the machine to the Ser-
vice Engineer. If the Overwrite All Data function is executed by mistake, contact the Service Engi-

neer. For details, contact your Service Representative.
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2.14 Obtaining Job Log

When access to the machine by the administrator of the machine through the Administrator Settings from the
control panel is authenticated, the machine enables acquisition and deletion of a Job Log. The Job Log (Audit
Log) is a function that stores information on, for example, operations performed in the machine and a job his-
tory in the HDD. Setting the Job Log (Audit Log) allows an illegal act or inadequate operation performed on

the machine to be traced.

The obtained Job Log can be downloaded and viewed from the PageScope Web Connection.

NOTICE

Job Log obtains time/date information. So, set an accurate time/date in the machine in advance. For more
details on the time/date setting, see page 2-79.

Log Type Description

[Accounting Log] Enables you to obtain information relevant to paper consumption for each user or
account.

[Counting Log] Enables you to obtain information about paper consumption and the reduction rate

of paper used for printing.

[Audit Log] Enables you to obtain user operation or job history. Audit Log is concerned mainly
with the following events.

It is recommended that Audit Log be backed up at regular intervals.

The machine is capable of saving up to about 20,000 records of Audit Log. The
maximum number of days the records can be saved depends on the operating con-
dition of the machine.

For example, identify the output volume of the audit log by operating the machine
for several days and estimate adequate frequency of the backup operation.

Log relating to jobs ¢ Jobs stored in boxes in the copy, scan, or box
mode from the control panel

e Jobs stored in boxes via the printer driver, and print
jobs
Jobs stored in boxes from USB
Jobs stored in boxes after fax reception
Jobs output from boxes

Log relating to authenti- ¢ Administrator Settings

cation e Successful or failed administrator authentication
(including SNMP administrator authentication)
Successful or failed user/account authentication
Successful or failed Public User Box authentication
Successful or failed authentication of access to a
Secure Print document

Turning ON/OFF the main power switch (including starting of the Audit Log function)

2.14.1 Obtaining and deleting a Job Log

v For the procedure to call the Security Details screen on the display, see steps 1 and 2 of page 2-16.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Security Details screen on the display from the control panel.
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Touch [{] and touch [Job Log Settings].

Bookmark
Administrator Settings> Security Settings> Security Details

Display Keypad
Job Log Settings
Restrict Fax TX

Utility

Adninistrator
etlings

Hide Personal
HA#ErmaEIon" ture>

Display Activity Log
|25 &

04/22/2013  02:11 0K )

Security
Settings

il

Security Details

Select [Yes] and touch [On] of the specific type of log to be obtained.

>

specify settings for the job log.
The log is retrieved by turning the power OFF and ON.

Booknark

Adninistrator Settings > Security Details > Job Log Settings
Display Keypad
Yes | Ho |
Utility Obtain Log Type Overurite
+
TR fccourting Log on | off |
Settings ALlow
=L Counting Log — i)
Security
Settings Restrict
4 Audit Log i [T —
Security Details
o Erase Job Log

Under [Overwrite], whether to enable writing over old Job Logs when the Job Log space in the HDD
is full of old Job Logs can be selected.

Item Description

[Allow] Allows Job Logs to be continuously stored by writing over old Job Logs in chro-

nological order even when the Job Log space in the HDD is full.

[Restrict] Displays, when the Job Log space in the HDD is full, an alarm indicating that no

more Job Logs can be stored and stops storing Job Logs. After this event, no
more jobs will be accepted.

->

->

If [Allow] is set for [Overwrite], illegal operations performed from an external environment (such as
repeated log-on procedures performed over the network) make the Job Log space full of data within
a short period of time, so that older Job Log data is deleted. To avoid such a situation, the admin-
istrator of the machine should download the Job Log data at regular intervals or select [Restrict] for
[Overwrite]. For details of downloading of the Job Log data, see page 2-70.

If [Restrict] is selected for [Overwrite], the administrator of the machine should download Job Log
data at regular intervals to thereby delete Job Logs from the machine and to ensure that the Job
Log space in the HDD is not full. For details of downloading of the Job Log data, see page 2-70.
If the setting for [Overwrite] is switched from [Restrict] to [Allow] after saving of Job Logs is started,
overwriting is enabled with the Job Logs saved so far left as they are.

If the setting for [Overwrite] is switched from [Allow] to [Restrict] after saving of Job Logs is started,
overwriting is prohibited with all previously saved Job Logs deleted.

Touching [Erase Job Log] erases all Job Logs saved in the machine.

Click [OK].
When the machine is restarted, it starts obtaining Job Logs.
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Obtaining Job Log

2.14.2

Downloading the Job Log data

v
4

H WO DN =

For the procedure to access the Admin Mode, see page 2-2.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-

lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.
Click the [Maintenance] tab.
Click [Job Log] »» [Create Job Log] from the menu.

Click [OK]. This starts creating job log data.

& Administrator

&2 Ready 1o Scan
ﬁl Ready to Print

System L=
yst Security Auth/Account Network
Settings T

* Meter Count Create Job Log
* ROM Version Creates Job Log.
Current Job Log will be deleted and new Job Log will be
» Import/Export created.
» Status Notification Are you sure you want to continue?

Setting

Logout _?J

f+)

Box

Print Setting Store Address Fax Settings Wizard Customize

* Total Counter
Notification Setting

* Date/Time Setting
* Daylight Saving Time
* Timer Setting

* Network Error Code
Display Setting

F: Reset
* License Settings

* Edit Font/Macro

» Create Job Log

* Download Job Log

- If no Job Logs are saved in the machine, the machine displays an error message indicating that no

Job Log data to be created is available.

vy

When the Job Log data is successfully created, the Job Log in the machine is deleted.
The sequence of creating the Job Log data continues even when the browser is closed during the

creating sequence. Restart the PageScope Web Connection and check that the Job Log data has

been created.

= If any job logs have not been obtained, download them before creating new job log data. The job

logs that have not been obtained are deleted when the new job log data is created.

Click [OK].

Click [Job Log] »» [Download Job Log] from the menu.
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7 Click [OK].

& Administrator

&2 Ready 1o Scan

ﬂl Ready to Print
S User

Maintenance VS. Security Auth/Account
Settings
Track
Print Setting Store Address Fax Settings Wizard

Logout _?J

f+)

Network Box

cmemee

* Meter Count

* ROM Version

Setting

* Total Counter

¥ Timer Setting

* Import/Export

* Status Notification

* Date/Time Setting

Notification Setting

* Daylight Saving Time

* Network Error Code

Download Job Log
Job Log download will begin.
Are you sure you want to continue?

Display Setting
" Reset

® License Settings

* Edit Font/Macro

I Create Job Log

» Download Job Log

8 Click [Download].

This starts downloading the job log data.

Preparation for download has been completed. Click the
"Download” button to start the save. When the save is
completed, click the "Back” button.
If the "Back” button is pressed while downloading, the
download will be cancelled and the file will not be saved.

- If a message appears indicating that a Job Log data file size is too large to be output, try to create
the Job Log data yet to be obtained after downloading is completed.
= Only the administrator of the machine may handle the Job Log data that has been downloaded.

-> The administrator of the machine should download the Job Log data at regular intervals to thereby
ensure that the machine is properly used.
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Job Log data

The Job Log data is read in an XML format file. The file allows various types of information to be determined,
including the time/date information of log collection, information on user operations, job types, and job re-

sults.

The Job Log data represents chronological records of both "log relating to jobs" and "log relating to opera-

tions."

<Log relating to jobs>

Tag name Tag Typical Description
description display
ColTim Log collec- 2012/4/1 12:34 | Time-of-day and date when the log is collected.
tion time/date Time/date information of the machine is used.
LogID Log ID 0000000001 ID number assigned to the log.
JobNam Job name User X The name of the job. If a user name is known, the
user name is shown.
JobTyp Job type 1 Denotes the type of the job.
[1]: Copy
[2]: Print
[3]: Scan
[4]: Fax
[5]: Fax/scan broadcast
and others
JobENntTim Job registra- 2012/4/1 12:34 | Time/date when the job is registered.
tion time/date
JobFinTim Job finish 2012/4/1 12:34 | Time/date when the job is finished.
time/date
Opelnf Operator - Operator who registers the job. The operator in-
information formation is displayed when user operation is in-
volved.
OpeCode Operator 268435457 Coded operator information.
code [0]: Unknown user
[16777216]: Service engineer
[33554432]: Administrator
[83886080]: System (machine)
[268435456+X]: User
(X denotes a number assigned to the user)
and others
OpeNam Operator User X Name of the operator.
name
TrcCode Accountcode | 268435457 Coded account information.
[0]: Unknown account
[67108864]: Administrator
[268435456+X]: Account
(X denotes a number assigned to the account)
and others
TrcNam Account Account X Name of the account.
name
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Tag name Tag Typical Description
description display
IFNo Interface 16 Denotes the interface with which the job is per-
name formed
[16]: Control panel
[32]: Printer reception
[64]: Fax reception
[80]: System
[96]: PageScope Web Connection
[112]: TCP Socket
[128]: OpenAPI
[144]: SNMP (MIB)
and others
May be recorded as OpenAPI even when the
PageScope Web Connection is used.
JobResInf Job result - Result of the job.
JobRes Job result 0 Denotes the result of the job.
[0]: Normally terminated
[513]: Deleted by user
and others
ScProc Scan process - Scan process information.
ActStTim Scan start 2012/4/1 12:34 | Time/date when the scan operation is started.
time/date
ActFinTim Scan finish 2012/4/1 12:34 | Time/date when the scan operation is finished.
time/date
Res Scan process 0 Result of the scan process.
result [0]: Normally terminated
[65535]: Abnormally terminated
PrtProc Print process - Print process information.
Res Print process 0 Result of the print process.
result [0]: Normally terminated
[65535]: Abnormally terminated
ProcNetTX Network - Network transmission process information.
transmission
process
Protcol Protocol/ 7 Denotes the protocol/address type used for
address type transmission. The PageScope Web Connection
protocol is HTTP.
[7]: HTTP
[225]: External memory
[241]: Box
and others
Port Port number 50001 Denotes the port number used during transmis-
sion.
DstInf Destination XXX XXX XXX. Denotes information on the destination.
information XXX
FileNam File name SCXXX.pdf Denotes the name of the transmission file.
Res Network 0 Result of the network transmission process.
transmission [0]: Normally terminated
process [65535]: Abnormally terminated
result
NetFaxProcTX | Network fax - Information on the network fax transmission pro-
transmission cess.
process
Res Network fax 0 Result of the network fax transmission process.

transmission
process
result

[0]: Normally terminated
[65535]: Abnormally terminated
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Tag name Tag Typical Description
description display
NetFaxPro- Network fax - Information on the network fax reception pro-
cRX reception cess.
process
Res Network fax 0 Result of the network fax reception process.
reception [0]:Normally terminated
process [65535]:Abnormally terminated
result
FaxProcTX Fax transmis- - Information on the fax transmission process.
sion process
ActTimTX Time/date of 2012/4/1 12:34 Denotes the time/date of transmission.
transmission
DstInfTX Destination 00-0000-0000 Denotes information on the destination.
information
Res Fax transmis- 0 Result of the fax transmission process.
sion process [0]: Normally terminated
result [65535]: Abnormally terminated
FaxProcRX Fax reception - Information on the fax reception process.
process
ActTimRX Time/date of 2012/4/1 12:34 | Denotes the time/date of reception.
reception
DstInfRX Transmitter 00-0000-0000 Denotes information on the transmitter.
information
Res Fax reception 0 Result of the fax reception process.
process [0]: Normally terminated
result [65535]: Abnormally terminated
BxRdProc Retrieve from - Information on the process of retrieving from
box process box.
BoxNo Box number XXXXXXXXXX Denotes the number assigned to the box from
which the document is to be retrieved.
[0]: Memory RX Box
[1000020130]: Password Encrypted PDF Box
[1000020150]: ID & Print box
[1000030040]: Secure Print box
[1 to 999999999]: Displays the box number if it
has been registered, such as with a Public User
Box or an Annotation Box.
and others
DcNam Document XXXXX Denotes the name of the document to be re-
name trieved from the box.
Res Retrieve from 0 Result of the process of retrieving from box.
box process [0]: Normally terminated
result [65535]: Abnormally terminated
BxWtProc Save to box - Information on the process of saving data in box.
process
WitBxNo Box number XXXXXXXXXX Denotes the number assigned to the box in
which the document is to be stored.
[0]: Memory RX Box
[1000020130]: Password Encrypted PDF Box
[1000020150]: ID & Print box
[1000030040]: Secure Print box
[1 to 999999999]: Displays the box number if it
has been registered, such as with a Public User
Box or an Annotation Box.
and others
WtDcNam Document XXXXX Denotes the name of the document to be stored
name in the box.
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Tag name Tag Typical Description
description display
Res Save to box 0 Result of the process of saving data in the box.
process [0]: Normally terminated
result [65535]: Abnormally terminated
PrtProcRX Network re- - Information on the network reception process.
ception pro-
cess
Res Network re- 0 Result of the network reception process.
ception pro- [0]: Normally terminated
cess result [65535]: Abnormally terminated
ExtOutProc External out- - Information on the external output process.
put process
Res External out- 0 Result of the external output process.

put process
result

[0]: Normally terminated
[65535]: Abnormally terminated
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<Log relating to operations>

Tag name Tag descrip- Typical dis- Description
tion play

Code Operation 1281 Denotes the specific operation performed.
code [1]: Turning ON or OFF the log function

[2]: Log overflow

[3]: Deleting log .

[4]: Missing log detected

[257]: Service mode authentication (logon)

[258]: Service mode authentication (logoff)

[613]: Administrator setting authentication
(logon)

[514]: Administrator setting authentication
(logoff)

[516]: Canceling the lock state when the admin-
istrator setting authentication fails

[517]: Changing the administrator password in
the administrator setting

[785]: Changing the authentication mode setting
in the administrator setting

[804]: Canceling the lock state when the user/ac-
count authentication fails in the administrator
setting

[805]: Registering a user in the administrator set-
ting

[806]: Deleting a user in the administrator setting
[807]: Changing a user password in the adminis-
trator setting

[809]: Changing a user attribute in the adminis-
trator setting

[811]: Registering a user (automatic registration)
[812]: Setting/changing the account to which a
user belongs in the administrator setting

[813]: Temporarily suspending or resuming use
by a user in the administrator setting

[821]: Registering an account in the administrator
setting

[822]: Deleting an account in the administrator
setting

[823]: Changing an account password in the ad-
ministrator setting

[825]: Changing an account attribute in the ad-
ministrator setting

[827]: Changing an account name in the adminis-
trator setting

[828]: Temporarily suspending or resuming use
by an account in the administrator setting

[837]: Registering a box in the administrator set-
ting

[838]: Deleting a box in the administrator setting
[839]: Changing a box password in the adminis-
trator setting

[841]: Changing a box attribute in the administra-
tor setting

[856]: Changing ID & Print setting in the adminis-
trator setting

[865]: Changing the "user change permission”
setting in address settings in the administrator
setting

[869]: Preparing, changing, or deleting address
data in the administrator setting

[875]: Registering, changing, or deleting an
S/MIME certificate in the administrator setting
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Tag name Tag descrip- Typical dis- Description
tion play

Code Operation 1281 [1025]: Enhanced security setting in the adminis-
code trator setting

[1026]: Changing the password rule setting in the
administrator setting
[1028]: Changing an operation prohibited func-
tion when the authentication fails in the adminis-
trator setting
[1031]: Changing the Overwrite HDD Data setting
in the administrator setting
[1034]: Network setting change in the administra-
tor setting
[1035]: Changing the HDD encryption setting in
the administrator setting
[1036]:Changing the HDD encryption word in the
administrator setting
[1038]: Changing the release time settings in the
administrator setting
[1039]:Changing the check count for Prohibited
Functions When Authentication Error in the ad-
ministrator setting
[1281]: User authentication (logon)
[1282]: User authentication (logoff)
[1287]: Changing the user password by a user
[1291]: Setting or changing the account to which
a particular user belongs by the user
[1297]: Account authentication (logon)
[1298]: Account authentication (logoff)
[1313]: Authentication by SNMPv3 write authority
in the administrator setting (password matching
only)
[1322]: Changing the WebDAV server password
in the administrator setting
[1537]: Box authentication by user (ID/password
matching only)
[1541]: Box registration by user
[1558]: Deleting document from box by user
[1563]: Moving documents across boxes by user
[1564]: Copying documents in box by user
[1569]: Authentication of access to Secure Print
document by user (ID/password matching only)
[1574]: Deleting Secure Print document by user
[1825]: Backup, export
[1826]: Restore, import
[2561]: Turning main power switch ON
[2577]: Turning main power switch OFF
[8073]: Changing time/date in the administrator
setting (manual setting)
[3075]: Changing the system auto reset time in
the administrator setting
[3329]: Changing the S/MIME setting in the ad-
ministrator setting
[3331]: Changing the SNMPv3 Write Auth/Priv
password in the administrator setting
[3333]: Changing the SSL/TLS strength setting in
the administrator setting
[3585]: Changing the TSI reception setting in the
administrator setting
and others

Displayed if there is a logon event but not a
logoff event, such as when the machine develops
a fault after a user logged on, so that the user
was unable to log off.

Tim Time/date of 2012/4/1 12:34 | Denotes time/date when the operation is per-
operation formed.
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Tag name Tag descrip- Typical dis- Description
tion play
ResCode Result code 0 Denotes the result of operation.
[0]: Normally terminated
[257]: Authentication failed
and others
OperatCont Details of 1 Denotes the specific detail of operation.
operation [1]: Enable
[2]: Disable
and others
BoxOperat Box opera- - Denotes information on box operation.
tion informa-
tion
TrgBoxNo Box number XXXXXXXXXX Denotes the box number relative to box opera-
to be operat- tions or document operations in a box.
ed [0]: Memory RX Box
[1000020130]: Password Encrypted PDF Box
[1000020150]: ID & Print box
[1000030040]: Secure Print box
[1 to 999999999]: Displays the box number if it
has been registered, such as with a Public User
Box or an Annotation Box.
and others
MovBoxNo Move XXXXXXXXXX Denotes the number assigned to the box to
destination which the document in question is to be moved.
box number
CpyBoxNo Copy XXXXXXXXXX Denotes the number assigned to the box to
destination which the document in question is to be copied.
box number
SecretlD Secure Print XXXXX Denotes the ID used for accessing a Secure Print

ID

document
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2.15 Setting time/date in machine

2.15 Setting time/date in machine

When access to the machine by the administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables setting of the time-of-day and date. Use of the network time protocol (NTP)
server allows the current time/date to be adjusted automatically.

NOTICE

Ifthe NTP server is to be used, make sure that the NTP server is a correct one and take necessary action to
protect communications between the NTP server and the machine.

2.15.1 Setting time/date

<From the Control Panel>

v For the procedure to call the System Settings screen on the display, see steps 1 and 2 of page 2-28.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the System Settings screen on the display from the control panel.

Touch [Date/Time Settings]

Booknark
Display Keypad

Utility

Adninistrator
ettings

System Setiings

Select the item to be set. Then, touch [C] and next set the time-of-day and date.
Touching [Set Date] lets the NTP server to adjust the current time/date automatically.

Bookmark
Display Keypad

Utility
L2
Adninistrator
Settings
+
Systenm Settings
L 2

Date/Time
Settings

Hickid

Use the menu buttons or keypad o make a selection.

Administrator Settings > System Settings
173 % #Back Wlra W |4
1 posereteel st © Restrict User Access |
2 Output Settings g - Expert Adjustnent |
3 Date/Tine Settings | 8 List/Counter "
4 Daylight Saving Time | 9 Reset Settings .
5 Heekly Tiner Settings | o User Box Settings |

CEET—

Use the keypad or [Set Datel key to specify the date,
and then touch [OKI to start the time.

Administrator Settings > System Settings > Date/Time Settings

Tine Zone

Current Time 15 : 43
Year Honthly Daily

-12:00 - +13:00

NI —— | |

set Date

CEET—

= Touch [Display Keypad] to display the keypad.
= [f [Set Date] is to be used for the setting, set the time difference from the coordinated universal time

(UTC) using [Time Zone].

- [Set Date] can be used if the NTP server is registered. For more details, make settings of step 5 and

onward.

Touch [OK].
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2.15 Setting time/date in machine

2

5  Touch [Administrator Settings] »» [Network Settings] »» [Forward] »» [Detail Settings] »» [Time Adjust-

ment Setting].

Bookmark

Display Keypad

Utility
Adninistrator
ings

i
etLil

Network
Settings

Detai
Settings

il

Use the menu buttons or keypad to make a selection.

Adninistrator Settings > Network Settings > Detail Settings

1 Device Setting J e SLP Setiing J
2 Time Adjustnent Setting | 7 1PD Setting o
3 slalus Nolificalion Setiing, 8 Prefix/Suffix Setting |
4 fBE2H SN MR coveinos | 9 Error Code Display Setting |

5 PING Confirmation P

I

6 Select [ON], and make the necessary settings.

Booknark

Display Keypad

Utility

Adninistrator
Settings

Network
Settings

Detail
Settings

Tine Adjustment
Setting

Booknark

Display Keypad

Utility

Adninistrator
Setti

Network
Settings

Detail
Settings

Tine Adjustment
Setting

i did 1l

Use the keypad 1o enter the port number.

Adninistrator Settings> Detail Settings> Tine Adjustnent Setting
oN | OFF | 12 « Back] 5 »

Auto_TPue NTP Server Setting

Host fddress |

0ff

Port Number 123
Set Date ) U=E=s

EEEE—

Specify whether to automatically adjust the time.

Use the keypad 1o enter the Polling Interval.

Adninisirator Seitings> Detail Setiings> Time Adjustnent Setiing
[ | OFF | zr2| « Back| 5 »

Auto Time Adjustment Polling Interval
on [
1 - 240
Off

Eaa—

= If [Auto Time Adjustment] is set to [On], the machine connects to the NTP server at regular intervals
to thereby adjust the time-of-day and date. In this case, use [Polling Interval] to set the interval at
which the time/date adjustment is to be made (unit: hours).

7 Touch [OK].
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2.15

Setting time/date in machine

<From PageScope Web Connection>

For the procedure to access the Admin Mode, see page 2-2.

v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.
1 Start PageScope Web Connection and access the Admin Mode.
2 Click the [Maintenance] tab.
3 Click [Date/Time Setting] »» [Manual Setting] from the menu.
4 Enterthe time-of-day and date and click [OK].
& Administrator I&I ﬂ
Q Ready to Scan
ﬂl Ready to Print g
Sse‘ﬁi[:'gns Security Au(h:',::;nunr Network Box
Track
Print Setting Store Address  Fax Settings Wizard Customize
* Meter Count Manual Setting
¥ ROM Version Date
» Import/Export Year
* Status Notification Month I:l
Setting Day
* Total Counter Time
Notification Setting Hour IZ'
¥ Date/Time Setting Minute
» Manual Setting Time Zone GMT
. ;'::?n;
* Daylight Saving Time
- To correct the time-of-day, use [Time Zone] to set the time difference from the coordinated universal
time (UTC).
5  Checkthata message indicating that the setting is completed appears. Then, click [OK].
= To correct the time-of-day using the NTP server, make the following settings.
6  Click [Date/Time Setting] »» [Time Adjustment Setting] from the menu.
7  click [ON] from the pull-down menu of [Time Adjustment Setting], and make the necessary settings.

&. Administrator Logout ﬂ
P Ready o scan
G] Ready to Print g
G User
Maintenance yst Security Auth/Account Network Box
Settings
Track
Print Setting Store Address Fax Settings Wizard Customize
> Meter Count Time Adjustment Setting
* ROM Version Time Adjustment Setting
» Import/Export Auto IPV6 Retrieval
» Status Notification NTP Server Address I” Please check to enter host name.
¥ Total Counter Port No. I:l (1-65535)
Notification Setting
Auto Time Adjustment
¥ Date/Time Settin
y 9 Polling Interval I:l (1-240)
» Time Adjustment

= If [Auto Time Adjustment] is set to [ON], the machine connects to the NTP server at regular intervals
to thereby adjust the time-of-day and date. In this case, use [Polling Interval] to set the interval at
which the time/date adjustment is to be made (unit: hours).

8
9

Click [Adjust].

Check that a message indicating that the adjustment is completed appears. Then, click [OK].
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2.15 Setting time/date in machine

2.15.2 Setting daylight saving time

<From the Control Panel>

v For the procedure to call the System Settings screen on the display, see steps 1 and 2 of page 2-28.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the System Settings screen on the display from the control panel.

Touch [Daylight Saving Time] »» [Enable Settings].

Bookmark
Display Keypad

Utility

Adninistrator
etlings

Systen Settings

Select [Yes]. Then, touch [C] and enter time to be advanced as the daylight saving time.

Bookmark

Display Keypad

Utility

Adni
etLil

Systen Settings

Daylight Saving
Time

Enable Settings

ik

nistrator
ings

titihdd .

Use the menu buttons or keypad to make a selection.

ndministrator Settings > System Settings

173 x 4Back i ]
1 BRYSF 84BB'¥Scoinge | 6 Restrict User Access |
2 outpul Settings g - Expert Adjustnent )
3 Date/Tine Settings | 8 List/Counter .
4 Daylight Saving Tine | 9 Reset Settings "
5 Weekly Timer Settings | o0 User Boit Settings |

EC— -

Use the keypad 1o enter the davlight saving time.

Adninistrator Settings > Davlight Saving Time > Enable Settings
Yes | No |

1 - 150

EE—

= Touch [Display Keypad] to display the keypad.
= The current time is set forward to reflect daylight saving time.

Touch [OK].

Touch [Start/End Settings].

Select [Weekly] or [Daily]. Then, specify the start date/time and the end date/time of a period of time to
which the daylight saving time is applicable.

Booknark

Utility

Adninistrator

Settings

System Settings

Daylight Saving
Time

Start/End
Settings

Touch [OK].

Display Keypad

Lt

Specify the Start/End Date and Time using the keypad.

Adninistrator Settings > Daylight Saving Time > Start/End Settings

Specify Method Start Date/Time

Honthly Weekly | day
nay |

Heekly
Hour Minute

End DatesTime

Daily
Honthly Weekly
Hour Minute
Ea—
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2.15  Setting time/date in machine

<From PageScope Web Connection>

v

H WO DN =

5
6

For the procedure to access the Admin Mode, see page 2-2.
Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-

lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.

Click the [Maintenance] tab.

Click [Daylight Saving Time] from the menu.

Select [ON] from the pull-down menu of [Daylight Saving Time], and enter time to be advanced as the
daylight saving time.
From the [Specify Method] pull-down menu, select [Weekly] or [Daily] and specify the start date/time

and the end date/time of a period of time to which the daylight saving time is applicable.

Click [OK].

Check that a message indicating that the adjustment is completed appears. Then, click [OK].

& Administrator Logout ﬂ
&8 Readyto Scan
ﬂl Ready to Print g
S User
Maintenance vsr Security Auth/Account Network Box
Settings
Track
Print Setting Store Address Fax Settings Wizard Customize
* Meter Count Daylight Saving Time
* ROM Version Daylight Saving Time ON v
* Import/Export Minute (1-150)
» Status Notification Specify Method Weekly ¥
Setting
» Total Counter Start Date/Time
Notification Setting Month I:l
» Date/Time Setting Day ]
* Daylight Saving Time Weekly 1st Week %
*: Timer Setting Day sun ¥
* Network Error Code Hour I:l
Display Setting Minute I:l
F: Reset
* License Settings End Date/Time
Month I:l
* Edit Font/Macro I:l
Day
¥ Job Log
weekly
oy
Hour ]
Minute l:l
=
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2.16

SSL Setting Function

2.16

2.16.1

SSL Setting Function

When access to the machine by the administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables the setting of encryption of image data transmitted and received between

the PC and the machine.

Device Certificate Setting

v

W N = X

4

For the procedure to access the Admin Mode, see page 2-2.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-

lutely necessary to leave the machine, be sure first to log off from the Admin Mode.
The key length set for the public key of the server generated in SSL certificate setting is 1024 bits.

Start PageScope Web Connection and access the Admin Mode.

Click the [Security] tab.

Click [New Registration].

& Adrrinistrator Iﬂl ﬂ
&8P Reacy o Soan
0] Ready to Print g
User
Maintenance  System Settings Security Auth/Account Network Box
Track
Print Setting Store Address Wizard Customize
¥ PKI Settings Device Certificate List
» Device Certificate Setting
* SSL Settin idi
g Default |Issuer Subject \P’:LII?’I;}‘ Detail |Setting
* Protocol Setting
* External Certificate
Setting
-DK -Can:el
* Certificate Verification
Select [Create and install a self-signed Certificate] and click [OK].
& Administrator Logout ﬂ
[ -
0] Readyto Print g
User
Maintenance  System Settings Security Auth/Account Network Box
Track
Print Setting Store Address Wizard Customize

¥ PKI Settings Create Device Certificate
* Device Certificate Setting @ Create and install a self-signed Cerificate

» SSL Setting " Request a Certificate

) T Import Certificate
* Protocol Setting

* External Certificate
Setting
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216  SSL Setting Function 2

5  Make the necessary settings.

& Adrinistrator Logout ﬂ
&8P Reacy o Soan
0] Ready to Print g

User
Maintenance  System Settings Security Auth/Account Network Box
Track
Print Setting Store Address Wizard Customize
¥ PKI Settings Create and install a self-signed Certificate.
* Device Certificate Setting Cornmon Mame SoTm

* Protocol Setting rganizational Lni
Localty I
* External Certificate
Setting State/Prmincs I
* Certificate Verification Country I:l
Settings }
Adnin. E-mail Avirese ]
# Address Reference Setting
* Restrict User Access walidity Start Date D012/01725 1937
* Auto Logout alidity Period I:l[)ay(sm.aasn)
* TX Operation Log Setting
Encryption Key Type RSA-1024_MD5

Cancel

- If data entered for each item does not meet the requirements, a message appears that tells that the
data entered is wrong.

6 Click [OK].
The certificate can now be registered.
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2.16

SSL Setting Function

2.16.2

SSL Setting

v For call the PKI Settings screen on the display, see steps 1 and 2 of page 2-84.
v/ Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-

lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

NOTICE

When making the SSL Setting, be sure to make sure in advance that the device certificate has been registered
in the machine. For the procedure to register the device certificate, see page 2-84.

1 Start PageScope Web Connection and call the PKI Settings screen on the display.

2 Click [SSL Setting] from the menu.

3 Set "Mode using SSL/TLS" and "Encryption Strength" and click [OK].

& Administrator Logout ﬂ
&P Reacy to5can
0] Ready to Print g

User
Maintenance System Settings Security Auth/Account Network Box
Track
Print Setting Store Address Fax Settings Wizard Customize

¥ PKI Settings SSL Setting
¥ Device Certificate Setting Mode using SSL/TLS Admin. Mode and User Mode ~

» SSL Setting Encryption Strength AES-256, 3DES-168, RCA-128 ~
» Protocol Setting SSLITLS Version Setting

 s5L3

TS0

7 TLS.1

7 TLS.2

* External Certificate Setting

¥ Certificate Verification
Settings

» Address Reference Setting

» Restrict User Access

» Auto Logout

= Select "Admin. Mode and User Mode" for "Mode using SSL/TLS."

= For encryption strength, select the strong "AES-256, 3DES-168."

-> The Enhanced Security Mode is canceled, if setting containing strength lower than AES/3DES is se-

lected when the Enhanced Security Mode is [ON].
-> Cancel the selection of "SSLv3" of SSL/TLS Version Setting.

Click [OK].
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2.16

SSL Setting Function

2.16.3

Removing a Certificate

For call the PKI Settings screen on the display, see steps 1 and 2 of page 2-84.
Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-

v
4

W N = N

4

lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

In the Enhanced Security Mode, no certificates can be removed.

Start PageScope Web Connection and call the PKI Settings screen on the display.

Click [Setting].

Select [Remove a Certificate] and click [OK].

Click [OK].

& Administrator

¥ Reagy to Scan
Gl Ready to Print

ST User
Maintenance vs_ Security Auth/Account
Settings
Track
Print Setting Store Address Fax Settings Wizard

Network

Cumomee

¥ PKI Settings Create Device Certificate

* Device Certificate & Remove a Certificate

Setting " Export Certificate

* SSL Setting
" Protocol Setting

Logout ﬂ
2

Box

" External Certificate

Cancel

Serting
& Administrator Logout _?J
&2 Ready 1o Scan
ﬂl Ready to Print ﬂ
S User
Maintenance yst Security Auth/Account Network Box
Settings
Track
Print Setting Store Address Fax Settings Wizard Customize

¥ PKI Settings

Remove a Certificate

® Device Certificate Issuer ey =
Setting Subject  — - -
» SSL Setting Validity Period e

* Protocol Setting

Are you sure you want to remove the certificate?

* External Certi

setting

F rartificate Varificatinn

Cancel

5  Click [OK] and restart the machine.
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S/MIME Communication Setting Function 2

217

2.17.1

S/MIME Communication Setting Function

When access to the machine by the administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables the setting of encryption of text of e-mail transmitted and received between
the PC and the machine.

NOTICE
To send S/MIME communications, it becomes necessary to register the certificate at the destination. Set
1024 bits or more for the key length of the RSA public key for the certificate of each destination.

Do not use any invalid certificate, as an increased risk results of data to be protected being tampered with or
leaked.

The Enhanced Security Mode is canceled, if [Automatically Obtain Certificates] is set to [Yes] when the En-
hanced Security Mode is [ON].

Setting the S/MIME Communication

<From the Control Panel>

v For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Administrator Settings on the display from the control panel.
Touch [Network Settings].

Touch [E-Mail Settings].

Use the menu buttons or keypad to make a selection.

Bookmark
Administrator Settings > Network Settings

Dlsplavghespad w3 % “Back | 5%Fa »n
Utility 1 TCP/IP Settings J s LDAP Settings .
L2 i 7 7
2 NetMare Settings | 7 E-Mail Settings
Adninistrator
Settings
3 3 HTTP Server Settings | @ SHHP Settings .
Network
LI 4 FTP Settings J o fppleTalk Settings |
5 SHB Settings J o Bonjour Setting .

Close )

Touch [S/MIME Communication Settings].

Use the menu buttons or keypad to make a selection.

Booknark
Display Keypad

Utility 1 E-Mail TX (SMTP)
2 E-Mail R¥ (POP)

Adninistrator Settings> Network Settings> E-Mail Settings

Adninistrator
etlings

i

Network
Settings

=

84MIME_Communication

il
Settings

o
3
£«

04/22/2013  02:00 Close )
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217  S/MIME Communication Setting Function 2

Select [ON] and [E-Mail Text Encryption Method].

Specify the S/MIME communication settings.

Bookmark
ndninistrator Settings > E-Hail Settings > S/HIME Communication Settings
Display Keypad
on | OFF |
Utility
Y Digital Signature | EntpdbelSitetnon )
Adninistrator
Settings
3 Print S/HIME Infornation | 84BIRC4ER  caves )
Network
Settings —
o BerEirigepe goriticanion | Digital Signature Tyre |
E-Hail
Settings
+
S/MIME Comn.

= To Select [ON], the administrator’s e-mail address specified in the device registration needs to cor-
respond with the e-mail address specified at the time of certification creation.

Select encryption method and touch [OK].

Specify the encryption method for e-mail text.

Bookmark

Admin. Settings > S/MIME Comm. Settings > E-Mail Text Encryption Method

Display Keypad

Utility RC2-40 | RC2-64 |
fdninistrator RC2-128 | DES |
ettings
3DES | AFS-128 )
E-Mail
setiings
AES192 J AES-256 )

S/HIME Comn.
Settings

E-Hail Text

=> For encryption method, select the strong [3DES], [AES-128], [AES-192], or [AES-256]. If the mail
software being used does not support AES, encrypted mail messages may be received, but they
cannot be decrypted. Use AES-compliant mail software or select the encryption method that is the
strongest of all compliant with the currently used mail software.

= Each encryption method represents the following.

.

Name Encryption Algorithm Encryption Key Length
[BDES] 3 key triple DES 168 bits
[AES-128] AES 128 bits
[AES-192] AES 192 bits
[AES-256] AES 256 bits

= The Enhanced Security Mode is canceled, if the setting is changed to "RC2" or "DES" when the En-
hanced Security Mode is [ON].

Touch [OK].
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2.17 S/MIME Communication Setting Function

<From PageScope Web Connection>

v
4

A WODN =

For the procedure to access the Admin Mode, see page 2-2.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.
Click the [Network] tab.
Click [E-mail Setting] »» [S/MIME] from the menu.

Make the necessary settings.

& Administrator

@ Ready to Scan
ﬁ] Ready to Print
S User
Maintenance vsr Security Auth/Account
Settings
Track

Print Setting Store Address Fax Settings

TCP/IP Setting

E-mail RX (POP)

E-mail TX (SMTP)

LDAP Setting
IPP Setting

FTP Setting

SNMP Setting

SMEB Setting

DPWS Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting

WebDAV Settings

AnanAPI Sattina

Wizard

S/MIME
S/MIME Comm.Setting

(To select ON, the administrator's e-mail address specified in the device

registration

needs to correspond with the e-mail address specified at the time of certification

creation.)

Digital Signature

Digital Signature Type

E-Mail Text Encrypt. Method
Automatically Obtain Certificates
Print 5/MIME information

Certificate Verification Level
Settings

Validity Period
Key Usage
Chain

Expiration Date Confirmation

Logout ﬂ

2

Box

Customize

ON v

Select when sending v
SHA-1 b

3DES b

OFF

OFF »

Confirm ~
Do Not Confirm ¥
Do Not Confirm ¥

Do Not Confirm %

Cancel

= For encryption method, select the strong [3DES], [AES-128], [AES-192], or [AES-256]. If the mail
software being used does not support AES, encrypted mail messages may be received, but they
cannot be decrypted. Use AES-compliant mail software or select the encryption method that is the
strongest of all compliant with the currently used mail software.

=> Each encryption method represents the following.

Name Encryption Algorithm Encryption Key Length
[BDES] 3 key triple DES 168 bits
[AES-128] AES 128 bits
[AES-192] AES 192 bits
[AES-256] AES 256 bits

= The Enhanced Security Mode is canceled, if the setting is changed to "RC2" or "DES" when the En-
hanced Security Mode is [ON].

5  Click [OK].
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2.17 S/MIME Communication Setting Function

2.17.2 Registering the certificate

v/ For the procedure to access the Admin Mode, see page 2-2.
v/ Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-

lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start PageScope Web Connection
2 Click the [Store Address] tab.

3 Click [New Registration].

and access the Admin Mode.

» Address Book

* Group

* Program

* Temporary One-Touch
* Subject

* Text

» Prefix/Suffix

& Administrator

&2 Ready 1o Scan
ﬂl Ready to Print &

User
Maintenance Svs_[em Security Auth/Account Network Box
Settings
Track
Print Setting [0 .GLISS0 Fax Settings Wizard

Logout _?J

R

The other party who wants to transmit data can be registered.

New Registration

Address Book List

Search by number.

No. Function Name S/MIME Edit Delete

Search from Index

2 |E-mail test ‘Edi(” Delete |

= To change the details of a previously registered destination, click [Edit].

4 Select [E-mail] and click [OK].

System

» Address Book

* Group

* Program

* Temporary One-Touch
" Subject

F Text

* Prefix /Suffix

& Administrator

&8 Ready 1o 5can
m Ready to Print [+

Maintenance - Security Auth/Account Network Box
Settings
Track
Print Setring | = LU0 Fax Sertings Wizard Customize

Logout ﬂ

User

New Registration
& E-mail
C FTP
 sMmB
" WebDAV
" User Box
 Fax

Cancel
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2.17 S/MIME Communication Setting Function

2

5 Click to select the [Registration of Certification Information] check box, and through [Browse], set the
certificate information. If certificate information is to be deleted, select [Deletion of Certification Infor-

mation].

& Administrator Logout
P Ready to Scan
G] Ready to Print

S User

Maintenance v Security Auth/Account Network Box
Settings
Track
Print Setting [0 - CGLITSSS Fax Settings Wizard

» Address Book

* Group

* Program

* Temporary One-Touch
* Subject

* Text

* Prefix/Suffix

Address Book (E-mail)

No.

@ Use opening number

¢ Direct Input I:l

Neme I
Index

Specify a keyword for address search and display by registered name.

eic ~
™ Main
Destination Information
E-mail Address I

¥ Registration of Certification Information

@ Registration of Certification Information

|C:\Documents and Settings\143][ Browse... |

¢ Deletion of Certification Information

Limiting Access to Destinations

Cumtomee

2l

2l

Cancel

= Set 1024 bits or more for the key length of the RSA public key for the certificate of each destination.

6 Make the necessary settings.

= A number that already exists cannot be redundantly registered.
= If Name and E-mail Address have not been registered, a message appears that tells that Name and

E-mail Address are yet to be entered. Enter the correct Name and E-mail Address.

7 Click [OK].
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2.18 SNMP Setting Function 2
2.18 SNMP Setting Function
When access to the machine by the administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables changing of the SNMP v3 Write User Password (auth-password, priv-pass-
word) required for accessing the MIB object over the network using the SNMP from the PC. In PageScope
Web Connection, import/export of the Device Setting is enabled, allowing the setting for Security Level of
SNMP v3 Setting to be saved or the saved backup data to be restored.
The auth-password and priv-password are controlled based on passwords that meet the Password Rules
and the password entered is displayed as "*" or "e."
NOTICE
Operate the machine with the SNMP function disabled. If it is unavoidable to use the SNMP function, make
sure of utmost security during its use and be sure to disable it after use.
2.18.1 Changing the auth-password and priv-password

<From the Control Panel>

v’ For the procedure to call the Administrator Settings on the display, see page 2-2.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Administrator Settings on the display from the control panel.

Touch [Network Settings].

Use the menu buttons or keypad to make a selection.

Bookmark
Adninistrator Settings
Display Keypad 172 x 4Back uara M|
Utility 1 Systen Setiings J s Copier Setiings "
¥
2 fdministracors g - Printer Settings o
Adninistrator
Settings
3 REsilgvsbqdrer Bex ) 8 Fax setiings "
4 REREURECTRIEACom 1o ‘J 9 Systen Connection ‘J
5 Nelwork Settings J o Security Seitings |
m

Touch [SNMP Settings].

Use the menu buttons or keypad o make a selection.

Bookmark
AdNiniSIFator Settings > Network Settings
Display Keypad 173 % #Back Wlra W |4
T 1 TCP/IP Seftings | 6 LDAP Settings ol
4 : . 7
2 Nethare Seitings | 7 E-Hail Settings .
Administrator
Setiings
r 3 HTTP Server Seitings | s SHHP Settings ol
Hetwork
efiblies 4 FTP Settings J 9 fppleTalk Settings |
5 SHB Settings J o Bonjour Setting |
CEEC—
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2.18 SNMP Setting Function 2

Touch [Forward] and, on screen "2/3", touch [SNMP v3 Settings].

Select whether or not SHMP is used.

Bookmark
Adninistrator SeLtings > Network Settings > SNMP Setting
Display Keypad
[ | OFF | 278 wpack | g »
Utility UDP Port. Number

SHHP v1/y2c Settings
SHHP v3 Settings P
161

1 - 65535

Adninistrator
etlings

Network
Settings

SNHP Setting

thanchd

Touch [Forward] and call screen "4/5" of SNMPv3/Write Settings.

To specify the context name, touch [Context Hamel.

Administrator Settings > SNMP Setting > SNMP u3 Setting
175 “Back wara M

Booknark

Display Keypad

Utility Context Name Settings

Adninistrator
ettings

Context Name y

Network
Settings

SNMP Setting

SNMP v3 Setting

i,

Select [auth-password] or [auth-password/priv-password] of Security Level and touch [Password Set-
ting].

Specify SNMPu3/write setting. Password must be set
to do Security Level setting.

Bookmark

Administrator Settings > SNMP Setting > SHMP v3 Setting
4 /5 “Back WSra M

Display Keypad

Utility Write User Nane Settings Security Level
Adninistrator Lid )
SATALS Write User Name

auth-password J

Network
Settings
auth-password/ priv-passyord J

SNHP Setting

Password Setting P
SHHP v3 Setting )

i

= The Enhanced Security Mode is canceled, if [Security Level] is set to [OFF] when the Enhanced Se-
curity Mode is [ON].

Touch [Write auth].

Specify Password Settings of v3 Settings. Select a parameter.

Booknark

Administrator Settings > SNMP ¥3 Setting > Password Setting
Display Keypad
Password Setting
Utility
Read auth J

il

i

Adninistrator
Setiings

Read priv P oororcRok

SNHP Setting Write auth i

SNMP w3 Setting Write priv

Password Setting

waCliceaw)
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2.18 SNMP Setting Function

2

= When a screen appears that prompts you to enter the current password, enter the MAC Address
that is set in the machine. To check the MAC Address, from [Network Settings] of step 2, select [For-
ward] »» [Detail Settings] »» [Device Setting].

= The entry of a wrong SNMP password (auth-password, priv-password) is counted as unauthorized
access, if the Enhanced Security Mode is set to [ON]. If a wrong SNMP password (auth-password,
priv-password) is entered a predetermined number of times (once to three times) or more set by the
administrator of the machine, the machine is set into an access lock state, rejecting any more logon

attempts.

To cancel the access lock state, perform the Release Setting by the administrator of the machine.

8 Enter the new auth-password from the keyboard.

Use the keyboard 1o enter the new write auth-password.
Press the IC1 key to erase your entry.

wm - |-
&l 2 G
i izl sl ) Y ) Y el Y Y ol Y el il el
o) v e v v v) w) i) o) k) ] 1)
il ) i Y sl Y s Y ol Yl Yl il
2] x) o) v o) ) n) )] ]
Shift
02/05/2014  23:53 SBAERee ) Cancel )

= Touch [C] to clear all characters.

= Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

9  Touch [OK].

= [f the entered auth-password does not meet the Password Rules, a message that tells that the en-
tered auth-password cannot be used appears. Enter the correct auth-password. For details of the
Password Rules, see page 1-11.

10 1o prevent entry of a wrong password, enter the auth-password again.

02/05/2014  23:53 SBAER° ) Cancel )

= Touch [C] to clear all characters.

= Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

11 Touch [OK].

= Go to step 12 if [auth-password/priv-password] is selected in step 6.

= [f the entered auth-password does not match, a message that tells that the auth-password does not
match appears. Enter the correct auth-password.
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2.18  SNMP Setting Function 2

12 Touch [Write priv].

Specify Password Settings of v3 Settings. Select a parameter.

Bookmark
Adninistrator Settings > SNMP v3 Setiing > Password Setting
Display Keypad
Password Setting

Utility
Read auth "
Adninistrator
SHHP Setting Write auth "

= When a screen appears that prompts you to enter the current password, enter the MAC Address
that is set in the machine. To check the MAC Address, from [Network Settings] of step 2, select [For-
ward] »» [Detail Settings] »» [Device Setting].

= The entry of a wrong SNMP password (auth-password, priv-password) is counted as unauthorized
access, if the Enhanced Security Mode is set to [ON]. If a wrong SNMP password (auth-password,
priv-password) is entered a predetermined number of times (once to three times) or more set by the
administrator of the machine, the machine is set into an access lock state, rejecting any more logon
attempts.
To cancel the access lock state, perform the Release Setting by the administrator of the machine.

|

LAtk

13 Enter the new priv-password from the keyboard.

Use the kevboard to enter the new write priv-password.
Press the IC1 key 1o erase your entry.

Administrator Settings > Password Settings > Enter Write Priv-Password

02/05/2014  23:53 FBABRee ) cancel )

= Touch [C] to clear all characters.

= Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

14 Touch [OK].

=> If the entered priv-password does not meet the Password Rules, a message that tells that the en-
tered priv-password cannot be used appears. Enter the correct priv-password. For details of the
Password Rules, see page 1-11.
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15 1o prevent entry of a wrong password, enter the priv-password again.

Ta cCONFirm entry, enter the neu urite
Priv_password again Using The keuboard.
To erase ¥our entry, Press the [C1 key.

Adninistrator Settings > Password Settings > Enter Write Priv-Password
p——

02/05/2016  23:53 SBAEN ) cancel )

- Touch [C] to clear all characters.

- Touch [Delete] to delete the last character entered.
- Touch [Shift] to show the upper case/symbol screen.
=> Touch [Cancel] to go back to the previous screen.

16 Touch [OK].

= If the entered priv-password does not match, a message that tells that the priv-password does not
match appears. Enter the correct priv-password.

17 Touch [Close] and [OK].
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2.18  SNMP Setting Function

<From PageScope Web Connection>

v/ For the procedure to access the Admin Mode, see page 2-2.
v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.
1 Start PageScope Web Connection and access the Admin Mode.
2 Click the [Network] tab.
3 Click [SNMP Setting] from the menu.
4 Enterthe auth-password and priv-password in the boxes marked by the rectangle, that is, the Write
side SNMP v3 Setting.
NetWare Setting
SNMP v3 Setting
S (R Sy ¥ Discovery User Name
RS Read User Name
OpenAP1 Setting Security Level auth-password /priv-password v
TCP Socket Setting ™ Password is changed. (Password is currently set.)
IEEEBOZ._D( _ _ auth-password I:l
Authentication Setting I Password is changed. (Password is currently set.)
TR priv-password 1
Bluetooth Serting Security Level auth-password /priv-password %
IWS Settings auth-password
Internet ISW Settings I Password is changed. (Password is currently set.)
Current Password I:l
Remote Panel Settings
New Password I
Retype NewPassword [ ]
priv-password
™ Password is changed. (Password is currently set.)
Current Password I:l
New Password 1
Retype New Password
Encryption Algorithm DES v
Authentication Method MD5 %

- For the current password, enter the MAC Address that is set in the machine. To check the MAC Ad-
dress, see step 7 of page 2-93.

-> The entry of a wrong SNMP password (auth-password, priv-password) is counted as unauthorized
access, if the Enhanced Security Mode is set to [ON]. If a wrong SNMP password (auth-password,
priv-password) is entered a predetermined number of times (once to three times) or more set by the
administrator of the machine, the machine is set into an access lock state, rejecting any more logon
attempts. To cancel the access lock state, perform the Release Setting by the administrator of the
machine.

5  Click [OK].

= If the entered auth-password or priv-password does not meet the Password Rules, a message that
tells that the entered auth-password or priv-password cannot be used appears. Enter the correct
auth-password or priv-password. For details of the Password Rules, see page 1-11.

= If the entered auth-password or priv-password does not match, a message that tells that the auth-
password or priv-password does not match appears.

bizhub 554e/454e/364e/284e/224e 2-98
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SNMP Setting Function 2

2.18.2

2.18.3

2.18.4

SNMP access authentication function

If the settings of the Administrator mode are to be changed using SNMP from the PC, the user attempting to
gain access is authenticated to be the administrator of the machine by using the Write User Name and SNMP
Password (auth-password, priv-password) of the SNMP v3 Write settings made in this machine.

Operation of the network setting function and the SNMP password change function of the security control
functions that can be used over the network using SNMP is granted to the Administrator who is identified by
a matching SNMP password for the Write User Name.

The entry of a wrong SNMP password (auth-password, priv-password) is counted as unauthorized access,
if the Enhanced Security Mode is set to [ON]. If a wrong SNMP password (auth-password, priv-password) is
entered a predetermined number of times (once to three times) or more set by the administrator of the ma-
chine, the machine is set into an access lock state, rejecting any more logon attempts.

To cancel the access lock state, perform the Release Setting by the administrator of the machine.

Reference

° If [auth-password] has been selected for Security Level, hashing is used for the authentication informa-
tion (auth-password) to be transmitted. The machine allows you to select either HMAC-MD5 or HMAC-
SHA1 for hashing.

° If [auth-password/priv-password] has been selected for Security Level, the authentication information
(auth-password/priv-password) and data (object ID that specifies the object to be changed, value to be
set, etc.) to be transmitted are used for hashing and encryption. Set [AES-128] for Encryption Algorithm
and [SHA-1] for Authentication Algorithm.

° For accessing the MIB, use the MIB browser corresponding to the above encryption algorithm.

SNMP v3 setting function

The Administrator who has been authenticated through SNMP access authentication from the PC is allowed
to operate the SNMP password change function.

The entry of a wrong SNMP password (auth-password, priv-password) is counted as unauthorized access,
if the Enhanced Security Mode is set to [ON]. If a wrong SNMP password (auth-password, priv-password) is
entered a predetermined number of times (once to three times) or more set by the administrator of the ma-
chine, the machine is set into an access lock state, rejecting any more logon attempts. To cancel the access
lock state, perform the Release Setting by the administrator of the machine.

For the auth-password and priv-password, enter the password that meet the Password Rules. For details of
the Password Rules, see page 1-11.

To change the setting, specify the corresponding object ID. See the table below for the setting items.

Setting Item Object ID

Write User Name | 1.3.6.1.4.1.18334.1.1.2.1.5.6.4.2.1.2.2
auth-password 1.3.6.1.4.1.18334.1.1.2.1.5.6.4.2.1.3.2
priv-password 1.3.6.1.4.1.18334.1.1.2.1.5.6.4.2.1.4.2
Security Level 1.3.6.1.4.1.18334.1.1.2.1.5.6.4.2.1.5.2

SNMP network setting function

The Administrator who has been authenticated through SNMP access authentication from the PC is allowed
to operate the network setting function. To change the setting, specify the corresponding object ID. See the
table below for the setting items.

Setting Item Object ID

IP address setting IP Address 1.3.6.1.4.1.18334.1.1.2.1.5.7.1.1.1.31
BOQOT Protocol use setting 1.3.6.1.4.1.18334.1.1.2.1.5.7.1.1.1.6.1
BOOQT Protocol Type 1.3.6.1.4.1.18334.1.1.2.1.5.7.1.1.1.7.1

DNS server address setting 1.3.6.1.4.1.18334.1.1.2.1.5.7.1.2.1.3.1.1

SMTP server address setting 1.3.6.1.4.1.18334.1.1.2.1.5.7.13.1.1.31

AppleTalk Printer Name Setting 1.3.6.1.4.1.18334.1.1.2.1.5.9.2.1.3.1.1
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2,19  WebDAV Function

When access to the machine by the Administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables setting of the WebDAV Server Password. The Administrator of the machine
can gain access to the WebDAV Server over the network by using the WebDAV Server Password. WebDAV
Server Password is controlled based on passwords that meets the Password Rules and the password en-
tered is displayed as "*" or "@."

Setting the WebDAV Server Password

<From the Control Panel>

v For the procedure to call the Network Settings screen on the display, see steps 1 and 2 of page 2-93.

v/ Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

v Unauthorized access could result if the WebDAV Server Password required for accessing the WebDAV
Server is incorrectly set. The Administrator of the machine should therefore make sure to set the appro-
priate password and control its operation so that the password is not leaked.

v The entry of a wrong WebDAYV Server password is counted as unauthorized access, if the Enhanced
Security Mode is set to [ON]. If a wrong WebDAV Server password is entered a predetermined number
of times (twice, four times, or six times) or more set by the Administrator of the machine, the machine
is set into an access lock state, rejecting any more logon attempts. To cancel the access lock state,
perform the Release Setting by the Administrator of the machine.

Call the Network Settings screen on the display from the control panel.

Touch [Forward] and touch [WebDAYV Settings].

Use the menu buttons or keypad to make a selection.
Bookmark
Adninistrator Settings > Network Settings
Display Keypad 23 x 4Back uara "
Utility 1 TCP Socket Settings
2 Network Fax Settings

3 WebDAY Settings
Network

settings 4 DPHS Settings ] ¢ Detail Settings J

Adninistrator
Settings

Lithd

5 _ Distributed Scan Settings | o AEERERZ: Meaon sevuings )

04/22/2013  D4:34 Close )

Touch [WebDAV Server Settings].

Use the menu buttons or keypad to make a selection.

Booknark
Administrator Settings > Network Setlings > WebDAV Settings
Display Keypad

T 1 WebDnv Client Setlings
2 WebDAY Server Settings

Proxy setting for
3 Renote: Accass

Adninistrator
Settings

Network
Settings

i

WebDAY Settings

04/22/2013  04:34 Close )
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4 Select [ON] and touch [Password Setting].

®Touch [Initial Passwordl to initialize the password.

Bookmark
Adninistrator Settings > WebDAY Settings > WebDAV Server Setlinds

Display Keypad
[ | OFF |

Utility SSL Setting Password Setting
¥
Adninistrator Password Setting |
Settings
+
Network SSL Oonly Initial Password
Settings
¥
WebDAY Settings
+
WebDAY Server
Settings 04722/2013  D4:34 0K )

5 Enter the new WebDAV Server Password from the keyboard.
To prevent entry of a wrong password, enter the password again in [Password Confirmation].

Please use the keyboard to enter a new password.
For confirmation the password must be entered twice.
Press the IC1 key to clear your entry.

fAdninistrator Settings > WebDAV Server Settings > Password Setting

= Touch [C] to clear all characters.

= Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

6 Touch [OK].

= If the entered WebDAV Server Password does not meet the Password Rules, a message that tells
that the entered WebDAV Server Password cannot be used appears. Enter the correct WebDAV
Server Password. For details of the Password Rules, see page 1-11.

= If the entered WebDAV Server Password does not match, a message that tells that the WebDAV
Server Password does not match appears. Enter the correct WebDAV Server Password.
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<From PageScope Web Connection>

v/ For the procedure to access the Admin Mode, see page 2-2.
v Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-

lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

1 Start PageScope Web Connection and access the Admin Mode.
2 Click the [Network] tab.
3 Click [WebDAV Settings] »» [WebDAV Server Settings] from the menu.
4 Click the pull-down menu of WebDAV Settings and select [ON].
5  Click the [Password is changed] check box and enter the WebDAV Server Password.
B Administrator [ togme ][
@ Ready to Scan
ﬁ] Ready to Print g
Maintenance  System Settings Security Aum;IAs:;mml Box
rack
Print Setting Store Address Fax Settings Wizard Customize
TCP/IP Setting WebDAV Server Settings
E-mail Setting WebDAV Settings ON ~
LDAP Setting SSL Setting SSL Only -
1PP Sotting Access Rights Settings
I~ Password is changed. (Password is currently set )
AR E=rig e Password  —
ShMigSeting Retype New Password 1
SMB sertng [l Passwad ]
DPWS Settings
Bonjour Setting
NetWare Setting
AppleTalk Setting
Network Fax Setting
‘WebDAV Client Settings
Proxy Setting for Remote
Access
6 Click [OK].

- If the entered WebDAV Server Password does not meet the Password Rules, a message that tells
that the entered WebDAV Server Password cannot be used appears. Enter the correct WebDAV
Server Password. For details of the Password Rules, see page 1-11.

= If the entered WebDAV Server Password does not match, a message that tells that the WebDAV

Server Password does not match appears. Enter the correct WebDAV Server Password.

7 Check the message that tells that the setting has been completed. Then, click [OK].
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2.20 TCP/IP Setting Function
When access to the machine by the administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables setting of the IP Address and registration of the DNS Server.
2.20.1 Setting the IP Address

<From the Control Panel>

4
4

For the procedure to call the Network Settings screen on the display, see steps 1 and 2 of page 2-93.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Network Settings screen on the display from the control panel.
Touch [TCP/IP Settings].

Touch [IPv4 Settings].

Touch [Manual Input].

Select [IP Address] and set the IP Address.

= If [Auto Input] is selected for IP Application Method in step 4, select the means of acquiring the IP
Address automatically from among DHCP Settings, BOOTP Settings, ARP/PING Settings, AUTO IP
Settings, and the like.

Touch [OK].

Touch [OK].

= [If a message appears that prompts you to turn OFF and ON the main power switch, turn OFF and
ON the main power switch. When the main power switch is turned off, then on again, wait at least
10 seconds to turn it on after turning it off. If there is no wait period between turning the main power
switch off, then on again, the machine may not function properly.

<From PageScope Web Connection>

4
4

For the procedure to access the Admin Mode, see page 2-2.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.

Click the [Network] tab.

Click [TCP/IP Setting] »» [TCP/IP Setting] from the menu.

Select [Manual Setting] from the IP Address Setting Method pull-down menu.

Enter the IP Address in the "IP Address" box.

= If [Auto Setting] is selected from the IP Address Setting Method pull-down menu in step 4, select
the means with which to acquire the IP Address automatically, including DHCP, BootP, ARP/PING,
and Auto IP setting, and click the check box.

Click [OK].
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2.20.2 Registering the DNS Server

<From the Control Panel>

4
4

For the procedure to call the TCP/IP settings screen on the display, see steps 1 and 2 of page 2-103.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the TCP/IP Settings screen on the display from the control panel.

Make the necessary settings for the DNS Server.

=> If [Enable] is selected from the DNS Server Auto Obtain and DNS Domain Name Auto Retrieval, the
DNS Server Address and DNS Domain Name are automatically acquired.

Touch [OK].

= If a message appears that prompts you to turn OFF and ON the main power switch, turn OFF and
ON the main power switch. When the main power switch is turned off, then on again, wait at least
10 seconds to turn it on after turning it off. If there is no wait period between turning the main power
switch off, then on again, the machine may not function properly.

<From PageScope Web Connection>

v

v

For the procedure to access the TCP/IP Setting screen on the display, see steps 1 through 3 of
page 2-103.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start the PageScope Web Connection and call the TCP/IP Setting screen on the display.

Enter the address in the DNS Server box.

= [f [Enable] is selected from the DNS Server Auto Obtain and DNS Domain Auto Obtain pull-down
menus, the DNS Server Address and DNS Domain Name are automatically acquired.

Make the necessary settings.

Click [OK].
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2.21 AppleTalk Setting Function

When access to the machine by the administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables making of the AppleTalk Settings.

Making the AppleTalk Setting

<From the Control Panel>

v/ For the procedure to call the Network Settings screen on the display, see steps 1 and 2 of page 2-93.

v Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Network Settings screen on the display from the control panel.
Touch [AppleTalk Settings].
Make the necessary settings.

Touch [OK].

= [If a message appears that prompts you to turn OFF and ON the main power switch, turn OFF and
ON the main power switch. When the main power switch is turned off, then on again, wait at least
10 seconds to turn it on after turning it off. If there is no wait period between turning the main power
switch off, then on again, the machine may not function properly.

<From PageScope Web Connection>

v/ For the procedure to access the Admin Mode, see page 2-2.

v’ Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.
Click the [Network] tab.

Click [AppleTalk Setting] from the menu.

Make the necessary settings.

Click [OK].
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2.22 E-Mail Setting Function

When access to the machine by the administrator of the machine through the Administrator Settings is au-
thenticated, the machine enables setting of the SMTP Server (E-Mail Server).

Setting the SMTP Server (E-Mail Server)

<From the Control Panel>

v
4

o 00~ WODN =

For the procedure to call the Network Settings screen on the display, see steps 1 and 2 of page 2-93.

Do not leave the machine with the setting screen of Administrator Settings left shown on the display. If
it is absolutely necessary to leave the machine, be sure first to log off from the Administrator Settings.

Call the Network Settings screen on the display from the control panel.
Touch [E-Mail Settings].

Touch [E-Mail TX (SMTP)].

Make the necessary settings.

Touch [OK].

Touch [Close].

= If a message appears that prompts you to turn OFF and ON the main power switch, turn OFF and
ON the main power switch. When the main power switch is turned off, then on again, wait at least
10 seconds to turn it on after turning it off. If there is no wait period between turning the main power
switch off, then on again, the machine may not function properly.

<From PageScope Web Connection>

4
4

a » ODN =

For the procedure to access the Admin Mode, see page 2-2.

Do not leave the machine with the Admin Mode setting screen left shown on the display. If it is abso-
lutely necessary to leave the machine, be sure first to log off from the Admin Mode.

Start PageScope Web Connection and access the Admin Mode.
Click the [Network] tab.

Click [E-mail Setting] »» [E-mail TX Setting (SMTP)] from the menu.
Make the necessary settings.

Click [OK].
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3.1

User Authentication Function 3

3

3.1

3.1.1

User Operations

User Authentication Function

When [ON (MFP)] or [External Server Authentication] (Active Directory) is set for Authentication Method of the
Administrator Settings, the machine authenticates a user as an authorized user of this machine through the
User Password that meets the Password Rules before he or she actually uses it. During the authentication

procedure, the User Password entered for the authentication purpose appears as "*" or "e" on the display.

After authentication by a user is successful using the User Name and Password entered from the control pan-
el with the ID & Print Setting function set in the machine, the user can automatically print his or her print data
saved in the ID & Print User Box. Because printing occurs after user authentication is performed via the con-
trol panel of this machine, it is suitable for printing highly confidential documents.

When the Enhanced Security Mode is set to [ON], the number of times in which authentication fails is count-
ed.

NOTICE

IfJON (MFP)] is set for the authentication method and [Pause] is set for a user or account by the administrator
of the machine, that particular user or account cannot log onto the machine. For details, contact the admin-
[strator of the machine.

If a screen appears that wams that the job log has reached its upper limit, contact the administrator of the
machine.

Performing user authentication
<From the Control Panel>

v Before operating the machine, the user him/herself should change the User Password from that regis-
tered by the administrator of the machine. For details of changing the User Password, see page 3-10.
For details of User Name and User Password, ask the administrator of the machine.

v Ifthe User Password is changed by the administrator of the machine during operation of this machine,
the user him/herself should immediately change the User Password.

v Make absolutely sure that your User Password is not known by any other users.

v Do not leave the machine while you are in the user (account) operation mode. If it is absolutely neces-
sary to leave the machine, be sure first to log off from the user (account) operation mode.

v If any User Name not registered with this machine is authenticated through User Authentication when
[External Server Authentication] (Active Directory) is set for Authentication Method, the User Name is
automatically registered with this machine.

Touch the keyboard icon in the [User Name] field.

4® Documents stored in the ID & Print User Box can be

printed upon successful authentication. Enter user name
and password and then touch [Login] or press the [Access] key.

1D & Print
0 & print.
WS Adcely
Access Basic Screen
User Name @
Password %
S—C—
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3.1 User Authentication Function 3

Enter the User Name and the Password from the keyboard.

Space

Cancely 0K

= Touch [C] to clear the value entered.

= Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

Touch [OK].

Touch [Access] or [Login]. If a document is stored in the ID & Print User Box, select the target logon
method and then touch [Access] or [Login].

Login Method Description

[ID & Print / MFP Access] The user operation mode screen is called to the screen after the ID
& Print document of the corresponding user is printed, but does not
allow to login this machine.

[Access Basic Screen] If [Access Basic Screen] is selected, only the ordinary login proce-
dure is applicable and no ID & Print documents are printed.

=> If a wrong User Name is entered, a message that tells that the authentication has failed appears.
Enter the correct User Name.

= Ifawrong User Password is entered, a message that tells that the authentication has failed appears.
Enter the correct User Password.

= If the Enhanced Security Mode is set to [ON], the entry of a wrong User Password is counted as
unauthorized access. If a wrong User Password for the corresponding User Name entered is en-
tered a predetermined number of times (once to three times) or more set by the administrator of the
machine, a message appears that tells that authentication has not been successful for any subse-
quent operation for authentication. The machine is then set into an access lock state, rejecting any
more logon attempts.
To cancel the access lock state, the administrator of the machine must perform the Release Setting.
Contact the administrator of the machine.

- If there are two ore more ID & Print documents are involved, all of them will be printed. To select
and print only a desired document, select [Access] or [Login] and select the desired document from
those in the ID & Print User Box. For the detailed procedure to access the ID & Print document, see
page 3-8.

= Go to step 9 if User Authentication only has been set, or "Synchronize" has been set for Synchronize
User Authentication & Account Track. If the account to which the user belongs has not been regis-
tered by the administrator of the machine, however, Account Track becomes necessary even with
[Synchronize] set for [Synchronize User Authentication & Account Track]. Account Track is, howev-
er, necessary only for the first time. Once any account is authenticated, that particular account is
registered for Account Name. The machine can thereafter be used only through User Authentica-
tion. It should be noted that this function is valid only through operation from the control panel of
the machine. In operation from PageScope Web Connection or application software, if Account
Name is not registered, you cannot log onto the mode.
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3.1 User Authentication Function 3

5 Touchthe keyboard icon in the [Account Name] field.

Job List

04)22/2013 |2

Enter Account Name and Password, and then e —

touch [Login] or press the [Access] key. Memory
a 100%,

Account Name

]
]

Password

-

6 Enter the Account Name and the Password from the keyboard.

:J 1J Delete

Cancely 0K

= Touch [C] to clear the value entered.

= Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

7 Touch [OK].

Touch [Access] or [Login].

=> If awrong Account Name is entered, a message that tells that the authentication has failed appears.
Enter the correct Account Name.

= If a wrong Account Password is entered, a message that tells that the authentication has failed ap-
pears. Enter the correct Account Password.

= [f the Enhanced Security Mode is set to [ON], the entry of a wrong Account Password is counted as
unauthorized access. If a wrong Account Password for the corresponding Account Name entered
is entered a predetermined number of times (once to three times) or more set by the administrator
of the machine, a message appears that tells that authentication has not been successful for any
subsequent operation for authentication. The machine is then set into an access lock state, rejecting
any more logon attempts.
To cancel the access lock state, the administrator of the machine must perform the Release Setting.
Contact the administrator of the machine.
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3.1 User Authentication Function

9 Touching [Access] will show the following screen.
To log off, select [Yes].

& The user listed below is currently logged in.
Press [ID] or [Yes] to logout.
Do you want to logout?

Account Name
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3.1

User Authentication Function 3

<From PageScope Web Connection>

v

v

A O DN =

Do not leave the machine while you are in the user (account) operation mode. If it is absolutely neces-
sary to leave the machine, be sure first to log off from the user (account) operation mode.

If any User Name not registered with this machine is authenticated through User Authentication when
[External Server Authentication] (Active Directory) is set for Authentication Method, the User Name is
automatically registered with this machine.

Different initial screens appear after you have logged on depending on the Customize setting made by

the administrator or user. The descriptions herein given are concerned with the display screen set in
[Device Information] of Information.

Start the Web browser.

Enter the IP address of the machine in the address bar.

Press the [Enter] key to start PageScope Web Connection.

Click the Registered User radio button and enter the User Name and User Password.

Login “ Registered User
User Name I”SE”—
Password F

= Administrator

View Mode ~ Flash @ HTML

Flash Player is necessary fo see in Flash form. ;g;‘g,;[m

Display Speed "~ Quick Mode « Standard Mode
To speed up the display speed using the cache in quick mode.

User Assist I~ Display dialog box in case of warning.

Language English (English) -

= If Account Track has been set and [Do Not Synchronize] set for [Synchronize User Authentication &
Account Track], also enter Account Name and Account Password.

Login “ Registered User
User Name I”SE”—
Password F

Account Name |1—
Account Password sssssses

= Administrator

View Mode ~ Flash @ HTML

Flash Player is necessary to see in Flash form. ;;;u.;ﬂm.,

Display Speed ~ Quick Made « Standard Mode
To speed up the display speed using the cache in quick mode.

User Assist I~ Display dialog box in case of warning.

Language English (English) -

Login
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3.1

User Authentication Function

3

5

6

Click [Login].

= If a wrong User Password or Account Password is entered, a message that tells that the authenti-

cation has failed appears. Enter the correct User Password or Account Password.

= If the Enhanced Security Mode is set to [ON], the entry of a wrong User/Account Password is count-
ed as unauthorized access. If a wrong User/Account Password for the corresponding User/Account
Name entered is entered a predetermined number of times (once to three times) or more set by the
administrator of the machine, a message appears that tells that authentication has not been suc-
cessful for any subsequent operation for authentication. The machine is then set into an access lock

state, rejecting any more logon attempts.

To cancel the access lock state, the administrator of the machine must perform the Release Setting.

Contact the administrator of the machine.

Clicking [Logout] will show the following screen.

Click [OK] to log off from the user operation mode.

¥ Device Information

» Configuration
Summary

 Option
¥ Consumables
* Meter Count

* Eco Info

8 userl ‘ Logout | ‘ Change Password | EJ
P Ready to Scan
0] Ready ta Print g
[l._; Box @ Direct Print E
Logout
|User Name userl ‘

Are you sure you want 1o log-out?
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3.1 User Authentication Function -

3.1.2 Accessing the ID & Print Document

If a user, whose document is stored in the ID & Print User Box, is authenticated by [Access] or [Login], he or
she can gain access to the document in the ID & Print User Box.

v
v

v

4

For the logon procedure, see page 3-2.

Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

Save the ID & Print document through the printer driver on the PC side. As in the ordinary user authen-
tication procedure, enter the User Name and User Password in the printer driver on the PC side and
then specify [ID & Print]. The password entered is displayed as "*." If the User Password does not cor-
respond to the User Name entered, the ID & Print document is discarded without being saved. Entry of
a wrong User Password is counted as unauthorized access. If a wrong User Password is entered a pre-
determined number of times (once to three times) or more set by the administrator of the machine, the
subsequent authentication operation is an access lock state and it is not possible to transmit the print
job. As a result, the access lock state disables user authentication attempts from the control panel or
PageScope Web Connection.

To cancel the access lock state, the administrator of the machine must perform the Release Setting.
Contact the administrator of the machine.

If an attempt is made to print or save a file by specifying a user name that contains ["] (a double quota-
tion mark), a login error results and the machine cancels the print job.

Log on to the user operation mode through user authentication from the control panel.
Touch [Menu] »» [User Box].

Touch [System].

Joh List

™. Select desired User Box. BT

Wemo:
a 1009

Check Setting

New

Ve S (S 000000001 Search
Boxi
{ System. )

Touch [ID & Print].

ﬁ Select desired function.

100% ||

— Secure Print ID & Print Search

m: Polling TX Annotation
Fil! RE-H
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3.1 User Authentication Function

5 Select the desired ID & Print document and touch [Print].

Doc. Preview

r;l Select document(s) and then
choose the desired function.

Check Setting

& W= 10 & Print

Details

document Print

Delete

= To delete ID & Print document, select the specific document and touch [Delete].

6 To delete the document from the Box after the printing, select [Yes]. To leave the document as is, select

[No].

i Do you want to delete the document after printing?
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3.2 Change Password Function

3.2 Change Password Function
When [ON (MFP)] is set for Authentication Method of User Authentication, the machine permits each of all

users who have been authenticated through User Authentication to change his or her User Password.

The User Password entered is displayed as "*" or "e.

Performing Change Password

<From the Control Panel>

v/ For the logon procedure, see page 3-2.
v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

Log on to the user operation mode through User Authentication from the control panel.

Touch [Menu] »» [Utility].

Touch [User Settings].

Utility

Touch [Change Password].

Bookmark

Display Keypad

Utility

L 2
User Settings

Use the menu buttons or keypad to make a selection.
Booknark
utility

Display Keypad

1 RagzLerERIER" B ‘J 6 Banner Printing ‘J

2 User Settings 4

3 Adninistrator Settings ‘J 8 Device Information ‘J

&4 Check Consumable Life |

02/16/2013  15:46 close )

Use the menu buttons or keypad to make a selection.

Utility > User Settings
172 x 4Back Wra M)
1 Systen Settings J s Change Password .
2 Custon Display Seitings | 7 Change E-Mail Address |
3 Copier Settings 4
4 Scan/Fax Settings
5 Printer Settings |
12/11/2012  08:43 Close )
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3.2 Change Password Function 3

5  Enterthe currently registered User Password from the keyboard.

Use the keyboard to enter the current password.
Press the IC1 key to clear the password.
Utility > User Settings > Change Password

M -
] 2] %)
sl el il s sl st sl el sl il sl
o) s) 4 £] o) w] 5] k] 1) 2] ]
il Y sl Yl Y il Y il il el
Space J shift |
02/05/2014  23:56 SBA BRI cancel ) oK )

= Touch [C] to clear all characters.

= Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
=> Touch [Cancel] to go back to the previous screen.

6 Touch [OK].

=> If a wrong User Password is entered, a message that tells that the User Password does not match
appears. Enter the correct User Password.

= If the Enhanced Security Mode is set to [ON], the entry of a wrong User Password is counted as
unauthorized access. If the current password is mistakenly entered a predetermined number of
times (once to three times) or more set by the administrator of the machine, the user authentication
screen will reappear. A message then appears that tells that authentication has not been successful
for any subsequent operation for authentication. The machine is now set into an access lock state,
rejecting any more logon attempts.
To cancel the access lock state, the administrator of the machine must perform the Release Setting.
Contact the administrator of the machine.

7 From the keyboard, enter the new User Password.
To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Please use the keyboard to enter a new password.
For confirmation the password must be entered twice.
Press the IC1 key to clear your entry.

Utility > User Settings > Change Password

02/05/2014  23:56 SBN BRI Cancel ) Oles)

= Touch [C] to clear all characters.

= Touch [Delete] to delete the last character entered.

= Touch [Shift] to show the upper case/symbol screen.
=> Touch [Cancel] to go back to the User Settings screen.

8  Touch [OK].

=> If the entered User Password does not meet the Password Rules, a message that tells that the en-
tered User Password cannot be used appears. Enter the correct User Password. For details of the
Password Rules, see page 1-11.

= If the entered User Password does not match, a message that tells that the User Password does
not match appears. Enter the correct User Password.
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3.2 Change Password Function 3

<From PageScope Web Connection>

v For the logon procedure, see page 3-2.

v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

1 Log on to the user operation mode through User Authentication from the PageScope Web Connection.

2 Click [Change Password].

8 user] Logout | ‘ Change Password | ﬂ
B reasy oo
m Ready to Print g
‘B’ Job =M Box Direct Print [ |
. &
¥ Device Information Device Information
» Configuration Summary Device Name o
Device Location
¥ Option Engine Serial Number 1
Device Type Print/Copy/ScaniFax
* Consumables P Py
¥ Meter Count Toner Status
> Black [ [ ][] ][] JALEE
Eco Info

* Online Assistance

3 Enterthe currently registered User Password and a new User Password. Then, to make sure that you
have entered the correct new password, enter the new User Password once again.

8 user] ‘ Logout | ‘ Change Password | ﬂ
&8 Readyto Scan
ﬂl Ready to Print [+]
Information| Job "W Box Direct Print =, |
(7 & " =
" Device Information Change User Password
* Online Assistance User Name userl
PTO——— Curen Faswor
» Function Permission New Password
* Network Setting
Information
Cancel
 Print Setting Information

4 Click [OK].

= If a wrong User Password is entered in the "Current Password" box, a message that tells that the
User Password does not match appears. Enter the correct User Password.

=> |f the entered User Password in the "New Password" box does not meet the Password Rules, a
message that tells that the entered User Password cannot be used appears. Enter the correct User
Password. For details of the Password Rules, see page 1-11.

- If the entered User Password in the "New Password" box and "Retype New Password" box does

not match, a message that tells that the User Password does not match appears. Enter the correct
User Password.

5  Click [OK].
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3.3

Secure Print Function 3

3.3

Secure Print Function

The Secure Print function allows a Secure Print document specified by a corresponding password from the
PC to be used in the condition saved in the machine.

To access a Secure Print document, the machine authenticates a user as an authorized user of the Secure
Print document file through the Secure Print Password that meets the Password Rules. The password en-
tered is displayed as "*." When the Enhanced Security Mode is set to [ON], the number of times in which au-
thentication fails is counted.

Accessing the Secure Print Document

v
4

v

For the logon procedure, see page 3-2.

Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

When the Enhanced Security Mode is set to [ON], go through User Authentication by entering the User
Name and User Password registered in the machine through the printer driver of the PC. The password
entered is displayed as "*." If the User Password does not correspond to the User Name entered, the
Secure Print Job is discarded without being saved. Entry of a wrong User Password is counted as un-
authorized access. If a wrong User Password is entered a predetermined number of times (once to
three times) or more set by the administrator of the machine, the subsequent authentication operation
is an access lock state and it is not possible to transmit the print job. As a result, the access lock state
disables user authentication attempts from the control panel or PageScope Web Connection.

To cancel the access lock state, the administrator of the machine must perform the Release Setting.
Contact the administrator of the machine.

Enter the Secure Print ID and password through the printer driver on the PC side. The password entered
is displayed as "*."

For the Secure Print Password, enter the password that meets the Password Rules. Any Secure Print
document, the password for which does not meet the Password Rules, will not be saved in the ma-
chine. For details of the Password Rules, see page 1-11.

If an attempt is made to print or save a file by specifying a user name that contains ["] (a double quota-
tion mark), a login error results and the machine cancels the print job.

Log on to the user operation mode through User Authentication from the control panel.
Touch [Menu] »» [User Box].

Touch [System].

Job List

. Select desired User Box.

Public
L Y5 oot
Group Box!
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33 Secure Print Function 3

4 Touch [Secure Print].

Joh List

r.l Select desired function.

| &

Secure Print Memory RX 1D & Print Search

k) 3 =]

Bulletin Polling TX Annotation

=

File Re-TX

5 Enter the Secure Print ID from the keyboard.

Document ID

g
:J lJ Delete

Cancelp 0K

=> For the Secure Print ID, enter the one that has been set on the printer driver side.
= Touch [C] to clear the value entered last.

= Touch [Delete] to delete the last character entered.

- Touch [Shift] to show the upper case/symbol screen.

= Touch [Cancel] to go back to the previous screen.

6 Touch [OK].

= Ifawrong Secure Print ID is entered, the desired Secure Print document will not be displayed. Enter
the correct Secure Print ID.

7 Select the desired Secure Print document and touch [Other] »» [Enter Password)].

Register Overlay

=> Two or more Secure Print Documents can be selected at the same time.
= Touching [Select All] will select all Secure Print Documents having the same ID shown in the list.
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3.3

Secure Print Function -

8

Enter the Secure Print Password from the keyboard.

R 7 7 728K 2 K. 2

Password

= = Delete

Space Shift

Any Secure Print Password that does not meet the Password Rules is not accepted.

For the Secure Print Password, enter the one that has been set on the printer driver side.
Touch [C] to clear the value entered last.

Touch [Delete] to delete the last character entered.

Touch [Shift] to show the upper case/symbol screen.

Touch [Cancel] to go back to the previous screen.

Touch [OK].

>

>

>

If a wrong Secure Print Password is entered, a message that tells that the authentication has failed
appears. Enter the correct Secure Print Password.

If two or more Secure Print documents have been selected in step 7, the machine counts as unau-
thorized access any Secure Print document, the Secure Print Password of which is a mismatch.

If the Enhanced Security Mode is set to [ON], entry of a wrong Secure Print Password is counted as
unauthorized access. If a wrong Secure Print Password is entered a predetermined number of times
(once to three times) or more set by the administrator of the machine, a message appears that tells
that authentication has not been successful for any subsequent operation for authentication. The
machine is then set into an access lock state, disabling access to the Secure Print document.

To cancel the access lock state, the administrator of the machine must perform the Release Setting.
Contact the administrator of the machine.

10 Touch [Print].

Job List

h Select document(s) and then
choose the desired function. "

0% ||
Check Setting

@& @7 secure Print User Box

Details

«<r !

document Print

Other

Delete
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33 Secure Print Function

11 Check the details of the document and press the [Start] key.

Program Doc. Preview

r;l Press Start to print the selected document. HNo. of Sets
Use the keypad to specify the number of copies.

=] 100 1
" previons ) Check Setting

Zoom Duplex/ Finishing
Combine

= If two or more Secure Print documents, each having an identical Secure Print ID and Secure Print

Password, have been saved, multiple Secure Print documents can be printed at once.
= Touch [Previous] to go back to the previous screen.
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User Box Function 3

3.4

3.4.1

User Box Function

For all users who have been authenticated through User/Account Authentication, the machine enables the
operation of registering and changing the User Box. It also enables the operation of acquiring or printing im-
age files saved in the User Box and sending of S/MIME encrypted image files.

User Box creates a User Box in the HDD as a space for storing an image file. User Box is available in three
different types: Personal User Box which only the user who has logged on through User Authentication can
use; Public User Box that is shared among two or more users who have previously registered; and Group
User Box that can be used by the user who has logged on through Account Authentication. Up to 1,000 User
Boxes can be registered.

When a user accesses a Public User Box, he or she is authenticated by a box password that meets the Pass-

word Rules. The password entered for the authentication purpose appears as "*" or "e" on the display.

When the Enhanced Security Mode is set to [ON], the number of times in which authentication fails is count-
ed.

Reference

° If a document is saved in the Copy mode, Fax/Scan mode, or User Box mode selected from the control
panel, or from an external memory, by specifying a User Box number that has not been registered, a
Personal User Box owned by the user who logged on through User Authentication or a Group User Box
owned by the account to which the user who logged on through User Authentication belongs is auto-
matically created. No Public User Boxes are automatically created.

° When a document is saved in a box with a box number yet to be registered specified from the PC, the
Personal User Box owned by the user who logged on through User Authentication is automatically reg-
istered.

° To use the external memory function, settings must be made by the administrator of the machine. For
details, contact the administrator of the machine.

° If Account Track has not been enabled, Group User Box cannot be created.

Setting the User Box
<From the Control Panel>

v/ For the logon procedure, see page 3-2.

v/ Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

v’ For the procedure to change the User Box setting, see page 3-23.
Log on to the user operation mode through User Authentication from the control panel.
Touch [Menu] »» [Utility].

Touch [One-Touch/User Box Registration).

Use the menu buttons or keypad o make a selection.
Booknark
Utility

Display Keypad

Utility 1 Zmarouch uasprzess il Banner Printing "
2 User Settings "

3 Adninisiraior Settings | @ Device Infornation |

4 Check Consumable Life |

02/14/2013  15:46 Close )
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3.4 User Box Function

Touch [Create User Box].

Bookmark

Display Keypad

Utility
L 2

One-Touch/
User Box Reg.

Booknark
Display Keypad

Utility

One-Touch/
User Box Reg.

Create User Box

Touch [New].

Booknark

Display Keypad
Utility

One-Touch/
User Box Reg.

Create User Box

Public/Personal
Ust ®

Select the User Box type.

Bookmark

Display Keypad

|

Utility

i

itk

Use the menu buttons or keypad to make a selection.

utility > o ouch/Uset Bor Registration

1 create one-Touch
besi

2¥Ra028n y
2 Create User Box 4
3 E"BEARISETERS y

02/14/2013  15:48

Touch [Public/Personal User Box].

Use the menu buttons or keypad 10 make a selecti

utility > 0 ouch Destination/User Bok Registration > Create User

1 Public/Personal User Box
2 Bulletin Board User Box
3 Relay User Box 4

02/14/2013  15:48

To register a new User Box, touch [Newl.
To edit an existing User Box, select desired User Box and touch [Editl.

Utility > Create User B

Public/Personal User Box

New

4
02/16/2013  15:48

Specify the settings.
Enter User Box number using the keypad.

Utility > Pu

User Box Ho. 1 - 999999999
wser ox an: )

c/Personal User Box > New

¥
One-Touch/
User Box Reg.
¥
Create User Box
¥
Public/Personal
User Box
+
New

Tvpe public | Personal |  crow |

LiBPea 02/14/2013  15:48

02/14/2013  15:48 cancel )
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3.4 User Box Function 3

- When [Personal] is selected, [Change Owner] is displayed. Then, select the desired owner name.
The default value of [Owner Name] is the user who has currently logged on to the function.

Select the owner of the User Box.

Bookmark

Utility > New Public/Personal User Box > Change Owner
Utility

user1
Create User Box 1/ 1

Display Keypad

Public/Personal
User Box

ik 1

Ney

Change Owner

t.

02/14/2013  15:48 0K )

- When [Group] is selected, [Change Account Name] is displayed. Then, select the desired account
name. The default value of [Account Name] is the account to which the user who has currently
logged on to the function belongs.

Select the account that owns the User Box.

Bookmark

Utility > New Public/Personal User Box > Chande Owner
Account. Hase _

Display Keypad

Utility

Create User Box 71

k1,

Public/Personal
User Box

“« E e

Change Ouner | R uayYP TR O

8  Touch [Password].

Specify the settings.
Enter User Box number using the keypad.
Bookmark

Utility > PublicsPersonal User Bor > New

wer pox v

+ Password y
One-Touchs
User Box Reg. Index
Al
+

Type Public ] Personal ] Group ]
Create User Box
Li8Pea 02/14/2013 15:49
¥
Public/Personal
User Box
Owner Name user1 Change
3 Owner
s 02/16/2013  15:49 Cancel )

i

Display Keypad

Utility

9 Enter the new User Box Password from the keyboard.
To prevent entry of a wrong password, enter the password again in [Password Confirmation].

Please use the keyboard to enter a new password.
For confirmation the password must be entered twice.

Press the IC1 key o clear your entry.

Utility > New Public/Personal User Box > User Box Password

18te )
i il szl

-
Llllp

SRR SRS S »J a)
el ate) el we) ebel i) eisl el
S S [T . R (R I

Space | shift |

02/05/2014  23:57 SBA BRleree Cancel ) 0K

@

bl
ol
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3.4

User Box Function

= Touch [C] to clear all characters.
= Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

10 Touch [OK].

=> Ifthe User Box Type is set to [Public], set a User Box Password that meets the Password Rules. For

details of the Password Rules, see page 1-11.

does not match appears. Enter the correct User Box Passwords.

11 Make the necessary settings.

Specify the settings.

Enter User Box number using the keypad.

Bookmark
Display Keypad

ULility > Public/Personal User Box > Hew

1 - 999999999

iy [ er oo ne

One-Touch/

.

personal | crow |

Type Public
Create User Box
Lilfea 02/14/2013  15:49
Public/Personal
User Box
Owner Name usert

hs 02/16/2013  15:49

12 Touch [OK].

Change
owner

cancel )

- A User Box No. that already exists cannot be redundantly registered.
= If no Name has been registered, [OK] cannot be touched. Be sure to register the Name.

= Ifthe entered User Box Password does not match, a message that tells that the User Box Password
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34 User Box Function

<From PageScope Web Connection>
4

For the logon procedure, see page 3-2.

Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

Click the [Box] tab

W N = N

For the procedure to change the User Box setting, see page 3-23.

Click [Create User Box] from the menu.

Log on to the user operation mode through User Authentication from the PageScope Web Connection.

Information Job

» Open User Box

* Create User Box
» Open System User Box

¥ Create System User Box

8 userl | ‘

Logout

Change Password

| 2l

&2 Ready 1o Scan
ﬂl Ready to Print

@ Direct Print

f+)

Open User Box(Public/Group/Personal)

Box is the function to save documents in the machine.
Documents in the Box can be used for printing, sending etc.

User Box Number

[

User Box Password

User Box List
Search from Index

Page Display(50/page)

[ Tu-09s99s09)

ALL ¥

4 Make the necessary settings.

Information Job

User Box

ey User Box Name Type Time Stored

1 EFublic Public 2011/10/17 16210

2 Bpersonal Personal 2011/10/17 1810

3 EC[BUE GCroup 2011/10/17 16211
R usen Logour | [ Change Password | |2
&2 Ready 1o Scan

ﬂl Ready to Print

f+)

* Open User Box

* Open System User Box

¥ Create System User Box

Create User Box(Public/Group/Personal)

* Create User Box Box is the function to save documents in the machine.
Documents in the Box can be used for printing, sending etc.

User Box Number

' Use opening number

" Input directly
User Box Name ersonal
¥ Assign User Box Password

User Box Password

Retype User Box Password
Index

Specify a keyword for Box search and display by Name.

et v

Type Public v
Auto Delete Document
" Do Not Delete

& Specify days

g
<
<

]

" Specify Time min.(5-720)

User Box Expansion Function Display

[ Ja-s9assassa)

Cancel

= Be sure to enter the User Box Number, User Box Name, User Box Password, and Retype User Box

Password.

- A User Box Number that already exists cannot be redundantly registered.

= If [Personal] is selected from the User Box Type pull-down menu, click [User List] and select the user
from the registered user list. Or, directly enter in the "Owner Name" box the previously registered

User Name.
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3.4 User Box Function 3

=> If [Group] is selected from the User Box Type pull-down menu, click [Account List] and select the
account from the registered account list. Or, directly enter in the "Account Name" box the previously
registered Account Name.

5  Click [OK].

= Ifthe User Box Type is set to [Public], set a User Box Password that meets the Password Rules. For
details of the Password Rules, see page 1-11.

= Ifthe entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

= If no Owner Name is entered, a message appears that tells that no Owner Names have been en-
tered. Enter the correct Owner Name.

= [f a user name not registered with the machine is entered in the "Owner Name" box, a message ap-
pears that tells that the Owner Name entered in the box is illegal. Enter the correct Owner Name.

= If no Account Name is entered, a message appears that tells that no Account Names have been en-
tered. Enter the correct Account Name.

= [f an account name not registered with the machine is entered in the "Account Name" box, a mes-
sage appears that tells that the Account Name entered in the box is illegal. Enter the correct Account
Name.

6 Check the message that tells that the setting has been completed. Then, click [OK].
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3.4.2 Changing the user/account attributes and box password
<From the Control Panel>

v For the procedure to call the User Box screen to the display, see steps 1 through 5 of page 3-17.

v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

1 Call the User Box screen to the display from the control panel.

2 Select the desired User Box and touch [Edit].

To register a new User Box, touch [Newl.
To edit an existing User Box, select desired User Box and touch [Edit].

Bookmark
Utility > Create User Box > Public/Personal User Bor
Display Keypad
ABC | DEF | GHI | JKL | MNO | PORS| TUV | WHYZ| elcC

Utility ey B
Number ane ype reate Date/Time

¥ 1 Box1 Public  12/11/2012 07:51

One-Touch/ |2 Box2 ESha1 02/14/2013 15:35
User Box Reg. 9

3 Box3 Group  02/14/2013 15:37 ‘

Create User Box

4

Public/Personal
User Box

1/ 01

Hew ) it ) Delete )

0271472013 15:49 Close )

3 Enterthe currently set User Box Password from the keyboard.

Use the keyboard to enter the password of the selected Uset BoR.
Press the IC1 key to clear your entry completely.
1

Rumber :

wm - |-
&) 2] 8= )
i il sl il Y ) Y sl s Yl el il
el ) Y ol s i ol il sl
]l st el Yl sl el )
il Y Y e Y il Y il il il
Space ) shift |
02/05/2014  23:58 SBN BRI Cancel ) oK )

= Touch [C] to clear all characters.

- Touch [Delete] to delete the last character entered.
= Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

4 Touch [OK].

= If awrong User Box Password is entered, a message that tells that the authentication has failed ap-
pears. Enter the correct User Box Password.

= If the Enhanced Security Mode is set to [ON], entry of a wrong User Box Password is counted as
unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the administrator of the machine, the screen of step 2 reappears
and the machine is set into an access lock state.
To cancel the access lock state, the administrator of the machine must perform the Release Setting.
Contact the administrator of the machine.

= To change the User Box Type, perform steps 5 through 8.

To change the owner user or owner account, perform steps 6 through 8.

= To change the User Box Password, go to step 9.

|2

bizhub 554e/454e/364e/284e/224e 3-23



3.4 User Box Function

5 Select the User Box Type.

Bookmark

Display Keypad

Utility

Select iten and enter setting.

Utility > PublicsPersonal User Box > Edit
User Box Ho. 1 - 999999999

User Box Hame | Box2

¥
One-Touch/
User Box Reg.
+
Create User Box
¥
Public/Personal
User Box
+

Edit 02/16/2013  15:50 Cancel ) K _)

Tvpe public | Personal |  crow |

Li8Pea 02/14/2013  15:35

Change
Ownet Name user1 owner p

- [Change Owner] appears if the Box Type is changed to [Personal]. Select the desired owner name.
= [Change Account Name] appears if the Box Type is changed to [Group]. Select the desired account

name.

=> If the User Box Type is changed to [Public], set a User Box Password that meets the Password
Rules. For details of the Password Rules, see page 1-11.

6 Touch [Change Owner] if the box type is [Personal] and touch [Change Account Name] if the box type

is [Group].

Bookmark

|

Display Keypad

Utility

Select iten and enter setting.

Utility > PublicsPersonal User Box > Edit

User Box No. 1 - 999999999
user Box Name _JRee)

One-Touch/
User Box Reg.

Create User Box

Public/Personal
User Box

Edit

t.

Tvpe public | Personal |  crow |
Li8Pea 02/14/2013  15:35
Change
Owner Name user omner.
02/14/2013  15:50 cancel ) 0K

7 For [Change Owner], select the desired owner name.

Bookmark

Display Keypad
Utility
Create User Box

Public/Personal
User Box

Edit

Change Owner

tiichihd 1,

Select the owner of the User Box.

Utility > Edit PublicsPersonal User Box > Change Owner

1
user’ o

02/14/2013  15:50 0K )
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>

For [Change Account Name], select the desired account name.

Select the account that owns the User Box.

Bookmark
ULility > Edit Public/Personal User Box > Change Owner

Display Keypad
] Aecount. Nae _

Utility

Create User Box 71

Public/Personal
User Box

Edit

Change Ouner | R uayYP TR O

Lii

8  Touch [OK].

9  Touch [Password].

Select iten and enter setting.

Booknark
o ULility > Public/Personal User Box > Edit
Display Keypad

User Box Hame | Box2

One-Touch/
.
¥

Tvpe Public | Personal |  crow |
Create User Box
Lilfea 02/14/2013  15:35
¥
PubLic/Personal
User Box
o Owner Nate user Change

owner

Edit 02/16/2013  15:50 Cancel ) oK)

Utility

10 Enterthe currently set User Box Password from the keyboard.

->
->
->
->

Use the keyboard to enter the current password.
Press the IC1 key to clear the password.

Utility > Edit Public/Personal User Box > User Bor Password
...

] sl
etel ate) wtal el wid
a) ) 8] n] 4]
et et el wtd w2

{

-

1

3
B

©

E,
@

=
=

m
23

02/05/2016  23:58 4B 6

otk Cancel ) oK )

Touch [C] to clear all characters.

Touch [Delete] to delete the last character entered.
Touch [Shift] to show the upper case/symbol screen.
Touch [Cancel] to go back to the previous screen.

11 Touch [OK].

>

>

If a wrong User Box Password is entered, a message that tells that the User Box Password does
not match appears. Enter the correct User Box Password.

If the Enhanced Security Mode is set to [ON], entry of a wrong User Box Password is counted as
unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the administrator of the machine, the screen of step 2 reappears
and the machine is set into an access lock state.

To cancel the access lock state, the administrator of the machine must perform the Release Setting.
Contact the administrator of the machine.
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12 Enter the new User Box Password from the keyboard.
To prevent entry of a wrong password, enter the password again in [Password Confirmation).

Please use the keyboard to enter a new password.

For confirmation the password must be entered twice.
Press the IC1 key to clear your entry.

Utility > Edit Public/Personal User Box > User Box Password

02/05/2014  23:59 S8 BRraree Cancel ) oK )

=> Touch [C] to clear all characters.

- Touch [Delete] to delete the last character entered.

- Touch [Shift] to show the upper case/symbol screen.

- Touch [Cancel] to go back to the screen shown in step 9.

13 Touch [OK].

= If the User Box Type is changed to [Public], set a User Box Password that meets the Password
Rules. For details of the Password Rules, see page 1-11.

= If the entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

14 Touch [OK].
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<From PageScope Web Connection>

Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave

the machine, be sure first to log off from the user operation mode.

Log on to the user operation mode through User Authentication from the PageScope Web Connection.

v For the logon procedure, see page 3-2.
v

1

2 Click the [Box] tab.

3

Enter the User Box Number and User Box Password of the desired User Box or click the desired User

Box on the box list and enter the User Box Password.

8 userl | Logout | | Change Password | ;ﬂ
BB Ready 1o 5can
0] Ready to Print g
_ _ e |
Information Job @ Direct Print T2l
» Open User Box Open User Box(Public/Group/Personal)
» Create User Box Box is the function to save documents in the machine.
Documents in the Box can be used for printing, sending etc.
* Open System User Box
User Box Number (1-999999999)
* Create System User Box
User Box Password
User Box List
Search from Index ALL  |»
Page Display(50/page)
= User Box Name Type Time Stored
1 @m Public 2011/10/17 16:10
2 Brersonal Personal 2011/10/17 16:10
3 @@E Group 2011/10/17 1611

= If awrong User Box Password is entered, a message that tells that the authentication has failed ap-
pears. Enter the correct User Box Password.

= If the Enhanced Security Mode is set to [ON], entry of a wrong User Box Password is counted as
unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the administrator of the machine, a message appears that tells
that authentication has not been successful for any subsequent operation for authentication. The
machine is then set into an access lock state.
To cancel the access lock state, the administrator of the machine must perform the Release Setting.
Contact the administrator of the machine.

4 Click [User Box Setting].

Information Job

» Open User Box

* Create User Box
* Open System User Box

¥ Create System User Box

8 userl Logout | ‘ Change Password | _?J
& Reagy to Scan
ﬂl Ready to Print g

@ Direct Print

User Box

User Box Number 2

Type Personal

Box Operation

File List

Name

Personal

Owner Name  user]

User Box Setting ||

Delete User Box |

Thumbnail

OFF
View

™ Check/uncheck (applied to all the documents)

Thumbnail

|Sel ect

Document
Name

Number of | Selectable ‘
e ——

Operation

Select document and execute,

” Cancel

- Go to step 6 to change the User Box Password.

- To delete a User Box, click [Delete User Box]. A confirmation message appears. Click [OK] to delete

the specified User Box.
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User Box Function 3

5

Click the "User Box Owner is changed." check box and change the user attributes of the box.

™ User Box Expansion Function is changed.
Confidential RX
New Communication Password I:l
Retype New Communication I:l
Password
™ User Box Password is changed.
Current Password 1
New Password I
Retype New Password I
I User Box Owner is changed.
Type Personal ¥

= The following screen appears if the account attributes are to be changed.

™ User Box Expansion Function is changed.
Confidential RX
New Communication Password I:l
Retype New Communication I:l
Password
™ User Box Password is changed.
New Password I
Retype New Password I
I User Box Owner is changed.
Type Group %
Cancel

If [Personal] is selected from the User Box Type pull-down menu, click [User List] and select the user
from the registered user list. Or, directly enter in the "Owner Name" box the previously registered
User Name.

If [Group] is selected from the User Box Type pull-down menu, click [Account List] and select the
account from the registered account list. Or, directly enter in the "Account Name" box the previously
registered Account Name.

If the "User Box Owner is changed." check box is not clicked, the changes made will not be validat-
ed. If the changes need to be made, make sure that the "User Box Owner is changed." check box
has been clicked.

To change the User Box Type, click the User Box Type pull-down menu and select the desired User
Box Type.

Click the "User Box Password is changed." check box and enter the User Box Password.

¥ User Box Password is changed.
Current Password
New Password
Retype New Password
I User Box Owner is changed.
Type
Cancel

- In the "Current Password" box, enter the currently set User Box Password.
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[ Click [OK].

>

If a wrong current User Box Password is entered, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

= If the User Box Type is changed to [Public], set a User Box Password that meets the Password
Rules. For details of the Password Rules, see page 1-11.

= Ifthe entered User Box Password does not match, a message that tells that the User Box Password
does not match appears. Enter the correct User Box Password.

= If no Owner Name is entered, a message appears that tells that no Owner Names have been en-
tered. Enter the correct Owner Name.

=> If a user name not registered with the machine is entered in the "Owner Name" box, a message ap-
pears that tells that the Owner Name entered in the box is illegal. Enter the correct Owner Name.

= If no Account Name is entered, a message appears that tells that no Account Names have been en-
tered. Enter the correct Account Name.

= If an account name not registered with the machine is entered in the "Account Name" box, a mes-
sage appears that tells that the Account Name entered in the box is illegal. Enter the correct Account
Name.

8  Click [OK].
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3.4.3 Accessing the User Box and User Box file

<From the Control Panel>

4
4

4

For the logon procedure, see page 3-2.

Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

Log on to the user operation mode through User Authentication from the control panel.
Touch [Menu] »» [User Box].

Select the desired User Box and touch [Open].

Job List

™. Select desired User Box. e

Check Setting

New

i (7] 000000002 Search
Box2
Personal

- To save a new document, select [Save].

Enter the User Box Password from the keyboard.

Password 4

= - Delete

Space Shift

= Touch [C] to clear the value entered last.

- Touch [Delete] to delete the last character entered.
-> Touch [Shift] to show the upper case/symbol screen.
= Touch [Cancel] to go back to the previous screen.

Touch [OK].

= If awrong User Box Password is entered, a message that tells that the authentication has failed ap-
pears. Enter the correct User Box Password.

= If the Enhanced Security Mode is set to [ON], entry of a wrong User Box Password is counted as
unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the administrator of the machine, a message appears that tells
that authentication has not been successful for any subsequent operation for authentication. The
machine is then set into an access lock state, rejecting any more logon attempts.
To cancel the access lock state, the administrator of the machine must perform the Release Setting.
Contact the administrator of the machine.
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6 Select the desired file from each tab.

Doc. Preview

r;l Select document(s) and then
choose the desired function.

7 - 0000002 Boxz

document

7 Select the desired function.

Check Setting

Details

Print
Send
Other
Delete
Re-order

Copy

Different functions can be performed on different types of files stored in the User Boxes.
See the table given below for the relation between the file type and functions that can be performed.

File Type Functions that can be Performed

Copy job files Print, Send, Combine, Combine TX, Edit Name, Re-order, Copy, Edit

Document, Save to External Memory, Delete

Print job files Print, Send, Combine, Combine TX, Edit Name, Re-order, Copy, Edit

Document, Save to External Memory, Delete

Scan job files Print, Send, Combine, Combine TX, Edit Name, Re-order, Copy, Edit

Document, Save to External Memory, Delete

Fax job files Print, Send, Combine, Combine TX, Edit Name, Re-order, Copy, Edit

Document, Save to External Memory, Delete

= |If the destination is to be specified using the corresponding one-touch key for executing [Fax] or
[Fax TX] from the control panel, always check that the destination is correct to make sure that the

data is sent to the correct destination.

= If the destination is to be specified through direct input for executing [Fax] or [Fax TX] from the con-
trol panel, always check that the destination is correct to make sure that the data is sent to the cor-

rect destination.

- To delete the file, select the specific document and touch [Delete].
- To save a file in External Memory, select the specific document and touch [Other] »» [Save to Ex-

ternal Memoryl].

8  Pressthe [Start] key.
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<From PageScope Web Connection>

v For the logon procedure, see page 3-2.

v Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

1 Log on to the user operation mode through User Authentication from the PageScope Web Connection.

2 Click the [Box] tab.

3 Enter the User Box Number and User Box Password of the desired User Box or click the desired User
Box on the box list and enter the User Box Password.

Information Job

» Open User Box

¥ Create User Box
* Open System User Box

* Create System User Box

8 userl | Logout | | Change Password | ;ﬂ
& Ready to 5can
0] Ready to Print g

_ . P ]
@ Direct Print T2l

Open User Box(Public/Group/Personal)

Box is the function to save documents in the machine.
Documents in the Box can be used for printing, sending etc.

User Box Number {1-999999999)
User Box Password
User Box List

Search from Index ALL  |»

Page Display(50/page)
= User Box Name Type Time Stored
1 @m Public 2011/10/17 16:10
2 Brersonal Personal 2011/10/17 16:10
3 ﬁ@ﬂ Group 2011/10/17 1611

= If awrong User Box Password is entered, a message that tells that the authentication has failed ap-
pears. Enter the User Box Password.

= If the Enhanced Security Mode is set to [ON], entry of a wrong User Box Password is counted as
unauthorized access. If a wrong User Box Password is entered a predetermined number of times
(once to three times) or more set by the administrator of the machine, a message appears that tells
that authentication has not been successful for any subsequent operation for authentication. The

machine is then set into an access lock state, rejecting any more logon attempts.

To cancel the access lock state, the administrator of the machine must perform the Release Setting.
Contact the administrator of the machine.

4 Select the document and perform the desired function.

Information Job

» Open User Box

* Create User Box
» Open System User Box

¥ Create System User Box

8 userl ‘ Logout | ‘ Change Password | _?J
& Reagy to Scan
ﬂl Ready to Print g

@ Direct Print |

User Box
Name

Type Personal Owner Name  userl

User Box Number 2 Personal

Box Operation User Box Setting || Delete User Box |

File List T!\umhnail OFF
View

™ Check/uncheck (applied to all the documents)

Document |Number of |Selectable
Name Originals Operation

Select |Thumbnail

we LR

T

Select document and execute.

Download ‘ Move /Copy ” Delete ” Cancel
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3

- Different functions can be performed on different types of operation menu.
See the table given below for the relation between the menu type and functions that can be per-

formed.

File Type

Functions that can be Performed

Copy job files

Print, TX, Combine, Combine, Download, Move, Copy, Delete

Print job files

Print, TX, Combine, Combine, Download, Move, Copy, Delete

Scan job files

Print, TX, Combine, Combine, Download, Move, Copy, Delete

Fax job files

Print, TX, Combine, Combine, Download, Move, Copy, Delete

- |If [Delete] is selected in step 4, a confirmation message appears. Click [OK] to delete the specified

file.
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3.4.4 Sending S/MIME box files

v For the procedure to call the Use Document screen to the display, see steps 1 through 5 of page 3-30.

v/ Do not leave the machine while you are in the user operation mode. If it is absolutely necessary to leave
the machine, be sure first to log off from the user operation mode.

1 Call the Use Document screen to the display from the control panel.

2 Select the file to be sent and click [Send].

Doc. Preview

ﬁ Select document(s) and then
choose the desired function.

"
0% ||
Check Setting

| oo Bo

document Print

Send
Other
Delete
Re-order

Copy

3 Touch [Application].

Program Doc. Preview Joh List
ﬁ Select desired destination(s). HNo. of Address

. . U Memory
Fax can be sent at any time using the Keypad. 2 RN
Check Setting

C2E-mail

e-mail
Add. Type
Al -

g | @ ]
g Existing

Color File Type E-mail
Settings

4 select [Mail Encryption] and touch [Close].

B} Stamp/Composition C) App
URL Dest. Mail Digital
Date/Time  Page Number  Stamp  HeaderfFooter | Save &Print  Settings Encryption  Signature

. .
Blaoflse]a &
OFF OFF OFF OFF OFF o ON o ON

1>
L] (] L] (]
D)

B)
Stamp/ .
:nmppiﬁnn Fax Setting

<

@
Application

= To select [Mail Encryption], the administrator of the machine must make the S/MIME settings in ad-
vance.

= If [Mail Encryption] is selected after the destination has been set, the set destination is canceled,
making it necessary to set the destination once again.
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5 Select the destination and press the [Start] key.

Program Doc. Preview Joh List

™. Ready to Scan No. of Address
Fax can be sent at any time using the Keypad. U

: . Check Setting
m PE00O1 &= E-mail e-mail test.local
z

Add. Type
Al -

g | @ ]
Existing
E

Color File Type E-mail
Settings

= To select the destination, the administrator of the machine must register the certificate with the des-
tination in advance.

= An error message appears if the registered certificate is invalid, e.g., its validity is expired. Do not

send the file in this case. The administrator of the machine is now required to register a valid certif-
icate. Contact the administrator of the machine.
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4.1

PageScope Data Administrator 4

4

4.1

4.1.1

Application Software

PageScope Data Administrator

PageScope Data Administrator is an application for management purpose that allows the authentication,
destination and network functions of the machine to be edited or registered from a PC connected over the
network.

It allows the authentication, destination and network setting list to be downloaded in your PC, the data in the
list to be edited on the PC, and then the data to be written in the machine.

A destination list of file formats including XML, CSV, TAB, LDIF, and Lotus Notes Structured Text can be
downloaded. A destination list can also be downloaded by searching through or browsing destinations using
the LDAP protocol for a directory server such as Active Directory.

NOTICE
Make sure that none of the general users of the machine will know the Administrator Password.

If the Administrator Password is forgotten, it must be set again by the Service Engineer. Contact your Service
Representative.

Accessing from PageScope Data Administrator

v Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

1 Start the PageScope Data Administrator.

2 Select this machine from Device List and click [Authentication Settings/Address Settings] or [Adminis-
trator settings].

9] Fle  Function Tool Window Help -8 x
| +3 Registration of Device &3 Network Iritial Setting

) Basic Setings | Settings for muliple device || Application initial seiting

Device list Humber of Displayed Devices:1 Heme

Registered Device A Authentication Settings/ Ade
Staws StasDisplay | 9 Bioup name Modelname  Dovee
| _-— - S Admivistiator settings...
Function Selection
[#4Backup
[P Restore

Authentication Settings, Adt
S Admiristrator setings.

Device Selection Filter
< |

= Select [Authentication Settings/Address Settings] to edit or register the authentication or destination
function of the machine, and select [Administrator settings] to edit or register the network function
of the machine.
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PageScope Data Administrator

3 Check the settings on the "Import device information" screen and click [Import].

- The following screen appears if [Authentication Settings/Address Settings] is selected in step 2.

Import the device information.

Import the device information
Fegistered group,
Registered name
Device address

Scan seffings

Impot functions

| Default Group

[P

Target of impotting

g Authentication Settings

(=) Obtain from the device
O Previous data(2006/03/19)

HelplF1

4 Addisss settings

(%) Obtain from the device
O Previous data[2008/03/19)

[ Import. | [

Cancel

3

-> The following screen appears if [Administrator settings] is selected in step 2.

Import the device information. E\

Impot the dsvic information
Registered group
Registered name

Device address:

| Default Group

03

Scan settings

Impat functions

Target of impetting

2 [7] Admiristrator settings

(5} Dbtain from the device
O Previous data2008/03/19)

i

L

Help(F1

Import. ] [

Carcel

4 Type the Administrator Password registered in the machine and click [OK].

Administrator password E‘

Registeing name:

Registered group name,

Model name:

Device addess:

Device name:

Administrator password

Administator password (Confirnation]

Help[F1

|mFP

[MFP

——

Cancel |

=> If the "Save" check box has been selected, the Administrator Password entered is stored in the PC
being used. If you do not want the Administrator Password stored, clear the "Save" check box.

- If awrong Administrator Password is entered, a message appears that tells that there is a mismatch

in the passwords. Enter the correct Administrator Password.

= If the "Save" check box is selected, enter the 8-digit Administrator Password once again to make
sure that the Administrator Password has been entered correctly.

= If a wrong Administrator Password is entered for confirmation, a message appears that tells that
there is a mismatch in the Administrator Password. Enter the correct Administrator Password.
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= Ifthe Enhanced Security Mode is set to [ON], entry of a wrong password is counted as unauthorized
access. If a wrong Administrator Password is entered a predetermined number of times (once to
three times) or more set by the Administrator of the machine, a message appears that tells that the
machine accepts no more Administrator Passwords because of unauthorized access for any sub-
sequent entry of the Administrator Password. The machine is then set into an access lock state.
To cancel the access lock state, settings must be made by the Service Engineer; or, turn off, and
then turn on, the main power switch of the machine. If the main power switch is turned off and on,
the access lock state is canceled after the lapse of time set for [Release Time Settings]. When the
main power switch is turned off, then on again, wait at least 10 seconds to turn it on after turning it
off. If there is no wait period between turning the main power switch off, then on again, the machine

may not function properly.

5 Check the data displayed on the SSL certificate check screen and click [Yes].
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4.1.2

Setting the user authentication method

v
4

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data

Administrator.

Access the machine through [Authentication Settings/Address Settings] mode of PageScope Data Ad-

ministrator.

Click [Authentication settings].

|4 Fle Edt Tool ‘Window Help -8 x
il TOP |+ Registration of Device & Netwark Initial Setting
Function selection Devics information
@ Device information
& Item Value
- Wfh Addiess setings Fegistering name  MFP
User box Group name Default Group
Model name:
Device address
b3 ]
The latest access date and time
Function The latest access date and tine
Authentication se.. 2008/03/1915,50:10
Address selings  2008/03413 16,5010
< L]
HelnlF1 & Refiesh from the device. (=]

3 Click [User authentication].

(&) Fle Edt Tod

>

Help[F1

User authentication

Window  Help -8 x
i) TOP |+ Registration of Device & Netwark Initial Setting
Ervoin eaton: Authentication mode:
W D — |User Authentication and Account Track
L 2g Authentication seftings Setting st
-8l Address sattings
User box Status Item Value =
ID&Print NotUss
User list display selfings Rlestrict
Display seffing o logout .. On
Public user settings Restrict
Mona Color/2 Color Seting ~ Colar
User on
£
Settings:

| Device authentication

3

(&) Skt user suthentivation method

[@ Befresh from the device.
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4 Fromthe pull-down menu of User authentication, select the user authentication method.

— -

EBX
|5 File Edit Tool Window Help -8 %
(ENTOP | 43 Registration of Device B3 Netwerk Diitial Setting

Function selection Authentication mode:

Device information = & [ |User Authentication and Account Track

Authentication settings

Setting list
Address settines -
User box | Status Ttem Value ~
Print without authe. Restrict |
ID&Frint Use/Print Immedistely/Print All Jobs/Prin
User list display se.. Restrict
‘ Display setting of L. On
Public user settines  Restrict
Prohibited Function.. Do not request
Mona Golor/2 Golo..  Golor |
User authentication  Device authentication &
53 “ | ¥ |

Settings:

User authentication

| Device authentication v/
De: ation

Hetork server authentication
Device authentication and External Server authentication

Help(F1) [@ Refresh from the devics l @

- To change the user authentication method from "Device authentication" to "Network server authen-
tication," it is necessary first to register the domain name of Active Directory on the machine side.

- If "Network server authentication" is selected, "Active Directory" must invariably be selected.

5 Click [Export to the device].

= If you have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.

=> |If there is a job being executed or a reserved job (timer TX, fax redial waiting, etc.) in the machine,
the machine displays a message that tells that the write operation has not been successful because
of a device lock error. Click [OK] and wait for some while before attempting to execute [Export to
the device] again.
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41.3 Changing the authentication mode

v For the procedure to access the machine, see steps 1 through 5 of page 4-2.

v/ Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-

trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

1 Access the machine through [Authentication Settings/Address Settings] mode of PageScope Data Ad-
ministrator.

2 Click [Authentication settings].

|5 Fle Edt Tool ‘Window Help & x

il TOP |+ Registration of Device & Netwark Initial Setting

Function selection: Device information:

Device information

£
& pet Item Walue
&= Address settings Registering name  MFP

User box Group name: Default Group
Model name:
Device address

2 I ¥

The latest access date and time

Function The latest access date and time
Authentication se. 2008/03/1915:50:10
Address settings 2008/03/191560:10

2 I i

Helo[F1 l@ Refresh fiom the device. ] [}

3 From [Edit] on the tool bar, select [Authentication] and click [Change authentication mode].

4 Click [Next].

Authentication mode change wizard

Start authentication mode change wizard.

1186

Stait authentication mode changs wizaid

HelplF1 I

Hewts ] [ Eame ]

5  Select the specific [Authentication mode] to be changed and click [Next].

Authentication mode chanee wizard

Please select anew authentication made from the following template.
2/6

Gurrent authentication mode User Authentication (evice)

Select authentication mode:

Authentication mods

User Authentication (Device local authentication)
Uzer Authentication nd Account Tracking

Account Track
Account Track {The input method is anly passwerd)
None

Help(F1) <Back ” Next> } [ GCancel
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6

= Changing the Account Track setting erases all user and account information data that has previous-

ly been registered. At this time, Personal User Boxes owned by the users who are deleted and
Group User Boxes owned by the accounts that are deleted may be deleted or changed to Public
User Boxes.

If the boxes are changed to Public User Boxes and if the password set for a particular box before
this change does not meet the Password Rules, no access can be made to the Public User Box, to
which that specific box was changed. In this case, the administrator must first newly set a password
that meets the Password Rules. For details of the Password Rules, see page 1-11.

If [User Authentication (device) and Account Tracking] is selected, set [The ratio of the number of
Users] and [The ratio of the number of Accounts].

Authentication mode change wizand

Setthe number of users and accounts to be registered in device 16
Please s the allocation of the rumber of Users Accaunts
Sum total 1000
The allocation of the rumber of users The allocation of the number of Accounts
Before change 1000 Before change: i
At changed 700 (1-999) et changed 300 (1:939)
The rumber of Lisers:
1 99
HelpiF1 [ <Back ” Hewt> ] [ Cancel

Verify the new authentication mode and click [Write].

Authentication mode change wizard

Readyto write
418

‘wiiite & mew authentication made to the device:

Cunent authentication mode Uszer Authertication [Device local authentication]

New authentication mode User Authertication [device) and Account Tracking

HelplF1) [ <Back ] [ wite ] [ Cancel ]

= Ifyou have already logged on to the Administrator Settings via the control panel or using PageScope

Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.

If there is a job being executed or a reserved job (timer TX, fax redial waiting, etc.) in the machine,
the machine displays a message that tells that the write operation has not been successful because
of a device lock error. Click [OK] and wait for some while before attempting to execute [Export to

the device] again.
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Click [Finished].

Complete the change auth

mode wizard.

Complete to wite a new authentication mode in the device.

Cunent authentication mode

Display & log.

Authentication mode change wizard

6i6

|User Authentication [Deviee local authentication]

Mew authentication mode

|User Authentication [device] and Account Tracking

HelplF1

= If [User Authentication (device) and Account Tracking] is selected in step 5, [Synchronize] is set for

"Synchronize user authentication and account track." If [Synchronize] is not desired, select the de-
sired method and execute [Export to the device] once again.
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|5 File  Edit Tool

Window  Help

[@ Rafrachifiom e dovice

&

e e EER]
-8 x
(ENTOP | 43 Registration of Device B3 Netwerk Diitial Setting
Function selectiarr Authentication mods:
-3 Device information = & " |User Authentication and Acsount Track
2 Authentication settings Setting list:
i Ok Address settings
User box Status Ttem Yalue ”
When rumber of jo.  Job skip
Mumber of counter.. 700 / 300
Synchronize user . Synchranize
Print without authe..  Restrict
ID&Print Use/Print Immediately/Print All Jobs/Prin
User list display se.. Restrict
Display setting of L. On
Public user settins  Restrict
Prnkibited Finetion i ot remact e
) | ¥
Settings:
Synchronize user authentication and account track
Synchronize v
Hot synchranize
User Selection
T 0 The account Tnked automaticark
Help(F1)
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41.4 Making the user settings

v For the procedure to access the machine, see steps 1 through 5 of page 4-2.

v/ Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-

trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

1 Access the machine through [Authentication Settings/Address Settings] mode of PageScope Data Ad-
ministrator.

2 Click the Authentication settings expand button.

3 click [User authentication settings].

l5l Fle  Edt Tool ‘window Help -8 x
4 TOP |+ Registration of Device & Network Initial Setting

Function selectian: User fist 3/500 flemis)
[ Eg Device infomation[MFF) Status User name E-Mail addiess Pemi| |4) Add,
=00 fj:ltl’:r\[\:al\nn seitlngs £ Fegistersd  userl Dutpul
£ Aocount tack set £ Registered  user? Oupy | Edit
Py Lser authentication setiings £ Regitered  userd Outpul
(g Estemal Server k=] Delete
£ User Operation Prohibition Settings -
[ g Address settings |
User box Column optior...
< ¥

HelplF1 3 Behiesh from the device... ] =]

4 Select the desired function.

- To register the user, click [Add].
- To change data registered for the user, click [Edit].

- To delete the user, click [Delete]. The following screen appears if the user to be deleted owns a Per-
sonal User Box. Select whether to delete the Personal User Box or change it to the Public User Box.

Do you want to delete the selected items?

9
<&/
Frivate box option

© Ghanes to Public User Box

©) Delete User bax

Help(F1 ] [ ]

- If the boxes are changed to Public User Boxes and if the password set for a particular box before
this change does not meet the Password Rules, no access can be made to the Public User Box, to
which that specific box was changed. In this case, the administrator must first newly set a password
that meets the Password Rules. For details of the Password Rules, see page 1-11.

= If the User Password does not meet the Password Rules, a message that tells that the entered User
Password cannot be used appears. Enter the correct User Password. For details of the Password
Rules, see page 1-11.

= If the User Name has not been entered, a message appears that tells that the User Name is yet to
be entered. Click [OK] and enter the User Name.

= A User Name that already exists cannot be redundantly registered.
5  Click [OK].

6 Click [Export to the device].

= If you have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.

= If there is a job being executed or a reserved job (timer TX, fax redial waiting, etc.) in the machine,
the machine displays a message that tells that the write operation has not been successful because
of a device lock error. Click [OK] and wait for some while before attempting to execute [Export to
the device] again.
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4.1.5

Making the account settings

v
4

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Access the machine through [Authentication Settings/Address Settings] mode of PageScope Data Ad-
ministrator.

Click the Authentication settings expand button.

Click [Account track settings].

l5l Fle  Edt Tool ‘window Help -8 x
4 TOP |+ Registration of Device & Network Initial Setting

Function selectian: Ageount st 3/500 flemis)

& Eg Device information(MFP] Status Account name Permitfunction | Total (Cou| [+2) Add
= 4, . e
2 Registered 1 Pemit

k ssitings $%Regitersd 2 Permit al | |EF Edit
E ] Il SRS Bk Fegisered 3 Permit al

(g Edtemal Server k=] Delete
£ User Operation Prohibition Settings -

[ g Address settings |
Userbox Column option...

< )|

HelplF1 3 Behiesh from the device... ] =]

Select the desired function.

- To register the account, click [Add].
- To change data registered for the account, click [Edit].

- Todelete the account, click [Delete]. The following screen appears if the account to be deleted owns
a Group User Box. Select whether to delete the Group User Box or change it to the Public User Box.

Do you want to delete the selected items?

9
<&/
Frivate box option

© Ghanes to Public User Box

©) Delete User bax

Help(F1 ] [ ]

- If the boxes are changed to Public User Boxes and if the password set for a particular box before
this change does not meet the Password Rules, no access can be made to the Public User Box, to
which that specific box was changed. In this case, the administrator must first newly set a password
that meets the Password Rules. For details of the Password Rules, see page 1-11.

= If the Account Password does not meet the Password Rules, a message that tells that the entered
Account Password cannot be used appears. Enter the correct Account Password. For details of the
Password Rules, see page 1-11.

= If the Account Name has not been entered, a message appears that tells that the Account Name is
yet to be entered. Click [OK] and enter the Account Name.

= An Account Name that already exists cannot be redundantly registered.

Click [OK].

Click [Export to the device].

= If you have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.

= If there is a job being executed or a reserved job (timer TX, fax redial waiting, etc.) in the machine,
the machine displays a message that tells that the write operation has not been successful because
of a device lock error. Click [OK] and wait for some while before attempting to execute [Export to
the device] again.
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4.1.6 Registering the certificate

v
4

4

5

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data

Administrator.

Access the machine through [Authentication Settings/Address Settings] mode of PageScope Data Ad-

ministrator.

Click the Address settings expand button.

Click [Address book].

13 Fle Edt ool Window Help
il TOF |+ Registration of Device & Netwark Inilial Setting

Funcion selection Sl 042000 tems)
[ [ Device infarmationMFP] Status Mo | Abbreviated name Desti Ll IET Edit
1 (ig) Authentication setings oom =
=Wk Address semns 002 X Delst
1 0003
[£] Group address : e o=
~[5] Program address : T
= Page Name of Frogiam ®
5 EMailtie S
5 EMailtest W w
(5 Prefis/Suffix ! 0003
% Userbox - oaog -
= o010 = S
o Displau/Mot Display:
oz v @EMa F]
F3 | 3= | >
HelplF1 [g-g SR ] =

[5] Fle Edt Tool window Help
1 TOP |+ Registration of Device B3 Metwark lrilial Setting

Select the number to be registered and click [Edit].

Select [E-Mail] and Click [OK].

Function selection Address book fist 042000 itern(s)
(3 Device information(MFP] Status No. | Abbreviated name Desti. | & |5 Edit...
5 af Autnicaion stigs S E——e—
= @ Address settings ; o002 b Delet
-3 Address book :
7 0003
~[£4] Group address =
004 :
[T Frogiam addiess e
= Page Name of Progiam B
= Epai i
-5 EMailtiles
5 EMailtext 4 ooo7 w
[E% Prefin/Suftix 4 0008
[ Userbox 0009 . Cheng
: oo =
oot Display/ot Display
otz v | [FEMal —
< | 3= | ¥
Help(F1 3 Befiesh fiom the device... ] ]
Selection of destination type E|
Destination Type
& EMail
© User box
O sme
O FIP
© webDAY
Machine Type of Destination
HelnlF1 oK. J [ concel
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6

Click [Register] of S/MIME Certification file and select the certificate to be registered.

Add and edit of address book{(E-Mail) 3
Abbreviated No oont * Required field
Abbreviated namex
Sort Character: Lsngusgs: | Standard v
Search characterk: cte v| O Main
Reference Allowed Level[0]

E-Mail configuration

E-Mail address*

S/MIME Certification file

Register Unregistered

Help(F1} [

aK ] [ Cancel ]

- Set 1024 bits or more for the key length of the RSA public key for the certificate of each destination.

7 Makethe necessary settings.

Add and edit of address book{(E-Mail) 3
Abbreviated No oont * Required field
Abbreviated namex

Sort Character: Lsngusgs: | Standard v
Search characterk: cte v| O Main

Reference Allowed Level[0]

E-Mail configuration

E-Mail address* test@eojp

S/MIME Certification file

Register Unregistered

Help(F1) 0K GCancel
[ J { ]

= If the abbreviated name and E-mail address have not been entered, an input error message ap-
pears. Then, click [OK] and enter the abbreviated name and E-mail address.

8  Click [OK].

9  Click [Export to the device].

= If you have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been

successful because of a device lock error. Click [OK] and wait for some while before attempting to

execute [Export to the device] again.

If there is a job being executed or a reserved job (timer TX, fax redial waiting, etc.) in the machine,

the machine displays a message that tells that the write operation has not been successful because

of a device lock error. Click [OK] and wait for some while before attempting to execute [Export to
the device] again.
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41.7 DNS Server Setting Function
<Registering the DNS Server>

v

O A ON =

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Access the machine through [Administrator settings] mode of PageScope Data Administrator.
Click the Administrator settings expand button.

Click the Network expand button.

Click [DNS].

Make the necessary settings for the DNS Server.

= [f the DNS Server Auto Obtain and DNS Domain Auto Obtain check boxes are selected, the DNS
Server Address and DNS Domain Name are automatically obtained.

Click [Export to the device].

= Ifyou have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.
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41.8 AppleTalk Setting Function
<Making the AppleTalk Setting>

v

o 00~ WODN =

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Access the machine through [Administrator settings] mode of PageScope Data Administrator.
Click the Administrator settings expand button.

Click the Network expand button.

Click [AppleTalk].

Make the necessary settings.

Click [Export to the device].

= Ifyou have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.

bizhub 554e/454e/364e/284e/224e 4-15



4.1 PageScope Data Administrator

4.1.9 E-Mail Setting Function
<Setting the SMTP Server (E-Mail Server)>

v

o 00~ WODN =

For the procedure to access the machine, see steps 1 through 5 of page 4-2.

Do not leave the site while you are gaining access to the machine through PageScope Data Adminis-
trator. If it is absolutely necessary to leave the site, be sure first to log off from the PageScope Data
Administrator.

Access the machine through [Administrator settings] mode of PageScope Data Administrator.
Click the Administrator settings expand button.

Click the Network expand button.

Click [E-Mail TX (SMTP)].

Make the necessary settings.

Click [Export to the device].

= Ifyou have already logged on to the Administrator Settings via the control panel or using PageScope
Web Connection, the machine displays a message that tells that the write operation has not been
successful because of a device lock error. Click [OK] and wait for some while before attempting to
execute [Export to the device] again.
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